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1. Laws

1.1. Laws and regulations

1.1.1. What laws and/or regulations apply to personal data protection?

Personal Data Protection Act 2012 (PDPA)

The Personal Data Protection Act 2012 (No.26 of 2012) (PDPA) is the principal data protection
legislation in Singapore governing the collection, use, and disclosure of individuals' personal
data by organizations. Prior to the enactment of the PDPA, Singapore did not have an
overarching law governing the protection of personal data. Rather, the processing of personal
data in Singapore was regulated to a certain extent by a patchwork of laws including common
law, sector-specific legislation, and various self-regulatory or co-regulatory codes. These
existing sector-specific data protection frameworks will continue to operate alongside the
PDPA.

The PDPA was passed by the Parliament of Singapore (Parliament) on October 15, 2012, and
was implemented in three phases. The first phase of general provisions came into effect on
January 2, 2013. These provisions relate to: the scope and interpretation of the PDPA; the
establishment of the Personal Data Protection Commission (PDPC), the authority that
administers and enforces the PDPA; the establishment of the Data Protection Advisory
Committee; the establishment of the Do-Not-Call (DNC) Registers (the DNC Registers) by the
PDPC; and other general provisions of the PDPA. The second phase, on January 2, 2014, saw the
provisions relating to the DNC Registry come into force. The third and final phase saw the main
provisions relating to the management and protection of personal data (the Data Protection
Provisions) — specifically Parts 3 to 4 of the PDPA — come into effect on July 2, 2014.

On November 2, 2020, the Parliament passed the Personal Data Protection (Amendment) Bill
2020, which is the culmination of the first comprehensive review of the PDPA since its
enactmentin 2012. The majority of the changes under the Personal Data Protection
(Amendment) Act 2020 (the Amendment Act) came into effect on February 1, 2021, including
provisions mandating data breach notification. The amendments to Section 48J of the PDPA
provide for an increased maximum financial penalty (i.e. up to 10% of an organization's annual
turnover in Singapore (if the organization's annual turnover in Singapore exceeds SGD 10 million
(approx. $7,72 million), or SGD 1 million (approx. $744,942), whichever is higher) came into
effect on October 1, 2022.

The provisions on the new data portability obligation will take effect at a later date.
In addition to the PDPA, the following subsidiary legislation has been issued to date:

e Personal Data Protection Regulations 2021 (PDPR);
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e Personal Data Protection (Notification of Data Breaches) Regulations 2021 (Breach
Notification Regulations);

e Personal Data Protection (Appeal) Regulations 2021;

e Personal Data Protection (Enforcement) Regulations 2021;

e Personal Data Protection (Composition of Offences) Regulations 2021;

e Personal Data Protection (Prescribed Law Enforcement Agency) Notification 2020;

e Personal Data Protection (Prescribed Healthcare Bodies) Notification 2015;

e Personal Data Protection (Prescribed Law Enforcement Agencies) Notification 2014;

e Personal Data Protection (Do Not Call Registry) Regulations 2013; and

e Personal Data Protection (Statutory Bodies) Notification 2013.

The PDPA sets a baseline standard for personal data protection across the private sector and
will operate alongside (and not override) other existing laws and regulations. The PDPA
specifically provides that the data protection framework under the PDPA does not affect any
right or obligation under the law, and that in the event of any inconsistency, the provisions of
other written laws will prevail. For example, the banking secrecy laws under the Banking Act
1970 govern customer information obtained by banks and will prevail over the PDPA in the event
of any inconsistency with the PDPA.

Citation

Not applicable.

Applicable persona

Not applicable.

1.2. Supervisory authority

1.2.1. Who is responsible for enforcing the law(s) and issuing guidelines?

The PDPC is the regulatory authority that is responsible for administering and enforcing the
PDPA. Itis part of the Info-communications Media Development Authority (IMDA), which is a
statutory board under the purview of the Ministry of Communications and Information.

Citation

Sections 5 and 6 of the PDPA

Applicable persona

Not applicable.

1.2.2. How can the supervisory authority be contacted?

Name: PDPC

Address: 10 Pasir Panjang Road, #03-01 Mapletree Business City Singapore 117438
Fax: +65 6577 3888

Phone: +65 6377 3131

Website: https://www.pdpc.gov.sg/

Proprietary


https://sso.agc.gov.sg/SL/PDPA2012-S64-2021?DocDate=20241014
https://sso.agc.gov.sg/SL/PDPA2012-S65-2021
https://sso.agc.gov.sg/SL-Supp/S62-2021/Published/20210129?DocDate=20210129
https://sso.agc.gov.sg/SL-Supp/S70-2021/Published/20210129?DocDate=20210129
https://sso.agc.gov.sg/SL-Supp/S272-2020/Published/20200414?DocDate=20200414
https://sso.agc.gov.sg/SL/PDPA2012-S90-2015?DocDate=20150227
https://sso.agc.gov.sg/SL/PDPA2012-S368-2014?DocDate=20210129
https://sso.agc.gov.sg/SL/PDPA2012-S709-2013?DocDate=20150529
https://sso.agc.gov.sg/SL/PDPA2012-S149-2013?DocDate=20180329
https://www.dataguidance.com/node/58284
https://www.dataguidance.com/node/58284
https://www.imda.gov.sg/
https://www.mci.gov.sg/
https://www.pdpc.gov.sg/

Citation

Not applicable.

Applicable persona

Not applicable.

1.2.3. What are the powers of the supervisory authority?

The main powers, duties, and responsibilities of the PDPC are as follows:

to promote awareness of data protection in Singapore;

to provide consultancy, advisory, technical, managerial, or other specialist services
relating to data protection;

to advise the Government of Singapore (the Government) on all matters relating to data
protection;

to represent the Government internationally on matters relating to data protection;

to conduct research and studies, promote educational activities relating to data
protection, including organizing and conducting seminars, workshops, and symposia
relating thereto, and support other organizations conducting such activities;

to manage technical cooperation and exchange in the area of data protection with other
organizations, including foreign data protection authorities and international or
intergovernmental organizations, on its own behalf or on behalf of the Government;

to administer and enforce the PDPA,;
to carry out functions conferred on the PDPC under any other written law; and

to engage in such other activities and perform such functions as the relevant Minister
may permit or assign to the PDPC by order published in the Electronic Gazette (the
Gazette).

Citation

Section 6 of the PDPA

Applicable persona

Not applicable.

1.2.4. Has the supervisory authority released an annual report?

The IMDA is designated as the PDPC, and the IMDA's annual reports are available here (the
IMDA's Annual Reports).

The PDPC had previously issued its annual reports from the years 2013 - 2016, which may be
found here:

Shaping the Future of Personal Data Protection (Annual Report 2013/2014);

In Partnership to Foster Trust (Annual Report 2014/2015); and
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e Protecting Data and Building Trust (Annual Report 2015/2016).

Citation

Section 5 of the PDPA

The IMDA's Annual Reports

The Annual Report 2013/2014

The Annual Report 2014/2015

The Annual Report 2015/2016)

Applicable persona

Not applicable.

1.3. Guidelines

1.3.1. Have any guidelines been issued on personal data protection?

The PDPC has issued several advisory guidelines which, while not legally binding on any party,
provide greater clarity on how the PDPC may interpret the provisions of the PDPA. Some
examples include:

e the Advisory Guidelines on Key Concepts in the Personal Data Protection Act (revised on
May 16, 2022) (the Key Concepts Guidelines);

e the Advisory Guidelines on the Personal Data Protection Act for Selected Topics (revised
on May 23, 2024) (the Selected Topics Guidelines);

e the Advisory Guidelines on Enforcement of Data Protection Provisions (revised on
October 1, 2022);

e the Advisory Guidelines on the PDPA for Children's Personal Data in the Digital
Environment (the Advisory Guidelines on Children's Personal Data);

e the Advisory Guidelines on Use of Personal Data in Al Recommendation and Decision
Systems; and

e the Advisory Guidelines on the Personal Data Protection Act for NRIC and Other
National Identification Numbers (NRIC Guidelines).

Additionally, the PDPC has published other resource materials to support organizations and
data protection professionals:

e Advisory Guidelines on Use of Personal Data in Al Recommendation and Decision
Systems (issued on March 1, 2024);

e the Guide on the Responsible Use of Biometric Data in Security Applications (the Guide
on Responsible Use of Biometric Data in Security Applications);

e the Guide to Data Protection Practices for ICT Systems (revised on December 14, 2024)
(the Guide to Data Protection by Design for ICT Systems);

e the Guide to Data Protection by Design for ICT Systems;
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e Data Protection Officer Competency Framework and Training Roadmap (the DPO
Framework);

e Data Protection Officer Frequently Asked Questions (DPO FAQs);

e Guide to Data Protection Impact Assessments (the DPIA Guide) (revised on September
14, 2021);

e Guide to Accountability under the Personal Data Protection Act (the Accountability
Guide);

e Guide to Developing a Data Protection Management Programme (the Guide to
Developing a Data Protection Management Programme);

e (Guide to Data Sharing (revised 1 February 2018) (the Guide to Data Sharing);

e Guide to Basic Data Anonymization (the Guide to Basic Data Anonymization);

e Guide on Data Protection Clauses for Agreements relating to the Processing of Personal
Data (the Guide on Data Protection Clauses for Agreements); and

e Guide to Managing Intermediaries.

All advisory guidelines and guides are accessible via the PDPC's website.
Citation

Section 49 of the PDPA

Applicable persona

Not applicable.

2. Scope and applicability

2.1. Personal scope

2.1.1. Who does the law(s) apply to?

The PDPA generally applies to all private organizations with respect to the personal data of
individuals that they collect, use, and/or disclose.

The PDPA uses the term 'organization' to refer to the entities that are required to comply with the
data protection obligations prescribed under the PDPA.

The term 'organization' broadly covers natural persons, corporate bodies (such as companies),
and unincorporated bodies of persons (such as associations), regardless of whether they are
formed or recognized under the law of Singapore or are residents or have an office or place of
business in Singapore.

However, the following categories of organizations are excluded from the application of the
PDPA:

¢ individuals acting in a personal or domestic capacity;
e employees acting in the course of their employment with an organization;

e public agencies; or
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e any other organization or personal data, or classes of organizations or personal data as
may be prescribed.

Citation

Sections 2(1) and 4(1) of the PDPA

Applicable persona

Not applicable.

2.1.2. What sector(s) does the law(s) apply to?

The PDPA generally applies to all private organizations with respect to the personal data of
individuals that they collect, use, and/or disclose. Please see section 2.1.1. above.

Public agencies are not subject to the requirements of the PDPA, as they have their own set of
data protection rules that all public officers must comply with. That said, the exclusion of public
agencies does not extend to private sector organizations working on behalf of government
agencies.

Citation

Section 4(1) of the PDPA

Applicable persona

Not applicable.

2.1.3. Who is afforded protections under the law(s)?

The law provides protection to individuals (i.e. natural persons). Please see section 3 on
definitions below.

Citation

Section 2(1) of the PDPA

Applicable persona

Not applicable.

2.1.4. Does the law(s) apply to deceased persons?

The PDPA does not apply in respect of personal data about a deceased individual who has been
dead for more than 10 years from its application, except that the provisions relating to the
disclosure of personal data and the protection of personal data apply in respect of personal
data about persons who have been dead for 10 years or less.

Citation

Sections 4(4)(b) and 24 of the PDPA
Applicable persona

Not applicable.

2.1.5. Does the law(s) apply to residents?
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Yes, the PDPA applies to an individual who is a resident of Singapore, but not exclusively so.
Citation

Section 2 of the PDPA

Applicable persona

Not applicable.

2.1.6. Are there any exemptions?

Government agencies are not subject to the requirements of the PDPA, as they have their own
set of data protection rules that all public officers must comply with. That said, this exclusion
does not extend to private sector organizations working on behalf of government agencies.

'Data intermediaries' are partially excluded from the application of the Data Protection
Provisions if they are processing personal data on behalf of and for the purposes of another
organization pursuant to a contract that is evidenced or made in writing, and only have
obligations under the PDPA in relation to:

e the protection of personal data in their possession or under their control, by making
reasonable security arrangements to prevent unauthorized access, collection, use,
disclosure, copying, modification, disposal, or similar risks, as well as the loss of any
storage medium or device on which personal data is stored;

e theretention of personal data, by ceasing to retain documents containing personal
data, or removing the means by which the personal data can be associated with
particular individuals (e.g. destruction or anonymization of personal data) as soon as it
is reasonable to assume that the purpose for which the personal data was collected is
no longer served by its retention, and retention is no longer necessary for legal or
business purposes; and

o the notification of a data breach, by notifying without undue delay the organization or
the public agency that it is processing personal data on behalf of, of occurrence, or
suspected occurrence of, a data breach affecting personal data.

Citation

Section 4(2) of the PDPA

Applicable persona

Data intermediaries

2.2. Territorial scope

2.2.1. What is the territorial scope of the law(s)?

The PDPA could apply to organizations with no physical presence in Singapore, as long as these
organizations process personal data within Singapore. For example, organizations located
overseas that collect data from individuals in Singapore via online channels or platforms could
be subject to the Data Protection Provisions under the PDPA.

It is worth noting that organizations involved in the cross-border transfer of personal data from
Singapore to locations overseas are also subject to the Data Protection Provisions.
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Citation

Section 2(1) of the PDPA

Applicable persona

Not applicable.

2.2.2. What is the extraterritorial scope of the law(s)?

Although the extent of the PDPA's extraterritorial reach has not been expressly clarified by the
PDPC to date, they have clarified that the Data Protection Provisions will apply with respect to
the activities involving personal data in Singapore (even where the personal data was collected
overseas and subsequently transferred into Singapore).

Citation

Section 11.1 of the Key Concepts Guidelines
Applicable persona

Not applicable.

2.2.3. Does the law(s) apply to citizens living abroad?

The PDPA does not expressly distinguish between citizens living within Singapore or those living
abroad. However, as the PDPA applies to organizations insofar as they process personal data in
Singapore, it is unlikely that the PDPA will apply to an organization whose personal data
activities take place solely outside Singapore.

Citation

Not applicable.

Applicable persona

Not applicable.

2.2.4. Are there any exemptions?

While the PDPA does not expressly prescribe exceptions to its territorial scope, please see our
response above.

Citation

Not applicable.

Applicable persona

Not applicable.

2.3. Material scope

2.3.1. What is the material scope of the law(s)?

The PDPA regulates the collection, use, and disclosure of personal data by organizations and
expressly excludes the following categories of personal data from its application:

Proprietary



'business contact information, which is defined as 'an individual's name, position name
or title, business electronic mail address or business fax number and any other similar
information about the individual, not provided by the individual solely for his personal
purposes, unless expressly referred to in the PDPA;

personal data that is contained in a record that has been in existence for at least 100
years; and

personal data about a deceased individual who has been dead for more than 10 years.

Citation

Sections 2 and 4(4), and 4(5) of the PDPA

Applicable persona

Not applicable.

2.3.2. Does the law(s) apply to anonymized data?

No, the PDPC has clarified that the PDPA does not apply to data that has been anonymized, i.e.
datais no longer considered 'personal data' for the purposes of the PDPA.

The PDPC has also stated that for data to be considered anonymized, the following criteria
should be met:

All direct identifiers should be removed.

Allindirect identifiers that can be used to re-identify individuals when matched with
publicly available or proprietary information that the organization knows the data
recipient has access to, should be altered or removed to prevent re-identification from
the data.

Additional safeguards may be implemented by the data recipient to restrict access and
use of the anonymized data to reduce the risks of disclosure and thus risks of re-
identification, depending on the extent of anonymization performed and assessed re-
identification risks, such as:

o limiting the number of data recipients to whom the information is disclosed and
the number of persons that can access the information;

o imposing restrictions on the data recipient(s) on the use and subsequent
disclosure of the data;

o requiring the data recipient(s) to implement processes to govern the proper use
and disclosure of the anonymized data in line with the imposed restrictions;
and/or

o requiring the data recipient(s) to implement processes and measures for the
destruction of data as soon as the data no longer serves any business or legal
purpose.

Stringent internal safeguards should be implemented on the set of information (e.g.
identity mapping tables or other datasets containing linkable information) that can be
used to re-identify individuals from the anonymized data, such as:

Proprietary



o organizational structures;
o policies, administrative rules or processes;

o technical measures (e.g. using encryption to restrict access to the information,
limiting access to only authorized users, and controlling access through
passwords); and/or

o physical measures (e.g., restricted access to information storage areas).

e Periodic reviews should be conducted, particularly where anonymized data is disclosed
over a period of time in an ongoing relationship, to ensure that the risk of re-
identification from the anonymized data is minimized and acceptable. The review
should assess:

o the adequacy of anonymization techniques and risk management controls in
relation to the current state of technology; and

o therobustness of organizational, legal, processes and other nontechnical
measures to manage the risks of re-identification, considering technological
developments over time.

Citation

Sections 3.3 - 3.7 of the Selected Topics Guidelines
Applicable persona

Not applicable.

2.3.3. Are there any exemptions?

No, there are no exemptions.

Citation

Not applicable

Applicable persona

Not applicable

3. Definitions

3.1. Key terms

3.1.1. How is data controller (or equivalent) defined?

The PDPA does not use the term 'data controller. Instead, it uses the more general term
'organization' to refer to the entities that are required to comply with the obligations prescribed
under the PDPA. The term 'organization' broadly covers natural persons, corporate bodies (such
as companies), and unincorporated bodies of persons (such as associations), regardless of
whether they are formed or recognized under the law of Singapore, or are residents or have an
office or place of business in Singapore.

Citation

Section 2(1) of the PDPA
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Applicable persona
Not applicable.
3.1.2. How is data processor (or equivalent) defined?

The term 'data processor' is not used in the PDPA, but an equivalent term 'data intermediary' is
used. A 'data intermediary' is defined as an organization that processes personal data on behalf
of another organization but does not include an employee of that other organization.

Citation

Section 2(1) of the PDPA

Applicable persona

Not applicable.

3.1.3. How is data subject (or equivalent) defined?

The PDPA does not use the term 'data subject' but uses the equivalent term 'individual.' An
'individual' is defined to mean a natural person, whether living or deceased.

Citation

Section 2(1) of the PDPA

Applicable persona

Not applicable.

3.1.4. How is processing (or equivalent) defined?

The term 'processing' is defined as the carrying out of any operations or set of operations in
relation to personal data, and includes any of the following:

e recording;
e holding;
e organization, adaptation, or alteration; retrieval;
e combination;
e transmission; and
e erasure or destruction.
Citation
Section 2(1) of the PDPA
Applicable persona
Not applicable.

3.1.5. How is the sale of personal data defined?
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The PDPA does not expressly define the term 'sale of personal data.' However, transfers, sharing,
collection, and use of personal data arising from the sale or purchase of the same fall within its
scope.

In this regard, please see the definition of the term 'processing' set out in our response above.
Citation

Section 2(1) of the PDPA

Applicable persona

Not applicable.

3.1.6. How is the sharing of personal data defined?

'Data sharing' is not expressly defined in the PDPA. However, in the PDPC's Guide to Data
Sharing, the guide defined 'Data sharing' as the use and/or disclosure of personal data to one or
more organization(s) and the latter's collection of that personal data.

Citation

Section 1.4 of the Guide to Data Sharing
Applicable persona

Not applicable.

3.1.7. How is personal data defined?

'Personal data' under the PDPA refers to all 'data, whether true or not, about an individual who
can be identified from that data, or from that data and other information to which the
organization has or is likely to have access. This applies regardless of whether such data is in
electronic or another form, and regardless of the degree of sensitivity. However, the PDPA
expressly excludes the following categories of personal data from its application:

e 'business contact information, which is defined as 'an individual's name, position name
or title, business electronic mail address or business fax number and any other similar
information about the individual, not provided by the individual solely for his personal
purposes', unless expressly referred to in the PDPA;

e personal datathatis contained in a record that has been in existence for at least 100
years; and

e personal data about a deceased individual who has been dead for more than 10 years.
Citation
Sections 2(1), 4(4), and 4(5) of the PDPA
Applicable persona
Not applicable.
3.1.8. How is sensitive data defined?

The PDPA does not provide for a special category of 'sensitive data.' Nonetheless, the PDPC
takes the view that personal data of a more sensitive nature should be safeguarded by a higher
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level of protection. The types of personal data that would typically be more sensitive in nature
include, but are not limited to:

e anindividual's national identification numbers (e.g. National Registration Identity Card
(NRIC) and passport numbers);

e personal data of a financial nature (e.g. bank account details, central depository
account details, securities holdings, transaction and payment summaries);

e insurance information (e.g. names of the policyholder's dependents or beneficiaries,
sum insured under the insurance policy, the premium amount, and type of coverage);

e anindividual's personal history involving drug use and infidelity; and
¢ sensitive medical conditions; and
e personaldata of minors.

Citation

Section 1.3 of the NRIC Guidelines

Applicable persona

Not applicable.

3.1.9. How is biometric data defined?

The term 'biometric data' is not defined in the PDPA.

However, in the PDPC's Guide on Responsible Use of Biometric Data in Security Applications,
biometric data refers to biometric samples (i.e. data relating to the physiological, biological, or
behavioral characteristics of an individual) or biometric templates created through technical
processing of biometric samples. In many instances, biometric data, and in particular biometric
samples, would be considered a type of personal data and therefore would be covered under
the PDPA. Nevertheless, biometric templates (on their own, without associating with any
identifying information) could be considered anonymized data.

Citation

Page 6 of the Guide on Responsible Use of Biometric Data in Security Applications
Applicable persona

Not applicable.

3.1.10. How is health data defined?

The term 'health data' is not used in the PDPA. Rather, health data would be considered a type
of personal data and therefore be covered under the PDPA. Depending on the particular factual
context, the handling of health data could also be covered under other laws such as

the Healthcare Services Act 2020 (the Healthcare Services Act), Health Products Act 2007 (the
Health Products Act), and the Medicines Act 1975 (the Medicines Act), and their subsidiary
legislation (e.g. the Health Products (Clinical Trials) Regulations 2016 (the Health Products
(Clinical Trials) Regulations), or the the Medicines (Clinical Trials) Regulations 2016 (the
Medicines (Clinical Trials) Regulation) in Singapore). Most recently, the Health Information Act
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2026 (the Health Information Act) has been enacted, and will, upon its commencement,
introduce a comprehensive framework governing the management, security and sharing of key
health information to support healthcare delivery and patient outcomes.

Citation

Healthcare Services Act

Health Products Act

Medicines Act

Health Products (Clinical Trials) Regulations

Medicines (Clinical Trials) Regulation

Health Information Act

Applicable persona

Not applicable.

3.1.11. How is pseudonymized/de-identified data defined?

There is no specific reference to pseudonymization in the PDPA. However, in the Selected
Topics Guidelines, the PDPC describes pseudonymization as an anonymization technique
involving 'replacing personal identifiers with other references, and has also stated that the
anonymization of personal data may be carried out to render the anonymized data suitable for
more uses than its original state (i.e. the original personal data). The anonymized data, which
would not allow the identification of an individual and is thus not personal data, would not be
governed by the PDPA.

Additionally, in the PDPC's Guide to Basic Data Anonymization, the PDPC has also set out
recommended best practices for pseudonymization and has recognized the distinction
between irreversible pseudonymization (i.e. where the original values are properly disposed of
and the pseudonymization was done in a non-repeatable fashion) and reversible
pseudonymization (i.e. where the original values are securely kept but can be retrieved and
linked back to the pseudonym).

Citation

Chapter 3 of the Selected Topics Guidelines

Pages 26 and 35 of the Guide to Basic Data Anonymization
Applicable persona

Not applicable.

3.1.12. How is anonymized data defined?

The PDPA does not define 'anonymized data.' However, in the Guide to Basic Data
Anonymization, the PDPC describes anonymized data as personal data that has been converted
into data that cannot be used to identify any individual.

Please see our response in section 2.3 above.
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Citation

Page 7 of the Guide to Basic Data Anonymization

Applicable persona

Not applicable.

3.1.13. How is profiling defined?

The PDPA does not define 'profiling.

Citation

Not applicable.

Applicable persona

Not applicable.

4. Data processing principles

4.1. Principles

4.1.1. Does the law(s) provide data processing principles?

Yes, the law provides data protection principles. The Data Protection Provisions under the PDPA
impose the following data protection obligations on organizations with respect to their data
activities:

Consent Obligation: An organization must obtain an individual's consent before
collecting, using, or disclosing their personal data for a purpose (Sections 13 and 17 of
the PDPA).

Purpose Limitation Obligation: An organization may only collect, use, or disclose
personal data for purposes that a reasonable person would consider appropriate in the
circumstances (Section 18 of the PDPA).

Notification Obligation: An organization must notify the individual of the purpose(s) for
which it intends to collect, use, or disclose their personal data on or before such
collection, use, or disclosure, and may only collect, use, and disclose personal data for
such purposes (Sections 18 and 20 of the PDPA).

Access and Correction Obligation: An organization must, upon request, allow an
individual to access and/or correct their personal data in its possession or under its
control. In addition, the organization is obliged to provide the individual with information
about the ways in which personal data may have been used or disclosed during the past
year (Sections 21 and 22 of the PDPA).

Accuracy Obligation: An organization must make a reasonable effort to ensure that
personal data collected by it is accurate and complete, if it is likely to use such personal
data to make a decision that affects the individual concerned or disclose such personal
data to another organization (Section 23 of the PDPA).

Protection Obligation: An organization must protect personal data in its possession or
under its control by making reasonable security arrangements to prevent: (a)
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unauthorized access, collection, use, disclosure, copying, modification, disposal, or
similar risks; and (b) the loss of any storage medium or device on which personal data is
stored (Section 24 of the PDPA).

Retention Limitation Obligation: An organization must cease to retain documents
containing personal data, or remove the means by which the personal data can be
associated with particular individuals, as soon as it is reasonable to assume that the
retention of such personal data no longer serves the purpose for which it was collected
and is no longer necessary for legal or business purposes (Section 25 of the PDPA).

Transfer Limitation Obligation: An organization must not transfer personal datato a
country or territory outside Singapore except in accordance with requirements
prescribed under the PDPA to ensure that the transferred personal data will be accorded
a standard of protection that is comparable to that under the PDPA (Section 26 of the
PDPA).

Accountability Obligation: An organization must appoint a person to be responsible for
ensuring that it complies with the PDPA, typically referred to as a Data Protection Officer
(DPQO), and develop and implement policies and practices that are necessary to meet its
obligations under the PDPA, including a process to receive complaints. In addition, the
organization is required to communicate to its staff information about such policies and
practices and make information available upon request to individuals about such
policies and practices (Sections 11 and 12 of the PDPA).

Data Breach Notification Obligation: An organization must assess data breaches that
have occurred affecting personal data in their possession or under their control, and are
required to notify the PDPC, as well as affected individuals, of the occurrence of certain
data breaches (notifiable data breaches) (Sections 26A-26E of the PDPA).

In addition, the Amendment Act will also further introduce one more data protection obligation
(which has yet to come into effect):

Data Portability Obligation: Upon an organization's receipt of a data porting request
from an individual, the porting organization must transmit the applicable data specified
in the data porting request to the receiving organization in accordance with any
prescribed requirements, such as requirements relating to technical, user experience,
and consumer protection matters.

Data intermediaries are subject to a limited scope of obligations under the PDPA, specifically:

Protection Obligation;
Retention Limitation Obligation; and

Data Breach Notification Obligation: If a data intermediary has reason to believe that a
data breach has occurred in relation to personal data that it is processing on behalf of
and for the purposes of another organization, it must notify that other organization
without undue delay.

Citation

Parts 3 to 6A of the PDPA

Section 14 of the Amendment Act
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Applicable persona
Organizations and data intermediaries
4.1.2. Does the law(s) require the implementation of Data Protection by Design?

No, the PDPA does not expressly require organizations to adopt Data Protection by Design
(DPbD).

However, the PDPC recommends organizations apply DPbD in various guides (e.g. the Guide to
Data Protection by Design for ICT Systems and the Guide to Developing a Data Protection
Management Programme). It also notes that a Data Protection Impact Assessment (DPIA) is a
key component of a DPbD approach.

Citation

Page 19 of the Guide to Developing a Data Protection Management Programme
The Guide to Data Protection by Design for ICT Systems

Applicable persona

Organizations

4.1.3. Does the law(s) require the implementation of Data Protection by Default?
No, the PDPA does not expressly require the implementation of data protection by default.
Citation

Not applicable.

Applicable persona

Not applicable.

4.1.4. Does the law(s) require the implementation of requirements regarding the retention of
data?

Yes, the Retention Limitation Obligation in the PDPA requires an organization to cease to retain
its documents containing personal data, or remove the means by which the personal data can
be associated with particular individuals, as soon as it is reasonable to assume that the
purpose for which that personal data was collected is no longer being served by retention of the
personal data, and such retention is no longer necessary for legal or business purposes. The
PDPA does not prescribe a specific retention period for personal data.

The duration of time whereby an organization can retain personal data is to be assessed on a
standard of reasonableness, having regard to the purposes for which the personal data was
collected and retained.

Accordingly, legal or specific industry-standard requirements in relation to the retention of
personal data may apply.

Where there is no longer a need for an organization to retain personal data, the organization
should cease to do so. An organization will be deemed to have ceased to retain personal data
when it no longer has access to the documents and the personal data they contain, or when the
personal data is otherwise inaccessible to or irretrievable by the organization. In addition, an
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organization will be considered to have ceased to retain personal data when it no longer has the
means to associate the personal data with particular individuals (i.e. the personal data has
been anonymized).

In considering whether an organization has ceased to retain personal data the PDPC will
consider the following factors in relation to the personal data :

e whether the organization has any intention to use or access the personal data;

e how much effort and resources the organization would need to expend in order to use or
access the personal data again;

e whether any third parties have been given access to that personal data; and

o whether the organization has made a reasonable attempt to destroy, dispose of, or
delete the personal data in a permanent and complete manner.

Citation

Section 25 of the PDPA

Sections 18.13 and 18.14 of the Key Concepts Guidelines

Applicable persona

Organizations and data intermediaries

5. Lawful bases: non-special category personal data

5.1. Lawful processing

5.1.1. Is a lawful basis required for the processing of non-special category personal data?

Yes. Under the PDPA, consent is required to collect, use, or disclose an individual's personal
data unless itis otherwise required or authorized under the PDPA or any other written law.

Please see sections 5.2 to 5.9 below for more details on the various lawful bases for processing
personal data (including non-special category personal data). For avoidance of doubt, the PDPA
does not expressly distinguish between special category personal data and non-special
category personal data.

Citation

Section 13 of the PDPA

Applicable persona

Organizations

5.1.2. Is further processing of personal data allowed?

Further processing of personal data is allowed under the PDPA insofar that a reasonable person
would consider it appropriate in the circumstances, and the individual has been informed of the
purpose for further processing of their data prior to the use or disclosure of such data for that
further purpose (of processing) and valid consent is obtained (unless otherwise required or
authorized under the PDPA or any other written law).

Citation
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Sections 18(b) and 20(1)(b) of the PDPA

Applicable persona

Organizations

5.2. Consent

5.2.1. Can personal data be processed on the basis of consent?

Yes, personal data can be processed on the basis of consent. Under the Consent Obligation,
organizations are required to obtain individuals' consent to collect, use, or disclose their
personal data unless such collection, use, or disclosure is required or authorized under the
PDPA or any other written law.

Citation

Sections 13 to 17 of the PDPA

Applicable persona

Organizations

5.2.2. How is consent defined?

The PDPA does not expressly define ‘consent.
Citation

Not applicable.

Applicable persona

Not applicable.

5.2.3. What types of consent are accepted?

Consent can be obtained in several ways. Consent that is obtained in writing or recorded in a
manner that is accessible is referred to in the Key Concepts Guidelines as 'express consent.
Such consent provides the clearest indication that the individual has consented to notified
purposes of the collection, use, or disclosure of their personal data.

Individuals can also be deemed to have given consent when they voluntarily provide their
personal data for a purpose, and it is reasonable that they would voluntarily provide such data.
The PDPA provides for three different forms of deemed consent:

¢ deemed consent by conduct;
¢ deemed consent by contractual necessity; and
¢ deemed consent by notification.

Deemed consent by conduct

Deemed consent by conduct applies to situations where the individual voluntarily provides their
personal data to the organization. According to the Key Concepts Guidelines, the purposes are
limited to those that are objectively obvious and reasonably appropriate to the surrounding
circumstances. Consent is deemed to be given to the extent that the individual intended to
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provide their personal data and had taken the action required for the data to be collected by the
organization. The onus is on the organization to ensure that individuals are aware of the
purposes for which their personal data is being collected, used, or disclosed.

Deemed consent by contractual necessity

Deemed consent by contractual necessity is where the disclosure of personal data from one
organization A to another organization B is necessary for the conclusion or performance of a
contract or transaction between the individual and organization A. Deemed consent by
contractual necessity extends to disclosure by organization B to another downstream
organization C where the disclosure by organization B (and collection by organization C) is
reasonably necessary to fulfil the contract between the individual and organization A.

Deemed consent by notification

Under deemed consent by notification, an individual is deemed to have consented to the
collection, use, or disclosure of personal data for a purpose that the individual had been
notified of, and where that individual has not taken any action to opt-out of the collection, use,
or disclosure of their personal data. The Key Concepts Guidelines provide that deemed consent
by notification is useful where the organization wishes to use or disclose existing data for
secondary purposes that are different from the primary purposes for which it had originally
collected the personal data, and it is unable to rely on any of the exceptions to consent for the
intended secondary use.

Reliance on deemed consent by notification is subject to the organization assessing and
determining whether certain prior conditions are met. First, an organization must conduct an
assessment to determine that the proposed collection, use, or disclosure of personal data is
not likely to have an adverse effect on the individual. Second, an organization must take
reasonable steps to notify the individual of the organization's intention to collect, use, or
disclose personal data and the purpose of such collection, use, or disclosure. Third, the
organization must provide a reasonable period for the individual to opt-out before it proceeds to
collect, use, or disclose the personal data. Consent for the collection, use, or disclosure of
personal data is deemed to be given only after the opt-out period has lapsed. According to the
Key Concepts Guidelines, deemed consent by notification should not be relied on where
individuals would not have a reasonable opportunity and period to opt-out (e.g. security
monitoring of premises using video cameras).

An organization collecting personal data from a third-party source is required to notify the
source of the purposes for which it will be collecting, using, and disclosing the personal data.
Moreover, the organization should exercise the appropriate due diligence to check and ensure
that the third-party source can validly give consent for the collection, use, and disclosure of
personal data on behalf of the individuals or that the source had obtained consent for the
disclosure of the personal data.

Citation

Sections 15, 15A, and 16 of the PDPA

Sections 12.4, 12.20-12.23, and 12.33 of the Key Concepts Guidelines
Applicable persona

Organizations
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5.2.4. What constitutes valid consent?

In order to obtain valid consent under the PDPA, the organization must first inform the individual
of the purposes for which his or her personal data will be collected, used, or disclosed; and the
individual has provided their consent for that purpose in accordance with the PDPA.

Consent obtained via the following ways does not constitute valid consent for the purpose of
the PDPA:

e consentobtained as a condition of providing a product or service, requiring the
individual to consent beyond what is reasonable to provide the product or service to the
individual; and

e where false or misleading information is provided, or deceptive, or misleading practices
are used, to obtain or attempt to obtain the individual's consent.

In addition, where consent is relied on to send specified messages (i.e. marketing
messages/calls) to Singapore telephone numbers under the DNC Provisions of the PDPA, such
consent must be clear and unambiguous consent to the sending of the specified message to
that Singapore telephone number and evidenced in written or other form so as to be accessible
for subsequent reference. Further, the person must ensure the following:

e the person must not, as a condition for supplying goods, services, land, interest or
opportunity, require a subscriber or user of a Singapore telephone number to give
consent beyond what is reasonable to provide the goods, services, land, interest, or
opportunity to that subscriber or user; and

e the person must not obtain or attempt to obtain consent for sending a specified
message to a Singapore telephone number by providing false or misleading information
with respect to the sending of the specified message, or by using deceptive or
misleading practices.

Citation

Section 14 and Part 9 of the PDPA
Applicable persona

Organizations

5.2.5. How long is consent valid for?

Consent obtained in accordance with the PDPA is considered valid until an individual withdraws
his/her consent by giving reasonable notice to the organization.

Individuals can generally withdraw any consent given or deemed to have been given at any time
by giving a reasonable notice. On receipt of notice that an individual wishes to withdraw
consent, the organization must inform the individual of the likely consequences of such a
withdrawal of consent. While the organization may not prohibit an individual from withdrawing
their consent, such withdrawal will not affect any legal consequences arising from such
withdrawal (e.g. cessation of services provided by the organization).

Withdrawal of consent applies prospectively and will only affect an organization's continued or
future use of the personal data concerned. Organizations are also required to cause their
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agents and data intermediaries to cease collection, use, or disclosure of the individual's
personal data when consent is withdrawn unless such collection, use, or disclosure without the
individual's consent is required or authorized under the PDPA or other written law.

However, the organization may nevertheless retain the data if there are legitimate business or
legal reasons to do so, in accordance with the Retention Limitation Obligation.

Citation

Section 16 of the PDPA

Applicable persona

Organizations

5.3. Performance of a contract with the data subject

5.3.1. Can personal data be processed on the basis of performance of a contract with the data
subject?

Yes, personal data can be processed on the basis of the performance of a contract with the data
subject. Where an organization enters into a contract with an individual, the individual may be
deemed to have given their consent for the collection, use, or disclosure of personal data (as
the case may be). See section 5.2 above on deemed consent by contractual necessity.

Citation

Section 15 of the PDPA

Applicable persona

Organizations

5.3.2. Which specific conditions must be fulfilled to rely on this lawful basis?

See section 5.2 above on the conditions that must be satisfied in relation to deemed consent by
contractual necessity.

Citation

Section 15 of the PDPA

Applicable persona

Organizations

5.4. Legal obligations

5.4.1. Can personal data be processed on the basis of a legal obligation?

An organization is able to collect, use, and disclose personal data without consent where it is
required or permitted under other written law.

Citation
Section 13(b) of the PDPA

Applicable persona
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Organizations
5.4.2. Which specific conditions must be fulfilled to rely on this lawful basis?

The PDPC does not expressly set out specific conditions that must be fulfilled to rely on this
lawful basis. However, under the Interpretation Act 1965, 'written law' is defined as the
Constitution and all previous Constitutions having application to Singapore and all Acts,
Ordinances and enactments by whatever name called and subsidiary legislation made
thereunder for the time being in force in Singapore. Therefore, it is likely that an organization is
able to collect, use, and disclose personal data without consent where it is required or
permitted under Singapore laws.

Citation

Section 2 of the Interpretation Act 1965

Applicable persona

Not applicable.

5.5. Interest of the data subject

5.5.1. Can personal data be processed on the basis of the interest of the data subject?

Yes, an organization is able to collect, use, and disclose personal data where it is in the vital
interests of the individual in question.

Citation

Part 1 of the First Schedule to the PDPA

Applicable persona

Organizations

5.5.2. Which specific conditions must be fulfilled to rely on this lawful basis?

Under Part 1 of the First Schedule to the PDPA, the collection, use, or disclosure of personal
data is permitted without the consent of the individual where (amongst others):

e thedisclosure is necessary for any purpose that is clearly in the interests of the
individual, if consent for its disclosure cannot be obtained in a timely way; or

e thedisclosure is necessary to respond to an emergency that threatens the life, health, or
safety of the individual or another individual.

Citation

Part 1 of the First Schedule to the PDPA
Applicable persona

Organizations

5.6. Public interest

5.6.1. Can personal data be processed on the basis of public interest?
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Yes, an organization can collect, use, and disclose personal data without consent where itis in
the public interest. For example, under Paragraph 2, Part 2 of the First Schedule to the PDPA, the
collection, use, or disclosure of personal data is permitted without the consent of the individual
where the collection, use, or disclosure is necessary in the national interest.

The term 'national interest' is defined in Section 2(1) of the PDPA as including national defense,
national security, public security, the maintenance of essential services, and the conduct of
international affairs.

Citation

Section 2(1) and Paragraph 2, Part 2 of the First Schedule to the PDPA
Applicable persona

Organizations

5.6.2. Which specific conditions must be fulfilled to rely on this lawful basis?
Not applicable.

Citation

Not applicable.

Applicable persona

Not applicable.

5.7. Legitimate interest

5.7.1. Can personal data be processed on the basis of legitimate interest?

Yes, personal data can be processed on the basis of legitimate interest. An organization is able
to collect, use, and disclose personal data without consent which is in the legitimate interests
of the organization. Under Part 3 of the First Schedule to the PDPA, subject to certain
requirements, organizations will be able to collect, use, and disclose (as the case may be)
personal data about an individual if:

e itisinthe legitimate interests of the organization or another person; and

o the legitimate interests of the organization or other person outweigh any adverse effect
on the individual.

Citation

Part 3 of the First Schedule to the PDPA

Applicable persona

Organizations

5.7.2. Which specific conditions must be fulfilled to rely on this lawful basis?

Before relying on the legitimate interests exception, an organization must conduct an
assessment in accordance with the prescribed requirements. The organization must, in respect
of the assessment, be able to:
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o identify and be able to clearly articulate the situation or purpose that qualifies as a
legitimate interest;

o identify any adverse effect that the proposed collection, use or disclosure (as the case
may be) of personal data is likely to have on the individual;

¢ identify and implement reasonable measures to eliminate and reduce the likelihood of
the occurrence of, or mitigate the adverse effect of the processing of personal data on
the individual; and

e comply with any prescribed requirements.

An organization relying on the legitimate interests exception to collect, use, or disclose personal
data without consent must take reasonable steps to provide the individual with reasonable
access to information that the organization is relying on the exception. The legitimate interests
exception cannot be relied on for the purposes of sending an individual a message for an
'applicable purpose' as prescribed in the Tenth Schedule to the PDPA.

Citation

Paragraphs 2 and 3, Part 3 of the First Schedule and the Tenth Schedule to the PDPA
Applicable persona

Organizations

5.8. Research

5.8.1. Can personal data be processed for research purposes?

Yes, personal data can be processed for research purposes. Under Part 2, Division 3 of the
Second Schedule to the PDPA organizations may, without consent, use and disclose personal
data about an individual for a research purpose, including historical and statistical research,
provided that the relevant requirements under the PDPA are met.

Citation

Part 2, Division 3 of the Second Schedule to the PDPA

Applicable persona

Organizations

5.8.2. Which specific conditions must be fulfilled to rely on this lawful basis?

The following conditions must be fulfilled if an organization intends to use personal data about
an individual for a research purpose (including historical or statistical research):

e theresearch purpose cannot reasonably be accomplished unless the personal data is
used in an individually identifiable form;

o thereis aclear public benefit to using personal data for research purposes;

o theresults of the research will not be used to make any decision that affects the
individual; and
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e inthe event that the results of the research are published, the organization publishes
the results in a form that does not identify the individual.

As for the disclosure of personal data about an individual for a research purpose (including
historical or statistical research) without consent, the following condition must be fulfilled in
addition to the above conditions (for use of personal data for research purposes):

e itisimpracticable for the organization to seek the individual's consent for the disclosure.

Citation

Part 2, Division 3, and Part 3, Division 2 of the Second Schedule to the PDPA
Applicable persona

Organizations

5.9. Other lawful bases

5.9.1. Are there any additional lawful bases available for data processing?

Organizations can collect, use, or disclose personal data without consent as long as an
exception under the First Schedule or Second Schedule to the PDPA applies.

Apart from the legal bases outlined above in sections 5.2 to 5.8, an organization may collect,
use, or disclose personal data about an individual without consent in circumstances including:

e where the personal data is publicly available;
e where the collection, use or disclosure is in the national interest;

e where the collection, use or disclosure is reasonable for the purpose of or in relation to
the entering into, management or termination of an employment relationship or
appointment of the individual.

An organization is further required to state the purposes for which it is collecting, using, or
disclosing the data under the Notification Obligation. Where the supply of a product or service
is conditional upon consent being given by an individual, such consent must not extend beyond
what is reasonable to provide that product or service.

Citation

Sections 18 and 20, and the First and Second Schedules to the PDPA
Applicable persona

Organizations

6. Lawful bases: special category personal data

6.1. Sensitive data

6.1.1. Is it permissible to process sensitive data?

Yes, it is permissible to process sensitive data. The PDPA does not prescribe any special
requirements for the processing of 'sensitive personal data', although they must be processed in
accordance with the Data Protection Provisions of the PDPA.
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Nonetheless, a number of the Data Protection Provisions adopt a standard of reasonableness.

With regard to the Protection Obligation, the PDPC has held that organizations must implement
reasonable security arrangements that are commensurate with the sensitivity (and volume) of
the data in question. Accordingly, a higher standard of protection is required for personal data
that is more sensitive in nature, such as financial or medical information, personal data of
minors, and national identification numbers.

Furthermore, the Breach Notification Regulations prescribe specific categories or classes of
personal data that would be deemed to cause significant harm to an individual in the event of a
data breach.

NRIC and Other National Identification Numbers

At the outset, it should be noted that the PDPC has introduced an enforcement timeline
requiring private organizations to cease the use of full or partial NRIC numbers for
authentication by December 31, 2026, with stepped-up enforcement from January 1, 2027 (see
further details below).

The NRIC Guidelines establish that organizations are generally prohibited from collecting, using
or disclosing NRIC numbers (or copies of NRIC), unless such collection, use or disclosure:

e isrequired under the law (or an exception under the PDPA applies); or

e isnecessaryto accurately establish or verify the identities of the individuals to a high
degree of fidelity.

Generally, the requirements in the NRIC Guidelines apply to other national identification
numbers such as birth certificate numbers, Foreign Identification Numbers, work permit
numbers and passport numbers.

Please note that on December 14, 2024, the PDPC announced that it would be updating the
NRIC Guidelines. Pending such updates, the NRIC Guidelines remain valid, although recent
advisories and press releases by the PDPC (and other authorities) provide further and important
guidance on the collection, use and disclosure of NRIC numbers by organizations.

In June 2025, the PDPC and the Cyber Security Agency of Singapore issued a Joint Advisory
against the use of NRIC numbers for authentication (the Joint Advisory). The Joint Advisory
clarifies that NRIC numbers are intended to function as identifiers and should not be used as
authentication credentials, as they are commonly disclosed to multiple parties over time. It
highlights that the use of full or partial NRIC numbers as passwords, or in combination with
other easily obtainable personal data (e.g. names or dates of birth), poses security risks.

This position was reinforced in the PDPC's press release, PDPC to Step up Enforcement Action
Against Misuse of NRIC numbers and Issues New Advisory on Data Protection (the Press
Release), where it was stated that organizations are to cease the use of NRIC numbers for
authentication by December 31, 2026, issued on February 2, 2026. The Press Release
formalizes the enforcement timeline noted above and clarifies that the use of NRIC numbers
(whether alone or in combination with other easily obtainable personal data) as authentication
credentials may constitute a failure to make reasonable security arrangements under the PDPA.

Citation

Section 24 of the PDPA
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Schedule to the Breach Notification Regulations

Re Aviva Ltd [2017] SGPDPC 14

Section 3.1 of the NRIC Guidelines

The Joint Advisory

The Press Release

Applicable persona

Organizations

6.1.2. Which lawful bases can be relied on for the processing of sensitive data?

The PDPA does not expressly distinguish between sensitive and non-sensitive personal data.
Therefore, the same legal bases set out in sections 5.2 to 5.9 above can apply to the processing
of sensitive personal data.

Citation

Not applicable.

Applicable persona

Organizations

6.1.3. What constitutes valid consent for the processing of sensitive data?

The PDPA does not expressly prescribe specific requirements regarding consent for sensitive
personal data (as opposed to non-sensitive personal data). However, the PDPA imposes a
general obligation on organizations to consider what a reasonable person would consider
appropriate in the circumstances, in meeting their responsibilities under the PDPA.

Citation

Not applicable.

Applicable persona

Not applicable.

7.Minors

7.1. Minors' data protection

7.1.1. How is 'minor' defined?

The PDPA does not define 'minors.

However, the PDPC has defined 'minors' in its Selected Topics Guidelines as individuals who are
less than 21 years of age. In its Advisory Guidelines on Children's Personal Data, the PDPC has
defined 'children' as individuals who are or below 18 years of age for purposes of these
guidelines.

Citation

Section 8.1 of the Selected Topics Guidelines
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Section 2.3 of the Advisory Guidelines on Children's Personal Data
Applicable persona

Not applicable.

7.1.2. What is the legal age of consent?

The PDPA does not prescribe the minimum age for an individual to be able to provide consent to
the collection, use, or disclosure of their personal data. Nonetheless, the PDPC has stated in
the Selected Topics Guidelines that it would adopt the practical rule of thumb that a minor who
is at least 13 years of age would typically have sufficient understanding to be able to consent on
their own behalf.

The PDPC also stated that organizations should generally consider whether a minor has a
sufficient understanding of the nature and consequences of giving consent in determining if the
minor can effectively provide consent on their own behalf for the purposes of the PDPA.

Where an organization has reason to believe, or it can be shown that a minor does not have
sufficient understanding of the nature and consequences of giving consent, the organization
should obtain consent from an individual who is legally able to provide consent on the minor's
behalf, such as the minor's parent or guardian.

Citation

Chapter 8 of the Selected Topics Guidelines

Applicable persona

Organizations and data intermediaries

7.1.3. Is it permissible to process the personal data of a minor?

Yes, it is permissible to process the personal data of a minor. The PDPA does not prescribe any
special requirements for the processing of such data, although they must be processed in
accordance with the Data Protection Provisions of the PDPA.

Citation

Not applicable.

Applicable persona

Organizations and data intermediaries

7.1.4. Which lawful bases can be relied on for the processing of minors' data?

The PDPA does not prescribe special requirements for the processing of minors' personal data.
Therefore, the same legal basis set out in sections 5.2 t0 5.9 above can apply to such data.
Nonetheless, it ought to be noted that the PDPC has expressed its views on how minors'
personal data ought to be handled in the Selected Topics Guidelines and its Advisory Guidelines
on Children's Personal Data.

For instance, in the Advisory Guidelines on Children's Personal Data, which apply to
organizations whose online products or services are likely to be accessed by children (i.e. who
are or below 18 years of age), the PDPC clarified that children between 13 and 17 years old may
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provide valid consent when the policies on the collection, use and disclosure of the child's
personal data, as well as the withdrawal of consent, are readily understandable to them. This
includes ensuring that the child understands the consequences of providing and withdrawing
his consent. If an organization has reason to believe that a child lacks sufficient understanding
of the nature and consequences of giving consent, the organization should obtain consent from
the parent or guardian.

Additionally, the PDPC considers the using a child's personal data or profile to target harmful or
inappropriate content to be unreasonable. Additionally, children's personal data are generally
regarded as sensitive personal data and must be afforded a higher standard of protection under
the PDPA.

To fulfill their Accountability Obligation, organizations are also advised to conduct DPIAs before
releasing products or services that are likely to be accessed by children.

Citation

Chapter 8 of the Selected Topics Guidelines

Sections 3.2, 5.3, and 8.1 of the Advisory Guidelines on Children's Personal Data]
Applicable persona

Organizations

8. Data processing notification

8.1. Notification, registration, and authorization

8.1.1. Is there a requirement to notify, register, and/or seek authorization for processing
activities?

No, there is no requirement to register processing activities.
Citation

Not applicable.

Applicable persona

Not applicable.

8.1.2. When is notification, registration, and/or authorization required?
No, there is no requirement to register processing activities.
Citation

Not applicable.

Applicable persona

Not applicable.

8.1.3. What information must be included in the application?

No, there is no requirement to register processing activities.
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Citation

Not applicable.

Applicable persona

Not applicable.

8.1.4. Is the notification, registration, and authorization subject to the payment of a fee?
No, there is no requirement to register processing activities.
Citation

Not applicable.

Applicable persona

Not applicable.

9. Data protection officer and local representatives

9.1. Data protection officer

9.1.1. Is there a requirement to appoint a data protection officer?

Yes, it is a requirement to appoint a DPO. As part of the Accountability Obligation, it is
mandatory for organizations to appoint a DPO, or a panel of individuals designated as the DPO,
to be responsible for ensuring that the organization complies with the PDPA. Organizations that
have not appointed a DPO are in breach of the Accountability Obligation and may be subject to
a financial penalty. The PDPC may also issue directions to that organization to appoint a DPO.

The designation of an individual by an organization under Section 11(3) of the PDPA does not
relieve the organization of any of its obligations under the PDPA.

Notification

An organization must make available to the public the business contact information of at least
one of the individuals designated under Section 11(3) of the PDPA or delegated under Section
11(4) of the PDPA. An organization is deemed to have satisfied this requirement if the
organization makes available the business contact information in either of the following
manners:

e inarecord relating to the organization that is made available on the Internet website of
the Accounting and Corporate Regulatory Authority; or

e inareadily accessible part of the organization's official website.
Citation
Section 11 of the PDPA
Regulation 1A of the PDPR
Applicable persona

Organizations
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9.1.2. Under which circumstances must a data protection officer be appointed?
All organizations governed under the PDPA must appoint a DPO.

Citation

Section 11 of the PDPA

Applicable persona

Organizations

9.2. Local representatives

9.2.1. Is there a requirement to appoint a local representative?

No, the PDPA does not require the appointment of a local representative.
Citation

Not applicable.

Applicable persona

Not applicable.

9.2.2. Under which circumstances must a local representative be appointed?
No, the PDPA does not require the appointment of a local representative.
Citation

Not applicable.

Applicable persona

Not applicable.

10. Activity records

10.1. Records of processing activities

10.1.1. Does the law(s) require the maintenance of records of processing activities?

While the PDPA does not expressly require organizations to maintain internal records of its data
processing activities, organizations must keep records of processing to meet an individual's
request for access under Section 21 of the PDPA, in particular, information about the ways in
which personal data about the individual (in the organization's possession or control) has been
or may have been used or disclosed by the organization within a year before the date of the
request.

Further, the PDPA also prescribes the following situations where certain records must be
maintained:

e personaldata concerned in an access request that was refused by the organization; and
e records relating to an investigation carried out under Section 50(4) of the PDPA.

Please see our response to the question below for further details on these circumstances.
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Additionally, the PDPC has stated in its Guide to Developing a Data Protection Management
Programme that as part of DPIAs conducted to identify and manage personal data,
organizations are recommended to establish a data inventory and a classification of risk level of
the data. By documenting personal data using tools such as data inventories or data flow
diagrams, organizations may obtain a good understanding of the life cycle and flows of personal
data within their organizations.

In the Re Eatigo International Pte. Ltd. [2022] SGPDPC 9 decision, the PDPC also stated that for
organizations with substantial personal data assets, the maintenance of an accurate and up-to-
date personal data asset inventory is a pre-requisite for complying with the Protection
Obligation. The personal data asset inventory should catalogue all personal data assets in the
organization's possession or control, so as to ensure that such personal data is covered by the
organization's security measures.

Citation

Sections 21, 22A and 50(4) of the PDPA

Pages 13 and 23 of the Guide to Developing a Data Protection Management Programme
Re Eatigo International Pte. Ltd.

Applicable persona

Organizations; Data intermediaries

10.1.2. In which circumstances must records of processing be maintained?

Organizations must keep records of processing to meet an individual's request for access under
Section 21 of the PDPA, in particular, information about the ways in which personal data about
the individual (in the organization's possession or control) has been or may have been used or
disclosed by the organization within a year before the date of the request.

Where an organization refuses to provide personal data pursuant to an individual's request for
access under Section 21 of the PDPA, the organization must preserve a complete and accurate
copy of such data for the prescribed period, i.e. in brief, for a period of at least 30 calendar days
after rejecting the access request to allow time for the individual to seek PDPC's review. If a
review is initiated, the data must be preserved until the review is concluded and any right of the
individual to apply for reconsideration and appeal is exhausted.

Additionally, Section 50(4) of the PDPA requires that organizations retain records related to an
investigation, for one year or such longer period as directed, after the completion of such
investigation. In the case of Re NTUC Income Insurance Co-operative Ltd [2018] SGPDPC 10,
the PDPC emphasized that all organizations have the duty to preserve evidence and that the
PDPC does not look favorably on the destruction or deletion of potentially relevant documents
and records, and depending on circumstances, may impose sanctions on the relevant
organization.

Citation
Sections 21, 22A, and 50(4) of the PDPA

Regulation 8 of the PDPR
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Re NTUC Income Insurance Co-operative Ltd
Applicable persona
Organizations

10.1.3. What information must be included in records of processing activities?

Please see our response to the question above regarding the content of the records that must

be maintained in relation to the obligations under Sections 21, 22A, and 50(4) of the PDPA.

Concerning the maintenance of a data inventory or data flow diagram, the PDPC has made
available templates of the same in its Guide to Developing a Data Protection Management
Programme at Annex C. While the contents of a data inventory or data flow diagram are not
prescribed under the PDPA or any regulations thereunder, the PDPC has stated in its Guide to
Developing a Data Protection Management Programme that they should also include:

e information on the business purposes for collection, use, and disclosure of personal
data;

o theindividuals and third parties who handle the personal data under the organization's

possession or control;
e classification of the data to manage user access; and

o when and how the organization should dispose of or anonymize the personal data for
long-term archival after the data was collected.

In Re Eatigo International Pte. Ltd., the PDPC reiterated that for an organization to effectively

safeguard personal data, it must first know what its personal data assets are and the surest way

to ensure such visibility is to maintain a comprehensive personal data asset inventory.
Citation

Page 23 and Annex C of the Guide to Developing a Data Protection Management Programme
Re Eatigo International Pte. Ltd.

Applicable persona

Organizations

11. Privacy Impact Assessment

11.1. Privacy Impact Assessment requirements

11.1.1. Is there a requirement to conduct a Privacy Impact Assessment?

In the DPIA Guide, the PDPC provides that a DPIA involves identifying, assessing, and
addressing personal data protection risks based on an organization's functions, needs, and
processes.

The obligation to conduct certain assessments (not expressly called DPIAs) under the PDPA
falls on organizations. Please see our response to the question below for further details on
these assessments.
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In addition, the PDPC recommends that voluntary DPIAs be undertaken, as part of an
organization's 'data protection management programme' and their obligation to develop and
implement policies and practices that are necessary for the organization to comply with the
PDPA. The PDPC states that DPIAs may be conducted when:

e creating a new system that involves the handling of personal data;

e creating a new process, including manual processes, that involves the handling of
personal data;

e changing the way that existing systems or processes handle personal data;

e changes to the organizational structure that affects the department handling personal
data; or

e collecting new types of personal data.

In particular, the conduct of a DPIA should be led by, among others, the project manager or
person in charge of the project and the DPO, as well as senior management within an
organization.

Failing to undertake a DPIA could, in certain circumstances, result in the organization failing to
meet other obligations under the PDPA. For example, an organization that does not conduct a
DPIA may not fully recognize risks to the personal data it is handling within its IT infrastructure.
This, in turn, may result in the organization failing to implement reasonable security measures
to protect such data and hence committing a breach of Section 24 of the PDPA.

Citation

Pages 5 and 8 of the DPIA Guide

Pages 12 and13 of the Guide to Developing a Data Protection Management Programme
Sections 15A(4)(a), 24 and Paragraph 1(2)(a), Part 3 of the First Schedule to the PDPA
Applicable persona

Organizations

11.1.2. In which circumstances is the requirement to conduct a Privacy Impact Assessment
triggered?

Mandatory assessments

The PDPA requires an assessment to determine whether the proposed collection, use, or
disclosure of personal data is likely to have an adverse effect on the individual concerned in the
following circumstances:

¢ when the organization intends to rely on the individual's 'deemed consent by
notification' under Section 15A of the PDPA and

e when the collection, use, or disclosure of personal data is carried out (without consent)
in the legitimate interests of the organization or another person, pursuant to Paragraph
1, Part 3 of the First Schedule to the PDPA.
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For purposes of 'deemed consent by notification,' an individual is 'deemed' to have provided
consent to the processing of their personal data if:

the organization satisfies the requirements to conduct an assessment pursuant to
Section 15A(4) of the PDPA; and

the individual does not notify the organization, before the expiry of the period mentioned
in the organization's notice to the individual, that the individual does not consent to the
proposed collection, use, or disclosure of personal data by the organization.

Notably, where it is assessed that there are likely residual adverse effects to the individual after
implementing the measures identified in the assessment, organizations will not be able to rely
on deemed consent by notification to collect, use, or disclose personal data for the purpose.

In contrast, organizations may still rely on legitimate interests to process personal data, if the
assessment indicates that the legitimate interests outweigh any likely residual adverse effect to
the individual.

Where an assessment is required under the PDPA (i.e. for deemed consent or for processing
based on the legitimate interests of the organization or another person), the organization must:

identify any adverse effect that the proposed collection, use, or disclosure of the
personal data for the purpose concerned is likely to have on the individual;

identify and implement reasonable measures to:
o eliminate the adverse effects;

o reduce the likelihood that the adverse effect will occur, or mitigate the adverse
effect; and

o comply with any other prescribed requirements.

Recommended assessments

Separately, the PDPC outlines that a DPIA may be conducted where the system/process is:

new and in the process of being designed; or

in the process of undergoing major changes.

Examples of when to conduct a DPIA include:

creating a new system that involves handling personal data;

creating new processes, including manual processes, that involve handling personal
data;

changing the way existing systems or processes handle personal data;

changes to the organizational structure that affects the department handling personal
data; and

collecting new types of personal data.

According to the DPIA Guide, the key tasks of a DPIA include:
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o identifying the personal data handled by the system or process, as well as the reasons
for collecting the personal data;

¢ identifying how the personal data flows through the system or process;

o identifying data protection risks by analyzing the personal data handled and its data
flows against PDPA requirements or data protection best practices;

e addressing the identified risks by amending the system or process design, or introducing
new organization policies; and

o checkingto ensure that identified risks are adequately addressed before the system or
process is in effect or implemented.

In addition, the PDPC recommends that a DPIA is undertaken, as part of an organization's 'Data
Protection Management Programme.' Please see section 11.1.1. above.

DPbD

The PDPC notes that a DPIA is also a key component of taking a DPbD approach, in which
organizations consider the protection of personal data from the earliest possible design stage,
and throughout the operational lifecycle, of the new system, process, product, or service. This
way, the appropriate safeguards to protect personal data would have been embedded within.

Citation

Sections 15A(2) and Paragraph 1, Part 3 of the First Schedule of the PDPA
Pages 5, 7, 8,9 12, and 13 of the DPIA Guide

Applicable persona

Organizations

11.1.3. What information must be included in a Privacy Impact Assessment?
Deemed Consent by Notification and Legitimate Interests Assessment
Assessments for the purposes of deemed consent

According to Regulation 14(2) of the PDPR, an assessment mentioned in Section 15A(4)(a) of
the PDPA to determine whether the proposed processing activity is likely to have an adverse
effect on an individual must specify all of the following information:

¢ thetypes and volume of personal data to be processed;
e the purpose or purposes for which the personal data will be processed;
¢ the method or methods by which the personal data will be processed; and

e the mode by which the individual will be notified of the organization's proposed
processing activities; and

e the period within which, and the mode by which, the individual may notify the
organization that the individual does not consent to the organization's proposed
processing activities, as well as the rationale for the same.

Assessments for the purposes of legitimate interests
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According to the Regulation 15(2) of the Regulations, an assessment mentioned in Paragraph
1(2)(a), Part 3 of the First Schedule to the PDPA must specify:

o thetypes and volume of personal data to be processed;
e the purpose or purposes for which the personal data will be processed; and
¢ the method or methods by which the personal data will be processed,;

o identify any residual adverse effect on any individual after implementing any reasonable
measures mentioned in Paragraph 1(3)(b), Part 3 of the First Schedule to the PDPA;

¢ identify the legitimate interests that justify the processing and where the legitimate
interests identified relate to a person other than the organization, identify that other
person by name or description; and

e setoutthereasons for the organization's conclusion that the legitimate interests
identified outweigh any adverse effect on the individual.

Other guidance

According to the Advisory Guidelines, the PDPC considers adverse effects to include any
physical harm, harassment, serious alarm, or distress to the individual. In considering the likely
adverse effect, the organization should consider the following:

o theimpact of the collection, use, or disclosure of the personal data on the individual,
including the severity and likelihood of an adverse effect and considering all reasonably
foreseeable risks and effects;

e the nature and type of personal data, and whether the individuals belong to a vulnerable
segment of the population;

e the extent of the collection, use, or disclosure of personal data, and how the personal
data will be processed and protected,;

e thereasonableness of the purpose of collection, use, or disclosure of personal data;
and

o whether the predictions or decisions that may arise from the collection, use, or
disclosure of the personal data are likely to cause physical harm, harassment, serious
alarm, or distress to the individual.

For the requirement to conduct an assessment under Sections 15A(5) of the PDPA and
Paragraph 1, Part 3 of the First Schedule to the PDPA, Annex B and Annex C of the Advisory
Guidelines also provide template checklists on what information should be included in a DPIA
for deemed consent by notification and legitimate interests. The checklists are intended to
guide organizations in assessing whether they may rely on deemed consent by notification and
the legitimate interest exception. It is not mandatory for organizations to use these checklists,
and organizations may wish to conduct their own assessments to justify their reliance on both
legal bases for processing personal data.

Retention of assessments
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Organizations must retain a copy of their assessment mentioned in Section 15A(4)(a) of the
PDPA and Paragraph 1(3), Part 3 of the First Schedule to the PDPA throughout the period that the

organization collects, uses, or discloses the related personal data.

Citation

Section 15A of the PDPA and Paragraph 1, Part 3 of the First Schedule to the PDPA

Regulations 14(3) and 15(3) of the PDPR

Sections 12.57, 12.65, 12.66, and 12.69 of the Key Concepts Guidelines
Annex B and Annex C of the Key Concepts Guidelines

Applicable persona

Organizations

11.2. Prior consultation

11.2.1. Is consultation with the supervisory authority required?
No, there is no requirement under the PDPA to consult the PDPC.
Citation

Not applicable.

Applicable persona

Not applicable.

11.2.2. In which circumstances is the requirement to consult triggered?
No, there is no requirement under the PDPA to consult the PDPC.
Citation

Not applicable.

Applicable persona

Not applicable.

11.2.3. What information needs to be provided to the supervisory authority?
No, there is no requirement under the PDPA to consult the PDPC.
Citation

Not applicable.

Applicable persona

Not applicable.

12. Data transfers

12.1. Sharing of personal data

12.1.1. Are there any restrictions on data sharing?
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No, the PDPA does not explicitly place restrictions on data sharing. Instead, organizations
should comply with the Data Protection Provisions in the PDPA generally.

In the PDPC's Guide to Data Sharing, 'data sharing' refers to the use and/or disclosure of
personal data to one or more organizations and the latter's collection of that personal data.
Data sharing can take place in the following forms:

e sharing within an organization or group of organizations;
e sharing with a data intermediary; and
e sharing with one or many organizations.
Citation
Section 1.4 of the Guide to Data Sharing
Applicable persona
Organizations
12.1.2. If yes, when is it permissible to share personal data with third parties?
Sharing within a group of organizations

Organizations may share personal data within the same corporate group if the individual has
consented or is deemed to have consented. Sharing of personal data with other entities in the
same corporate group amounts to disclosure to a separate legal entity. As such, consent must
cover the purposes of disclosure, unless there is an applicable exception.

Sharing with a data intermediary

An organization may share personal data with a data intermediary for processing without
requiring express consent of the individuals concerned to do so, provided the processing is
done on behalf of the organization and under its instructions. A written contract should be in
place to ensure compliance with the organization's instructions, and the data intermediary
cannot use the data for other purposes (among other things).

A data intermediary operating under a contract is subject only to Protection, Retention
Limitation and a limited scope of the Data Breach Notification Obligations of the PDPA, while
the organization that engages the data intermediary remains fully responsible for compliance
with all data protection obligations as if it processed the data itself.

Sharing with one or many organizations

In general, when deciding whether to share personal data with other organizations, the

organization should consider, among other things, the intended purposes of the sharing, as well

as the potential benefits and risks to the individuals that may arise from the sharing.
Organizations should consider:

e Theintended purposes and appropriateness of sharing personal data in the given
circumstances.

e Thetypes of personal data and relevance for the intended purpose.
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o Whether anonymized data can be used instead of personal data to achieve the intended
purposes.

e The necessity of obtaining consent, or whether an exception applies.

o Therequirement to notify individuals of the purposes of the sharing, even if consent is
not needed.

o The potential transfer of personal data overseas.
Citation
Sections 1.5to 2.1 of the Guide to Data Sharing
Applicable persona
Organizations and data intermediaries
12.2. Sale of personal data
12.2.1. Are there any restrictions on the sale of personal data?
There are no laws in place that directly address the sale of personal data.

However, the sale or purchase of personal data are activities that fall within the scope of the
PDPA. The sale of personal data constitutes disclosure and the purchase of personal data
constitutes collection. Hence, organizations engaging in the sale of personal data have a duty to
comply with the Data Protection Obligations under the PDPA, in particular, the Consent and
Notification Obligations.

Buyers, when verifying whether the seller has obtained the consent of the individuals, ought to
undertake proper due diligence. For example, it may be appropriate to seek written confirmation
that the personal data sold was actually obtained via legal sources or means, or inquire further
as to whether the individuals had provided their consent and were notified of the disclosure,
and if so, obtain a sample of such consent and notification.

On the other hand, sellers should ensure that they obtain and maintain clear records of consent
so that proper assurances can be given to buyers.

Citation

Re Amicus Solutions Pte. Ltd. [2019] SGPDPC 33

Applicable persona

Organizations

12.2.2. If yes, when is it permissible to sell personal data?

There are no laws in place that directly address the sale of personal data.
Citation

Not applicable.

Applicable persona

Not applicable.

Proprietary


https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Commissions-Decisions/Grounds-of-Decision--Amicus-Solutions-Pte-Ltd---Another.pdf

12.3. Cross-border transfers
12.3.1. Are there any restrictions on the cross-border transfer of personal data?

Organizations are subject to the Transfer Limitation Obligation under Section 26 of the PDPA if
they engage in cross-border transfers of personal data. An organization must not transfer
personal data to a country or territory outside Singapore except in accordance with the
requirements prescribed under the PDPA to ensure that the transferred personal data will be
accorded a standard of protection that is comparable to that under the PDPA.

Citation

Section 26 of the PDPA
Applicable persona
Organizations

12.3.2. Is there a requirement to have a transfer mechanism in place for the cross-border
transfer of personal data?

To engage in cross-border transfers of personal data, the organization must generally ensure
that the recipients of such personal data are bound by legally enforceable obligations to provide
to the transferred personal data a standard of protection that is at least comparable to the
protection under the PDPA, unless an exception applies.

Citation

Regulation 10 of the PDPR

Applicable persona

Not applicable.

12.3.3. Which transfer mechanisms are available?

These 'legally enforceable obligations' include those imposed under law, contract, Binding
Corporate Rules (BCRs), or any other legally binding instrument.

In addition, organizations that hold a 'specified certification' that is granted or recognized under
the law of the country or territory to which personal data is transferred will be taken to be bound
by such legally enforceable obligations. Under the PDPR, a 'specified certification' refers to
certifications under the Asia- Pacific Economic Cooperation Cross-Border Privacy Rules (APEC
CBPR) System and the APEC Privacy Recognition for Processors (APEC PRP) System. A recipient
is taken to have satisfied the requirements under the Transfer Limitation Obligation if:

e itisreceiving the personal data as an organization, and it holds a valid APEC CBPR
certification; or

e itisreceiving the personal data as a data intermediary, and it holds either a valid APEC
PRP or APEC CBPR certification or both.

A contract that is relied on as a legally enforceable obligation for the cross-border transfer of
personal data must:
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e require the recipient to provide a standard of protection for the personal data transferred
to the recipient that is at least comparable to that under the PDPA; and

o specify the countries and territories to which the personal data may be transferred
under the contract.

Similarly, BCRs that are relied on as legally enforceable obligations for the cross-border transfer
of personal data must:

e require every recipient of the transferred personal data to provide to the personal data a
standard of protection that is at least comparable to the protection under the PDPA;

o specify the recipients of the transferred personal data to which the BCRs apply;

e specify the countries and territories to which the personal data may be transferred
under the BCRs; and

o specify therights and obligations provided by the BCRs.

BCRs may only be used for recipients that are related to the transferring organization. A
recipient of personal data is considered 'related' to the transferring organization if:

o therecipient, directly or indirectly, controls the transferring organization;
e therecipientis, directly or indirectly, controlled by the transferring organization; or

e therecipient and the transferring organization are, directly or indirectly, under the
control of a common person.

Citation

Regulations 11 and 12 of the PDPR

Applicable persona

Not applicable.

12.3.4. Does the law(s) provide for exceptions to the restrictions on cross-border transfers?

The PDPC may, on the application of any organization, by written notice exempt the organization
from any requirement prescribed by the Transfer Limitation Obligation in respect of any transfer
of personal data by that organization. An exemption may be granted:

e to such conditions as the PDPC may specify in writing; and
e need not be published in the Gazette and may be revoked at any time by the PDPC.

Additionally, the PDPR sets out a few express situations whereby an organization can be taken
to have satisfied the requirement of taking appropriate steps to ensure that the recipient outside
Singapore is bound by legally enforceable obligations to protect personal data in accordance
with comparable standards. These include:

e where the individual consents to, or is deemed to have consented to, the transfer of the
personal data to the recipient in that country;

o where the transfer is necessary for a use or disclosure in certain situations where the
consent of the individual is not required under the PDPA, subject to the transferring
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organization taking reasonable steps to ensure that the personal data will not be used or
disclosed by the recipient for any other purpose; and

o where the personal data is data in transit or publicly available in Singapore.
Citation
Section 26(3) of the PDPA
Regulation 10 of the PDPR
Applicable persona
Not applicable.
12.4. Data localization/residency
12.4.1. Does the law(s) restrict the storage of personal data in a third country?
No, there are no data localization/residency requirements.
Citation
Not applicable.
Applicable persona
Not applicable.
12.4.2. Are there any exemptions to this rule?
No, there are no data localization/residency requirements.
Citation
Not applicable.
Applicable persona
Not applicable.
13. Security
13.1. Data security measures
13.1.1. Does the law(s) require the implementation of data security measures?

The Protection Obligation under the PDPA requires organizations to protect personal data in its
possession or under their control by making reasonable security arrangements to prevent:

e unauthorized access, collection, use, disclosure, copying, modification or disposal, or
similar risks; and

o the loss of any storage medium or device on which personal data is stored. This
requirement also applies to data intermediaries.

While the PDPC has recognized that there is no one-size-fits-all solution, in its Key Concepts
Guidelines, it has noted that an organization should:
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o design and organize its security arrangements to fit the nature of the personal data held
by the organization and the possible harm that might result from a security breach;

o identify reliable and well-trained personnel responsible for ensuring information
security;

o implementrobust policies and procedures for ensuring appropriate levels of security for

personal data of varying levels of sensitivity; and

e be prepared and able to respond to information security breaches promptly and
effectively.

Further, the PDPC's Guide to Data Protection Practices for ICT Systems sets out good practices
concerning ICT security measures that organizations should adopt to protect electronic
personal data (e.g. concerning ICT security audits and tests, authentication and authorization,
computer networks, and email security).

Citation

Section 24 of the PDPA

Section 17.3 of the Key Concepts Guidelines
Guide to Data Protection Practices for ICT Systems
Applicable persona

Organizations and data intermediaries

13.1.2. When are such measures required?

Under the Protection Obligation, organizations must protect personal data in their possession
or under their control by making reasonable security arrangements. Whether the security
arrangements implemented are reasonable and appropriate in the circumstances depends on
factors such as:

e the amount, type, and nature of the personal data the organization holds;
e theformin which the personal data has been collected (e.g. physical or electronic);

e the possible impact to the individual concerned if an unauthorized person obtained,
modified, or disposed of the personal data;

e the size of the organization;
¢ who within the organization has access to the personal data; and

o whether the personal data is or will be held or used by a third party on behalf of the
organization.

Citation
Section 24 of the PDPA
Section 17.2 and 17.4 of the Key Concept Guidelines

Applicable persona
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Organizations and data intermediaries

14. Vendor privacy management

14.1. Eligibility

14.1.1. Does the law(s) impose restrictions on vendor selection?

The PDPA does not impose restrictions on vendor selection. However, the PDPC has provided
guidance on the responsibilities of organizations in selecting data intermediaries.

Under the Guide to Managing Data Intermediaries, organizations must ensure that the data
intermediary can meet its processing obligations whilst providing protection that is proportional
to the volume and sensitivity of personal data processed. When assessing a potential data
intermediary, the organization should verify that the data intermediary has a robust data
protection framework, including policies, practices, staff training, and appropriate security
measures.

As part of due diligence, the organization may also review the data intermediary's track record,
considering whether its data protection practices undergo regular external assessments, such
as the Data Protection Trustmark Certification or relevant certifications.

Citation

Page 12 of the Guide to Managing Data Intermediaries

Applicable persona

Organizations and data Intermediaries

14.2. Contracts

14.2.1. Is there a requirement to have a data processing agreement in place with vendors?

While the PDPA does not expressly require organizations to put in place data processing
agreements with their vendors, the PDPC has made clear in its Key Concepts guidelines that it
is important an organization is clear as to its rights and obligations when dealing with another
organization and where appropriate, include provisions in their written contracts to set out each
party's responsibilities and liabilities in relation to the personal data in question, including
whether one organization is to process personal data on behalf of and for the other organization
(i.e. as data intermediary). Without clarity, there will be the risks of omissions, which a data
controller may be ultimately responsible for under the PDPA.

If there is no contract evidenced or made in writing with the data organization, the data
intermediary may also be held directly responsible for the Data Protection Provisions with
respect to the personal data that is processed on behalf of the data organization. Under Section
4(2) of the PDPA, only the protection, retention limitation, and a narrow scope of the data
breach notification obligations will apply to a data intermediary in respect of its processing of
personal data on behalf of and for the purposes of another organization pursuant to a contract
which is evidenced or made in writing.

Citation

Section 4(2) of the PDPA
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Section 6.24 of the Key Concepts Guidelines

Applicable persona

Organizations and data Intermediaries

14.2.2. What information should be included in the vendor contract?

The PDPA does not prescribe the information that should be included in vendor contracts.
However, the PDPC has stated in its Guide to Managing Data Intermediaries that the contract
between the data controller and data intermediary should contain the following:

e scope of data processing activities the data intermediary is engaged to carry out;

o Personal data protection requirements, obligations, and responsibilities of all parties
(the organization should ensure that its business requirements and management
decisions in relation to the outsourcing are made clear to the data intermediary); and

e Where relevant, technical and security standards as well as administrative and
operational details (which could be developed in consultation with the data
intermediary, who may have the requisite technical or operational expertise and
experience).

The PDPC's Guide on Data Protection Clauses for Agreements relating to the Processing of
Personal Data provides sample data protection clauses that an organization may include in
service agreements with data intermediaries.

Citation

Pages 13 and 14 of the Guide to Managing Data Intermediaries Guide on Data Protection
Clauses for Agreements

Applicable persona

Organizations and data Intermediaries

14.3. Sub-processors

14.3.1. Are there restrictions regarding the use of sub-processors?

No, there are no restrictions regarding the use of sub-processors. However, it would be prudent
for organizations to ensure that written contractual terms regarding sub-processing are
included in their contracts with their data intermediaries.

Citation

Section 4(3) of the PDPA
Applicable persona
Organizations

14.4. Support

14.4.1. Are vendors required to notify controllers in the event of a data breach?
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Where a data intermediary has reason to believe that a data breach has occurred in relation to
personal data that the data intermediary is processing on behalf of and for the purposes of
another organization:

o the dataintermediary must, without undue delay, notify the other organization of the
occurrence of the data breach; and

e thatother organizations must, upon notification by the data intermediary, conduct an
assessment of whether the data breach is a notifiable data breach.

Citation

Section 26C(3) of the PDPA

Applicable persona

Data Intermediaries

14.4.2. What is the time frame for vendors to notify controllers?

Data intermediaries must report data breaches to the main organization without undue delay
from the time it first becomes aware of the breach.

Citation

Section 26C(3) of the PDPA

Applicable persona

Data Intermediaries

15. Data breach

15.1. Supervisory authority notification

15.1.1. Is there a requirement to notify the supervisory authority in the event of a data breach?

Yes, data breaches need to be notified to the PDPC. Under the Data Breach Notification
Obligation, organizations are required to assess data breaches that have occurred affecting
personal data in their possession or under their control, and to notify the PDPC of the

occurrence of data breaches that meet certain thresholds (i.e. notifiable data breaches), unless

an exception applies.

A'data breach, in relation to personal data, is defined as:

e the unauthorized access, collection, use, disclosure, copying, modification, or disposal

of personal data; or

o the loss of any storage medium or device on which personal data is stored in
circumstances where the unauthorized access, collection, use, disclosure, copying,
modification, or disposal of the personal data is likely to occur.

A notifiable data breach is a data breach that:

e resultsin, oris likely to result in, significant harm to any individual to whom any personal

data affected by a data breach relates; or

o s, oris likely to be, of a significant scale (i.e. 500 or more individuals).
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Section 26C of the PDPA requires organizations to conduct, in a reasonable and expeditious
manner, an assessment of whether the data breach is a notifiable data breach, once it has
reason to believe that a data breach has occurred affecting personal data in its possession or
under its control.

One notable exception to the duty to notify is where a data breach takes place within an
organization. A data breach that relates to the unauthorized access, collection, use, disclosure,
copying, or modification of personal data only within an organization is deemed not to be a
notifiable data breach. The PDPC provides an example, in the Key Concepts Guidelines, of the
HR department of an organization mistakenly sending an email attachment containing personal
data to another department within the same organization that is not authorized to receive it.
Since the data breach is contained within the organization, it is not a notifiable data breach and
the data breach is not subject to the Data Breach Notification Obligation.

The PDPC has also reminded organizations of their general duty to preserve evidence, including
but not limited to documents and records, in relation to an investigation by the PDPC.

Citation

Part 6A, Sections 26B(4) and 26C of the PDPA

Regulations 3 and 4 of the Breach Notification Regulations

Re NTUC Income Insurance Co-operative

Applicable persona

Organizations

15.1.2. What is the time frame for notifying the supervisory authority?

Under Section 26D of the PDPA, where an organization assesses that a data breach is a
notifiable data breach, the organization must notify the PDPC as soon as is practicable, butin
any case no later than three calendar days after it makes the assessment.

Where a data intermediary has reason to believe that a data breach has occurred in relation to
personal data that the data intermediary is processing on behalf of and for the purposes of
another organization, the data intermediary must, without undue delay, notify that other
organization of the occurrence of the data breach. The PDPC provides that, as a good practice,
organizations should establish clear procedures for complying with the Data Breach
Notification Obligation when entering into service agreements or contractual arrangements with
their data intermediaries.

Sectoral obligations

In relation to financial institutions (Fls), the Monetary Authority of Singapore (MAS) has issued
Notices on Technology Risk Management (complemented by the Guidelines on

Outsourcing and the Technology Risk Management Guidelines (the Risk Management
Guidelines)), which require Fls to notify the MAS of, amongst others, breaches of security and
confidentiality of the Fl's customer information within the following timeframes:

¢ within an hour of the discovery of a 'Relevant Incident, which is defined as 'a system
malfunction or IT security incident, which has a severe and widespread impact on the
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financial institution's operations or materially impacts the financial institution's service
to its customers;' and

'as soon as possible of any adverse development arising from (their) outsourcing
arrangements that could impact the institution' as well as any 'such adverse
development encountered within the institution's group.

For instance, the MAS has issued Circular No. ID 03/23 (the MAS Circular No. ID 03/23) to set
out the following expectations for licensed insurers regarding notification to MAS of data
breaches:

the MAS should be concurrently notified of data breaches that are required to be
notified to PDPC;

the MAS should be notified of data breaches that meet the criteria under MAS Notice
127 (replaced with the FSM-NO03, which was issued on 9 May 2024) and the Authority's
Guidelines on Outsourcing, based on the timelines indicated within these instruments;
and

for data breaches that fall outside the circumstances above, the MAS should be notified
of them on a consolidated basis, within three weeks from the last day of each quarter
starting from the first quarter of 2023. The breaches to be included should be those
identified during the quarter, regardless of whether the breaches had occurred during or
prior to the quarter.

Citation

Section 26D of the PDPA

The MAS Circular No. ID 03/23

Applicable persona

Organizations

15.1.3. What information must be included in the notification to the supervisory authority?

The data breach notification must include all of the following information:

The date on which and the circumstances in which the organization firm became aware
that the data breach had occurred;

a chronological account of the steps taken by the organization after the organization
became aware that the data breach had occurred, including the organization’s
assessment under Sections 26C(2) or 26C(3)(b) of the PDPA that the data breach is a
notifiable data breach;

information on how the notifiable data breach occurred;
the number of affected individuals affected by the notifiable data breach;
the personal data or classes of personal data affected by the notifiable data breach;

the potential harm to the affected individuals as a result of the notifiable data breach;

Proprietary


https://www.dataguidance.com/sites/default/files/id03_23.pdf

e information on any action by the organization, whether taken before or to be taken after
the organization notifies the PDPC of the occurrence of the notifiable data breach:

o toeliminate or mitigate any potential harm to any affected individual as a result
of the notifiable data breach; and

o to address orremedy any failure or shortcoming that the organization believes to
have caused, or enabled, or facilitated the occurrence of, the notifiable data
breach;

e information on the organization's plan (if any) to inform, on or after notifying the
Commission of the occurrence of the notifiable data breach, all or any affected
individuals or the public that the notifiable data breach has occurred and how an
affected individual may eliminate or mitigate any potential harm as a result of the
notifiable data breach; and

e the business contact information of at least one authorized representative of the
organization.

If the organization notifies the PDPC of the notifiable data breach after the expiry of the period
specified in Section 26D(1) of the PDPA, the notification to the PDPC must additionally specify
the reasons for the late notification and include any supporting evidence.

Where, despite Section 26D(2) of the PDPA, the organization does not intend to notify any
affected individual affected by a notifiable data breach mentioned in Section 26B(1)(a) of the
PDPA of the occurrence of that data breach, the notification to the PDPC must additionally
specify the grounds (whether under the Act or other written law) for not notifying the affected
individual.

Notification can be done through the PDPC's website here.

Citation

Regulation 5 of the Breach Notification Regulations

Applicable persona

Organizations

15.2. Affected individuals notification

15.2.1. Is there a requirement to notify affected individuals in the event of a data breach?

Yes. If the data breach results in, or is likely to result in, significant harm to an affected individual
(unless there is an applicable exception).

Under Regulation 3 of the Breach Notification Regulations, a data breach is deemed to result in
significant harm to an individual if the data breach relates to:

e theindividual's full name or alias or identification number, and any of the personal data
or classes of personal data relating to the individual set out in Part 1 of the Schedule,
subject to Part 2 of the Schedule; or

o all of the following personal data relating to an individual's account with an organization:

o theindividual's account identifier such as an account name or number; and
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o any password, security code, access code, response to a security question,
biometric data, or other data that is used or required to allow access to or use of
the individual's account.

The categories under Part 1 of the Schedule to the Breach Notification Regulations broadly
include personal data in the following categories:

e financial information which is not publicly disclosed;

e personal data which would lead to the identification of vulnerable individuals (e.g.
leading to the identification of a minor who has been arrested for an offense);

e life, accident, and health insurance information which is not publicly disclosed;

¢ specified medical information, including the assessment and diagnosis of HIV
infections;

e information related to adoption matters; and
e aprivate key used to authenticate or digitally sign an electronic record or transaction.
Citation
Section 26D(2) of the PDPA
Regulation 3 and Part 1 of the Schedule to the Breach Notification Regulations
Applicable persona
Organizations
15.2.2. What is the time frame for notifying affected individuals?

Upon determining that a data breach is notifiable, the organization must notify the affected
individuals as soon as practicable, at the same time, or after notifying the PDPC.

Citation

Section 26D(2) of the PDPA

Applicable persona

Organizations

15.2.3. What information must be included in the notification to affected individuals?

Pursuant to Regulation 6 of the Breach Notification Regulation, the notification to affected
individuals must contain all of the following information:

e the circumstances in which the organization first became aware that the notifiable data
breach had occurred;

o the personal data or classes of personal data relating to the affected individual affected
by the notifiable data breach;

o the potential harm to the affected individual as a result of the notifiable data breach;
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e information on any action by the organization, whether taken before or to be taken after
the organization notifies the affected individual:

o toeliminate or mitigate any potential harm to the affected individual as a result
of the notifiable data breach; and

o to address orremedy any failure or shortcoming that the organization believes to
have caused, or enabled, or facilitated the occurrence of, the notifiable data
breach;

e the steps that the affected individual may take to eliminate or mitigate any potential
harm as a result of the notifiable data breach, including preventing the misuse of the
affected individual's personal data affected by the notifiable data breach; and

e the business contact information of at least one authorized representative of the
organization.

Citation

Regulation 6 of the PDPR

Applicable persona

Organizations

16. Data subject rights

16.1. Right to be informed

16.1.1. Is there a requirement to provide notice to data subjects?

Organizations are subject to several Data Protection Provisions under the PDPA, which require
them to provide notification to the individual data subject under certain circumstances.

First, under the Notification Obligation, the organization must notify the individual of the
purpose(s) for which it intends to collect, use, or disclose their personal data on or before such
collection, use, or disclosure. Compliance with the Notification Obligation is a prerequisite for
obtaining valid consent under the PDPA. Several alternative legal bases for processing (i.e. other
than by obtaining consent from the individual) also require notification of prescribed
information to the individual.

In addition, the organization is also obliged to provide the individual with information about the
ways in which the personal data may have been used or disclosed during the past year, upon
request.

Second, under the Accountability Obligation, an organization must develop and implement
policies and practices that are necessary for it to meet its key obligations under the PDPA and
make information about such policies and practices available on request.

A data protection notice is the most common way to make available information about the
organization's policies and procedures.

Finally, under the Data Breach Notification Obligation, an organization that suffers a data
breach is required to notify affected individuals of a data breach that results or is likely to result
in significant harm to them, unless certain prescribed exceptions apply.
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Citation

Sections 13, 20, and 26D of the PDPA

Applicable persona

Organizations

16.1.2. What information must be provided to data subjects?

The PDPA does not prescribe the information to be provided in relation to notification
requirements under the Notification and Accountability Obligations (see our responses in
section 16.1.1. above).

Please see our response in section 15.2 above for the information that must be provided in the
notification to individuals affected by a data breach pursuant to Section 26D(2) of the PDPA.

Citation

Section 26D(2) of the PDPA

Applicable persona

Organizations

16.1.3. Are there any exemptions to this right?

In general, an organization would not be required to inform the individual of the purposes for the
collection, use, or disclosure of the personal data, if the organization would be processing
personal data based on 'deemed consent' or an exception to consent under the PDPA.

However, there are similar notification requirements where an organization seeks to rely on
'deemed consent by notification,' or the exceptions to consent for managing an employment
relationship or general legitimate interests.

Citation

Sections 15A, 20(3), 20(4), 20(5), and Paragraph 1(2), Part 3 of the First Schedule to the PDPA
Applicable persona

Not applicable.

16.2. Right to receive confirmation of data processing

16.2.1. Do data subjects have the right to receive confirmation of processing?

No, data subjects do not have a standalone right to receive confirmation of data processing.
Citation

Not applicable.

Applicable persona

Not applicable.

16.2.2. Are there general exceptions to this right?
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There are no exemptions provided in the PDPA.

Citation

Not applicable.

Applicable persona

Not applicable.

16.3. Right to access

16.3.1. Do data subjects have the right to access their personal data?

Organizations are subject to the Access Obligation under Section 21 of the PDPA. An
organization must allow an individual to access their personal data in its possession or under its
control upon request.

The organization has a duty to respond to applicants' requests to access their personal data as
accurately and completely as necessary and reasonably possible, subject to the prohibitions in
Section 21 of the PDPA and exceptions in the Fifth Schedule to the PDPA.

Citation

Section 21 and the Fifth Schedule to the PDPA

Applicable persona

Organizations

16.3.2. What information must be provided to data subjects?

On receipt of individuals' requests, the organization is obliged to provide the individuals, as
soon as reasonably possible, with:

e personal data about them that is in the possession or under the control of the
organization; and

e information about the ways in which personal data has been or may have been used or
disclosed by the organization within a year before the date of the request.

An organization should provide a copy of each applicant's personal data in documentary form or
any other form requested by the individual as is acceptable by the organization. If itis
impracticable to do so, the organization may allow the individual a reasonable opportunity to
examine the personal data. Under the Access Obligation, organizations may charge applicants
a reasonable fee to respond to access requests. In doing so, an organization must provide the
applicant with a written estimate of the fee. If the organization wishes to charge a fee that is
higher than the written estimate, it will need to notify the applicant in writing of the higher fee.
An organization does not have to respond to an applicant's access request unless the applicant
agrees to pay the fee.

Upon receipt of an access request, if the organization cannot comply within 30 days, it must
inform the individual in writing of the time by which it will respond to the request.
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Organizations are prohibited from granting access to an individual's personal data under certain
circumstances, for instance, when such access will reveal personal data about another
individual, or when such access will be contrary to the national interest.

Citation

Section 21 of the PDPA

Part 2 of the PDPR

Applicable persona

Organizations

16.3.3. Are there general exceptions to this right?

Organizations may choose to withhold access to an individual's personal data under the
circumstances stated in the Fifth Schedule to the PDPA. These include circumstances where
the burden or expense of providing access would be unreasonable to the organization
disproportionate to the individual's interest, or if the request is otherwise frivolous or vexatious.
Specific rules concerning the Access Obligation may be found in Part 2 of the PDPR.

Additionally, an organization that refuses to provide access to personal data requested by an
individual under the Access Obligation must preserve a complete and accurate copy of the
personal data concerned for not less than the prescribed period, which is generally 30 days
after the date of refusal, or subject to the applications or appeals that have been made to the
PDPC in relation to the organization's refusal.

Citation

Sections 21, 22A, and Fifth Schedule to the PDPA

Part 2 of the PDPR

Applicable persona

Organizations

16.4. Right to data portability

16.4.1. Do data subjects have the right to data portability?

At present, individuals do not have a right to data portability under the PDPA. However, once the
changes relating to data portability introduced in the Amendment Act come into force, an
individual may make a data porting request to a porting organization.

Citation

Section 14 of the Amendment Act

Applicable persona

Organizations

16.4.2. Are there general exceptions to this right?

There are no general exceptions provided in the PDPA.
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Citation

Not applicable.

Applicable persona

Not applicable.

16.5. Right to correction/rectification

16.5.1. Do data subjects have the right to correction/rectification?

Organizations are subject to the Correction Obligation pursuant to Section 22 of the PDPA. An
organization must allow an individual to correct their personal data in its possession or under its
control upon request.

Furthermore, organizations are required to send the corrected or updated personal data to
specific organizations to which the personal data was disclosed within a year before the
correction was made unless those organizations do not need the corrected data for any legal or
business purposes.

In contrast to access requests, organizations are not entitled to impose a fee for correction
requests. Upon receipt of a correction request, if the organization cannot comply within 30
days, it must inform the individual in writing of the time by which it will respond to the request.

More specific rules concerning the Correction Obligation may be found in Part 2 of the PDPR.
Citation

Section 22 and Sixth Schedule to the PDPA

Part 2 of the PDPR

Applicable persona

Organizations

16.5.2. Are there general exceptions to this right?

An organization may not make a requested correction if it is satisfied on reasonable grounds
that a correction should not be made. The PDPA also provides for specific exceptions to the
Correction Obligation in the Sixth Schedule. If no correction is made, the organization must
annotate the personal data in its possession or under its control with the correction that was
requested but not made.

Citation

Section 22 read with the Sixth Schedule to the PDPA
Applicable persona

Organizations

16.6. Right to deletion

16.6.1. Do data subjects have the right to deletion/erasure?
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The PDPA does not provide individuals with a standalone right to request for an organization to
destroy or delete the personal data in the organization's possession or control. However, under
the Retention Limitation Obligation set out in Section 25 of the PDPA, organizations are required
to cease to retain personal data if the retention of such personal data is no longer necessary for
legal or business purposes.

Citation

Section 25 of the PDPA

Applicable persona

Organizations and data intermediaries

16.6.2. Are there general exceptions to this right?
There are no general exceptions provided in the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.

16.7. Right to restriction of processing/limit use
16.7.1. Do data subjects have the right to restrict processing/limit use?

Under Section 16 of the PDPA, an individual may, upon giving reasonable notice to an
organization, withdraw his/her consent (which includes deemed consent) given to the
organization for the collection, use, or disclosure of their personal data for any purpose. Upon
withdrawal of consent, the organization must cease (and cause its data intermediaries and
agents to cease) collecting, using, or disclosing the personal data, as the case may be unless
the collection, use, or disclosure of the personal data without consent is required or authorized
under the PDPA or any other written law.

Citation

Section 16 of the PDPA

Applicable persona

Organizations

16.7.2. Are there general exceptions to this right?
There are no general exceptions provided in the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.
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16.8. Right to opt out/object
16.8.1. Do data subjects have the right to opt out of/object to processing?

Individuals have the right to withdraw their consent to the collection, use, or disclosure of their
personal data at any time by giving reasonable notice. Upon withdrawal of consent, the
organization must cease (and cause its data intermediaries and agents to cease) collecting,
using, or disclosing the personal data, as the case may be unless the collection, use or
disclosure of the personal data without consent is required or authorized under the PDPA or any
other written law.

Citation

Section 16 of the PDPA

Applicable persona

Organizations

16.8.2. Are there general exceptions to this right?
There are no general exceptions provided in the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.

16.9. Right to withdraw consent

16.9.1. Do data subjects have the right to withdraw their consent?

Individuals have the right to withdraw their consent to the collection, use, or disclosure of their
personal data at any time by giving reasonable notice. However, the withdrawal of consent will
not affect any legal consequences arising from such withdrawal.

With regard to the withdrawal of consent, data subjects should be cognizant of the fact that the
withdrawal of certain types of consent may affect the ability of the organization to continue
providing them with the requested services.

Upon withdrawal of consent, the organization must cease (and cause its data intermediaries
and agents to cease) collecting, using or disclosing the personal data, as the case may be
unless the collection, use, or disclosure of the personal data without consent is required or
authorized under the PDPA or any other written law.

Citation

Section 16 of the PDPA
Applicable persona
Organizations

16.9.2. Are there general exceptions to this right?
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There are no general exceptions provided in the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.

16.10. Right not to be subject to automated decision-making

16.10.1. Do data subjects have the right to not be subject to automated decision-making?

The PDPA does not provide individuals with a specific right not to be subject to a decision based

solely on automated processing.

Citation

Not applicable.

Applicable persona

Not applicable.

16.10.2. Are there general exceptions to this right?

There are no general exceptions provided in the PDPA.

Citation

Not applicable.

Applicable persona

Not applicable.

16.11. Right not to be subject to discrimination

16.11.1. Do data subjects have the right to not be subject to discrimination?
The PDPA does not explicitly address the right not to be subject to discrimination.
Citation

Not applicable.

Applicable persona

Not applicable.

16.11.2. Can data controllers and processors provide incentives?

The PDPA does not explicitly address whether organizations and intermediaries can provide
incentives.

Citation
Not applicable.

Applicable persona
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Not applicable.
16.12. Right to file a complaint
16.12.1. Do data subjects have the right to file a complaint?

An individual has the right to file a complaint to the PDPC if they believe that an organization
handling their data has breached any data protection provision under the PDPA.

Citation

Not applicable.

Applicable persona

Not applicable.

16.12.2. Are there general exceptions to this right?
There are no general exceptions provided in the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.

16.13. Other rights

16.13.1. Are there any additional right(s) available under the law(s)?
There are no other additional rights available in the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.

17. Enforcement

17.1. Civil liability

17.1.1. Does the law(s) provide for civil liability?

Civil liability is possible for the violations of the PDPA.

A person who suffers loss or damage directly as a result of a contravention of the provisions of
the PDPA may commence a private civil action. The PDPA provides that the court may grant the
claimant damages (or other relief as the court thinks fit).

However, where the PDPC has made a decision in respect of such contravention, the right of
private action is only exercisable after the relevant decision by the PDPC has become final as a
result of there being no further right of appeal.

Citation
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Section 480 of the PDPA

Applicable persona

Not applicable.

17.1.2. Does the law(s) provide compensation for non-material damage?

Yes, compensation for non-material damages (i.e. losses that are non-pecuniary in nature)
could be possible, pursuant to the right of private action under the PDPA.

The PDPA provides that the court may grant to the claimant all or any of the following:
e relief by way of injunction or declaration;
e damages; and/or

e anyotherrelief as the court thinks fit.

In the Court of Appeal decision of Reed, Michael v Bellingham, Alex (Attorney-General,
intervener) [2022] SGCA 60, it was held that 'loss or damage' for an actionable claim under the
previous Section 32 (now Section 480) of the PDPA includes emotional distress but does not
include loss of control over personal data. However, injunctive relief (as opposed to damages)
was sought in this case.

Citation

Section 480 of the PDPA

Reed, Michael v Bellingham, Alex (Attorney-General, intervener)
Applicable persona

Not applicable.

17.1.3. Does the law(s) provide a private right of action/compensation?

Yes, the PDPA provides for a right of private action for individuals. Under Section 480 of the
PDPA, any person who suffers loss or damage directly as a result of a contravention of any
provision in Parts 4, 5 or 6, 6A or 6B (Part 6B —which relates to data portability —is not yet in
force) by an organization shall have a right of action for relief in civil proceedings in a court, and
the court may grant to the applicant relief by way of (a) injunction or declaration; (b) damages;
and/or (c) such other relief as the court thinks fit.

However, if the PDPC has made a decision under the PDPA in respect of a contravention, a
private action cannot be brought in respect of that contravention until the PDPC's decision has
become final as a result of there being no further right of appeal.

Citation

Parts 4, 5 or 6, 6A or 6B, and Section 480 of the PDPA
Applicable persona

Not applicable.

17.1.4. What monetary penalties are available under the law(s)?
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Where the PDPC concludes that an organization (including a data intermediary) has breached
the Data Protection Provisions under the PDPA, the PDPC is empowered with wide discretion to
issue such remedial directions as it thinks fit. These include directions requiring the
organization to pay a financial penalty of:

e up to a maximum of 10% of the organization's annual turnover in Singapore (if its annual
turnover in Singapore exceeds SGD 10 million (approx. $7,72 million)); or

e upto SGD 1 million (approx. $772,794) in any other case.

An organization's annual turnover in Singapore will be ascertained from the most recent audited
accounts of the organization that are available at the time the financial penalty is imposed.

In the event of a breach of the DNC Provisions of the PDPA, the PDPC may require the
organization to pay a financial penalty not exceeding:

e SGD 200,000 (approx. $154,560), in case of an individual; or
e SGD 1 million (approx. $772,794), in any other case.

Except for contravention of the provisions prohibiting the use of dictionary attacks and address-
harvesting software under the DNC Provisions, the maximum financial penalty is 5% of the
annual turnover of the organization in Singapore, where the annual turnover in Singapore
exceeds SGD 20 million (approx. $14,925,600).

Citation

Section 48J of the PDPA

Applicable persona

Not applicable.

17.1.5. What are the criteria for calculating the amount of monetary penalties?

Under Section 48J of the PDPA, the PDPC must, in determining the amount of a financial penalty
imposed, have regard to, and give such weight as it considers appropriate to, all of the following
matters:

e the nature, gravity and duration of the non-compliance by the organization or person;

o thetype and nature of the personal data affected by the non-compliance by the
organization or person;

o whether the organization or person, as a result of the non-compliance, gained any
financial benefit or avoided any financial loss;

o whether the organization or person took any action to mitigate the effects and
consequences of the non-compliance, and the timeliness and effectiveness of that
action;

¢ whether the organization or person had, despite the non-compliance, implemented
adequate and appropriate measures for compliance with the PDPA;

o whether the organization or person had previously failed to comply with the PDPA;
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the compliance of the organization or person with any direction given under Sections 48l
or 48L(4) of the PDPA in relation to remedying or mitigating the effect of the
non-compliance;

whether the financial penalty to be imposed is proportionate and effective, having
regard to achieving compliance and deterring non-compliance with the PDPA;

the likely impact of the imposition of the financial penalty on the organization or person,
including the ability of the organization or person to continue their usual activities; and

any other matter that may be relevant.

In Re Marina Bay Sands Pte. Ltd. [2025] SGPDPC 6(Re Marina Bay Sands Pte. Ltd.), the
PDPC took the opportunity in this decision to articulate key aspects of its financial
penalty framework (Penalty Framework) for determining the quantum of financial
penalties under the PDPA as it has been amended in 2021. The PDPC emphasised that
this framework is a guide which may be updated as appropriate, and it does not limit or
restrict the PDPC's powers under the PDPA. The Penalty Framework is subject to the
following guiding principles:

effectively deterring non-compliance with the PDPA, while ensuring proportionality to
the seriousness of the non-compliance;

when considering the relative weight to be given to effective deterrence and
proportionality, consideration has to be given to the PDPA's overarching balance of the
right of individuals to protect their personal data and organizations' need to process
personal data for legitimate purposes;

like and consistent treatment in the two-tiered financial penalty regime for organizations
with annual turnovers of SGD10 million (approx. $7,72 million) and below, and
organizations with annual turnovers above SGD10 million (approx. $7,72 million).
Annual turnover size should be accorded more weight for organizations with annual
turnovers above SGD10 million (approx. $7,72 million). Other relevant factors must be
given similar weight in like cases; and

the financial penalty framework must be applied in a fact-sensitive manner.
With these in mind, the Penalty Framework comprises the following steps:

Preliminary Step: The PDPC first determines the statutory maximum financial penalty
from Section 48J(3) of the PDPA. Thereafter, it applies a percentage rate or quantum cap
(not exceeding the maximum financial penalty) based on the nature of the
contravention. Intentional contraventions tend to attract a higher percentage rate than
negligent contraventions. This results in the maximum financial penalty in a given case.

A five-step methodology then applies:

o ldentification of level of culpability and harm. The PDPC considers all relevant
factors to determine whether the organization's level of culpability is 'low/,
'medium’' or 'high'. Some of these factors include, but are not limited to the
nature, gravity and duration of non-compliance. Thereafter, the PDPC will
determine whether the level of harm is 'slight’, 'moderate’, or 'severe' considering
all relevant matters. Such matters include, but are not limited to the type, nature
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Citation

and sensitivity of the affected data, the number of affected individuals and the
extent of harm or prejudice caused to individuals.

Calculation of the starting financial penalty. Based on the levels of culpability
and harm determined in Step 1, the PDPC will identify the indicative levels of
culpability and harm to determine the starting range and, within that range,
determine the approximate starting financial penalty to be imposed.

Adjustment for aggravating and mitigating factors. Thereafter, the PDPC will
adjust the starting financial penalty identified in Step 2 for relevant aggravating
and mitigating factors.

Consideration of the likely impact of the financial penalty on the organization's
ability to continue usual activities. The PDPC will determine the likely effect the
financial penalty would have on the organization's financial health. The onus is
on the organization to make representations to the PDPC supported by
evidence. If it is found that the organization's ability to carry on its activities
would be adversely affected, the PDPC may extend the timeline for payment,
allow for its payment to be made in instalments, or reduce the quantum of the
financial penalty.

Final adjustments. As the last step, the PDPC will make final adjustments to the
quantum so as to ensure the outcome is both effective and proportionate,
ensuring that an appropriate balance is struck between achieving effective
deterrence and ensuring proportionality.

Sections 48J, 48| and 48L(4) of the PDPA

Applicable persona

Not applicable.

17.2. Criminal liability

17.2.1. Does the law(s) provide for criminal liability?

Yes, criminal liability is possible for the violation of certain provisions of the PDPA.

Notably, under Part 9B of the PDPA, if an individual egregiously mishandles personal data in the
possession of or under the control of an organization or a public agency, they shall be liable for
an offense. In particular, itis an offense:

e under Section 48D, if an individual discloses, or causes the disclosure of, personal data
in the possession or control of an organization or a public agency to another person,
which is not authorized, and the individual does so knowingly or is reckless to the
disclosure not being authorized;

e under Section 48E, if an individual makes use of personal data in the possession or
control of an organization or a public agency which is not authorized, the individual does
so knowingly or is reckless to the use not being authorized, and as a result of the use of
the personal data, the individual:

Proprietary



o obtains a gain;
o causes harm to another individual; or
o causes loss to another person, that individual shall be guilty of an offense; and

e under Section 48F, if an individual takes any action to reidentify or cause the
reidentification of anonymized information in possession or control of an organization or
a public agency, which is not authorized, and the individual does so knowingly or is
reckless to the re-identification not being authorized.

The penalty for these offenses is a fine not exceeding SGD 5,000 (approx. $3,730) or

imprisonment for a term not exceeding two years, or both.

However, certain defenses are provided for in respect of these offenses, for example, where the
accused used, disclosed or reidentified the data in the reasonable belief that the accused had
the legal right to do so, and was not reckless as to whether this was so.

Section 51 of the PDPA also sets out certain offenses relating to, among others, obstructing or
hindering the PDPC in the performance of any function or duty, or the exercise of any power,
under the PDPA. It is also an offense for an organization or a person, without reasonable excuse,
to neglect or refuse to either provide any information or produce any document that the
organization or person is required to provide or produce to the PDPC or an inspector or attend
before the PDPC or inspector as required.

If a person is guilty of this offense, they shall be found liable on conviction to a fine not
exceeding SGD 5,000 (approx. $3,730) or to imprisonment for a term not exceeding 12 months
or to both.

Citation

Section 51 and Part 9B of the PDPA
Applicable persona

Not applicable.

17.3. Party liability

17.3.1. Who can be sanctioned?

All 'organizations' as defined under the PDPA may be sanctioned if they are found to have
contravened the provisions under the PDPA.

This includes any individual, company, association, or body of persons, corporate or
unincorporated, whether or not:

o formed orrecognized under the law of Singapore; or

¢ resident, or having an office or a place of business, in Singapore. This means that both
organizations (as data controllers) and data intermediaries may be sanctioned.

However, as noted above, data intermediaries are directly liable under the PDPA for fewer
obligations than a data controller.

Citation
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Sections 2(1) and 4(2) of the PDPA

Applicable persona

Not applicable.

17.3.2. How is liability shared across multiple parties?
Not applicable.

Citation

Not applicable.

Applicable persona

Not applicable.

17.4. Scope of enforcement

17.4.1. How long do supervisory authorities have to bring an enforcement action for violations

of the law(s)?

Under the PDPA, there is no specific limitation period concerning when the PDPC may initiate

an enforcement action for violations of its provisions.

Citation

Not applicable.

Applicable persona

Not applicable.

17.4.2. Can the law(s) be enforced internationally?

Please see our responses in section 2.3 above on the territorial scope of the PDPA.
Citation

Not applicable.

Applicable persona

Not applicable.

17.5. Processes and procedures

17.5.1. Does the law(s) permit decisions from the supervisory authority to be appealed?

Yes, organizations (including data intermediaries) and persons aggrieved by a decision,
direction or financial penalty by the PDPC may apply to the PDPC for reconsideration.

In the alternative (or after a reconsideration decision), an appeal may be made to the
Chairperson of the Data Protection Appeal Panel (DPAP).

Citation

Sections 48N and 48Q of the PDPA
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Applicable persona

Not applicable.

17.5.2. What is the appeal process?
Reconsideration

An aggrieved individual or organization may make a written application to the PDPC to
reconsider its direction or decision within 28 days of the issuance of the decision or direction.
The PDPC may affirm, revoke or vary the contested decision as it thinks fit, and there shall be no
further application for reconsideration.

Appeal to Data Protection Appeal Panel

Any individual or organization aggrieved by the PDPC's reconsideration decision may lodge an
appeal to the DPAP. Alternatively, an aggrieved individual or organization may appeal directly to
the DPAP without first submitting a reconsideration request. Where a reconsideration
application has been made, every appeal in respect of the same direction or decision which is
the subject of the reconsideration application is deemed to be withdrawn.

Please see Part 2 of the Personal Protection (Appeal) Regulations for the specific process in
relation to bringing an appeal before the DPAP.

Appeal to the General Division of the High Court and Court of Appeal

A direction or decision of the DPAP may be appealed to the General Division of the High Court
(within 28 days) on a point of law or where such decision relates to the amount of a financial
penalty. The decision of the High Court may be further appealed to the Court of Appeal.

Citation

Sections 48N, 48Q, and 48R of the PDPA

Parts 2 and 3 of the Personal Data Protection (Appeal) Regulations 2021
Applicable persona

Not applicable.

17.6. Enforcement activity

17.6.1. Has the supervisory authority issued any enforcement decisions?

Since 2016, the PDPC has released a series of enforcement decisions that clarify the
requirements under the PDPA regarding personal data protection. These enforcement decisions
are generally accessible via the PDPC's website.

The significant majority of the cases relate to breaches of the Protection Obligation under
Section 24 of the PDPA. The most common types of breaches of the Protection Obligation
involve the deliberate disclosure of personal data, poor technical security arrangements, poor
physical security arrangements, errors in mass email and/or post, and insufficient data
protection policies.

Recently, on October 28, 2025, the PDPC issued a financial penalty of SGD 315,000 (approx.
$243,390) against Marina Bay Sands Pte. Ltd. in Re Marina Bay Sands Pte. Ltd. for breaching the
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Protection Obligation under the PDPA. The personal data of 665,495 patrons was unlawfully
accessed and exfiltrated by unknown threat actors and subsequently offered for sale on the
dark web. The compromised data included members' names, email addresses, phone
numbers, countries of residence, membership numbers and membership tiers.

The penalty is the second-highest individual financial penalty issued since the PDPA came into
force, and the highest imposed since the 2021 amendments to the PDPA, which raised the cap
on financial penalties from SGD 1 million (approx. $744,942) to up to 10% of an organization's
annual turnover in Singapore (subject to a minimum cap of SGD 1 million (approx. $744,942)).
See Section 17.1.5 for further elaboration on PDPC's financial penalty framework, introduced by
the Amendment Act, as applied in this decision.

The PDPC found that the maximum financial penalty applicable to MBS was 10% of its annual
turnover and that it had committed a negligent contravention of the Protection Obligation. It was
found that MBS' level of culpability was low although the level of harm was moderate due to the
large number of affected individuals. Accordingly, the PDPC determined the starting range and
approximate starting financial penalty to be within the low-moderate band. Relevant mitigating
factors were taken into consideration, and in this connection, the PDPC noted that MBS' first
PDPA non-compliance was a neutral factor, although its voluntary notification to affected
individuals was accorded mitigatory weight. MBS' prompt and voluntary remedial measures
were also accorded greater mitigatory weight. Overall, this resulted in a reduced financial
penalty of SGD 315,000 (approx. $243,390). The PDPC also found that this amount would not
adversely affect MBS' ability to carry out its usual operations.

On January 15, 2019, the PDPC imposed financial penalties of SGD 250,000 (approx. $186,060)
and SGD 750,000 (approx. $558,170) on SingHealth Services Pte Ltd and Integrated Health
Information Systems Pte Ltd, respectively, for breaching their data protection obligations under
the PDPA (see Re Singapore Health Services Pte Ltd and another [2019] SGPDPC 3). This
unprecedented data breach which arose from a cyber-attack on SingHealth's patient database
system, caused the personal data of some 1.5 million individuals to be compromised.

In addition to these enforcement decisions, the PDPC also publishes an annual Personal Data
Protection Digest, which is a compendium comprising the PDPC's grounds of decisions,
summaries of unpublished cases where a finding of no breach was found, and a collection of
data protection-related articles contributed by data protection practitioners.

Citation

Re Singapore Health Services Pte Ltd and another
Applicable persona

Not applicable.

17.7. Case law

17.7.1. Are there any relevant decisions from judicial courts?

In addition to enforcement decisions issued by the PDPC (see our response to section 17.4
above), the PDPA has also been considered by the Singapore courts. On February 19, 2019, the
State Courts of Singapore dismissed a claim brought against the Singapore Swimming Club for
defamation and breach of the PDPA. Although written grounds of judgment are not available,
this case is significant as it appears to be the first time where the Singapore courts were asked
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to consider whether there was a breach of the PDPA, even though the PDPC had not made any
decision in respect of any purported contravention of the PDPA.

Additionally, in IP Investment Management Pte Ltd and others v Alex Bellingham [2019] SGDC
207, a judgment of the District Court delivered on October 3, 2019, the District Court had to
decide on a claim pursuant to the right of private action available to individuals under the
previous Section 32 of the PDPA (now Section 480 of the PDPA). The District Court found that
there had been a breach of certain Data Protection Provisions and that the third plaintiff had
suffered loss and damage through the defendant's misuse of their personal information.
Accordingly, the District Court granted an injunction restraining the defendant from using,
disclosing, or communicating any personal data of the third plaintiff and ordered the defendant
to undertake the destruction of all personal data of the third plaintiff. The above decision was
subsequently appealed against before the High Court in Bellingham, Alex v. Reed, Michael
[2021] SGHC 125. It was held that there was no right of private action because the respondent
had not suffered any 'loss or damage' within the meaning of the previous Section 32 of the
PDPA. The High Court held that a loss of control over personal data does not constitute 'loss or
damage' for an actionable claim under the previous Section 32 of the PDPA. It also opined on
the limitations of the 'publicly available information' exception. Pursuant to Section 17 read with
Part 2(1) of the First Schedule to the PDPA, organizations are not required to obtain consent for
the collection, use, and disclosure of publicly available personal data under the PDPA.
However, the High Court clarified that organizations cannot rely on Section 17 of the PDPA
where personal data that is publicly available is obtained only through the unlawful use of other
personal data.

The High Court decision was partially reversed by the Court of Appeal in Reed Michael v.
Bellingham, Alex (Attorney — General, intervener). The Court of Appeal found that 'loss or
damage' includes emotional distress but does not include loss of control over personal data.
On the facts, the Court of Appeal found that the plaintiff had suffered emotional distress that
was significant enough to be actionable. Separately, in respect of Section 4(1)(b) of the PDPA,
which provides that the data protection obligations in the PDPA do not impose obligations on an
employee, the Court of Appeal clarified that this section serves as a defense for employees and
that the burden lies on a defendant to prove on a balance of probabilities that he was 'an
employee acting in the course of employment.

Citation

IP Investment Management Pte Ltd and others v Alex Bellingham
Section 32 of the PDPA (now Section 480 of the PDPA)
Bellingham, Alex v. Reed, Michael

Section 17 read with Part 2(1) of the First Schedule to the PDPA
Reed Michael v. Bellingham, Alex (Attorney — General, intervener)
Applicable persona

Not applicable.

Proprietary


https://www.elitigation.sg/gd/s/2021_SGHC_125
https://www.elitigation.sg/gd/s/2021_SGHC_125

