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PROFILES

About the lawyers

Q&A

What were the key regulatory developments in your jurisdiction over the past year
concerning cybersecurity practices or standards?

When do data breaches require notice to regulators or consumers, and what are the key
factors that organisations must assess when deciding whether to notify regulators or
consumers? In the absence of an express legal or regulatory requirement to notify a data
breach, is there an unwritten expectation to do so?

What are the biggest issues that companies must address from a privacy perspective
when they suffer a data security incident?

What best practices are organisations within your jurisdiction following to improve
cybersecurity preparedness? Are there any practices that are standard?

Are there special data security and privacy concerns that businesses should consider
when thinking about moving data to a cloud hosting environment?

How is the government in your jurisdiction addressing serious cybersecurity threats and
criminal activity?

When companies contemplate M&A deals, how should they factor risks arising from
privacy and data security issues into their decisions?

How are boards and senior management in your jurisdiction expected to oversee
cybersecurity and data protection risk within their organisation, and how is this
expectation changing in practice?

To what extent do regulators scrutinise internal governance frameworks, internal
accountability and documentation following major cyber incidents in your jurisdiction?

What enforcement or litigation trends have emerged in the past year that organisations
operating in your jurisdiction should be aware of?

THE INSIDE TRACK

When choosing a lawyer to help with cybersecurity, what are the key attributes clients
should look for?

What issues in your jurisdiction make advising on cybersecurity and privacy complex or
interesting?

How is the privacy landscape changing in your jurisdiction?

What types of cybersecurity incidents should companies be particularly aware of in your
jurisdiction?

What developments do you expect will have the biggest impact on the privacy and
cybersecurity landscape in your jurisdiction in the coming years?
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Profiles

ABOUT THE LAWYERS

Lim Chong Kin is the managing director of Drew & Napier LLC's corporate and finance
department. He heads the telecommunications, media and technology (TMT) practice,
and co-heads the data protection, privacy and cybersecurity practice and the competition
law and regulatory practice. Chong Kin is a pioneer in the practice of data protection,
being relied upon by Singapore's data protection commission to draft their implementation
guidelines, assist in complex enforcement of data breach cases and develop cross-border
frameworks. Besides Singapore, Chong Kin also acts for various ASEAN (Association of
Southeast Asian Nations) regulators on matters where he has expertise. He frequently
advises clients in the cutting-edge industries of Al, fintech, big data and TMT, in addition
to market entry, telecommunications infrastructure deployment and data centre issues.

Under Chong Kin’s leadership, Drew & Napier has been recognised as one of the world's
top 100 data law firms in Global Data Review (GDR 100). Its TMT practice group has
also been consistently ranked as the leading information technology, telecommunications,
broadcasting and multimedia legal practice in Singapore.

Chong Kin established the Drew Data Protection and Cybersecurity Academy in 2020, a
first of its kind, which offers clients value-added services, including training and external
DPO (data protection officer) services. Chong Kin is recognised as a senior accredited
specialist in data & digital economy law by the Singapore Academy of Law.

David N Alfred is the director and co-head of data protection, privacy and cybersecurity
at Drew & Napier and a member of the firm's Al and digital trust practice. He is also
co-head and programme director of the Drew Data Protection & Cybersecurity Academy.
He is a senior technology lawyer with over 25 years' experience encompassing a wide
range of digital economy, digital technology, telecommunications and internet matters.
He has advised on numerous data and cyber governance matters from development of
data transfer agreements, policies and governance frameworks to data breaches, data
protection risk assessment and regulatory enforcement of Singapore’s Personal Data
Protection Act 2012 (PDPA), as well as matters relating to Singapore’s Cybersecurity
Act 2018 and sectoral data privacy and security legislation and frameworks. He has
also advised on legal policy and development of data protection legislation for foreign
government clients. Before joining the firm, David was the first Chief Counsel to Singapore's
Personal Data Protection Commission (PDPC) and he was part of the team that developed
the PDPA. He has also worked with Singapore’s Info-communications Development Media
Authority (IMDA) and its predecessor, the Info-communications Development Authority of
Singapore. David is recognised as a senior accredited specialist in data & digital economy
law by the Singapore Academy of Law and as a Fellow of Information Privacy by the IAPP.

Anastasia Su-Anne Chen is a director with the corporate and finance department in Drew
& Napier. Her key areas of practice are TMT, data protection, privacy and cybersecurity, Al
and digital trust. Before joining the firm, Anastasia was deputy chief counsel to Singapore's
PDPC and IMDA for over nine years. She was lead counsel for PDPC's matters, IMDA's
procurement and intellectual property portfolios and IMDA's Data Administration Group.
She has advised on a broad range of regulatory, compliance and commercial matters, both
in her role as in-house counsel and in private practice. Her extensive experience includes
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advising on data protection compliance and management programmes, cross-border data
transfers, data incident management and response, investigations and enforcement by
the PDPC, Al governance clauses for vendor contracts and legal risks arising from the
development and deployment of large language models.

Anastasia has been recognised as a senior accredited specialist in data & digital economy
law by the Singapore Academy of Law. She has also received several accolades for
her data and cybersecurity practice, with clients commending her deep industry and
regulatory experience, ability to anticipate potential legal issues, and subject matter
expertise especially when dealing with novel problems.

Anastasia speaks regularly at data protection conferences and corporate events on data
privacy and co-led a personal data protection workshop at Singapore's Personal Data
Protection Week 2024. She was also an editor for the Personal Data Protection Digests for
Singapore and has penned several articles contributing to data protection jurisprudence in
Singapore.

Q&A

WHAT WERE THE KEY REGULATORY DEVELOPMENTS IN YOUR JURISDICTION OVER THE
PAST YEAR CONCERNING CYBERSECURITY PRACTICES OR STANDARDS?

In April 2025, the Cyber Security Agency of Singapore (CSA) enhanced its Cyber
Essential and Cyber Trust certifications. These certifications, which are respectively aimed
at organisations with basic and advanced levels of cyber hygiene, encompass classical
cybersecurity concepts, cloud security, operational technology (OT) security and artificial
intelligence security. They are a useful tool for organisations to demonstrate that they
observe good cyber hygiene practices and maintain an adequate level of cybersecurity
within their environment. The Singapore government has indicated that it is exploring the
possibility of making certification mandatory for vendors who wish to bid for government
contracts that will grant them access to sensitive data or systems.

On 7 May 2024, following a public consultation by the CSA, the Singapore government
passed the Cybersecurity (Amendment) Act 2024. Several key changes were introduced
to the Cybersecurity Act 2018, including:

» expanding the definitions of ‘computer' and '‘computer system' to include ‘virtual
computers' and 'virtual computer systems' respectively;

» expanding the scope of the Cybersecurity Act to regulate a broader scope of
entities and systems. In particular, the amendments cover: (1) designated providers
of essential services who rely on critical information infrastructure (Cll) owned
by third parties (third-party-owned CIlI) to deliver those services; (2) designated
systems of temporary cybersecurity concern (STCC); (3) designated entities of
special cybersecurity interest (ESCI); and (4) designated providers of foundational
digital infrastructure (FDI) services. Additionally, greater obligations are imposed on
Cll owners to ensure adequate cyber preparedness and responsiveness; and

< enhancing the regulatory powers of the CSA.

Updated definitions
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The definitions of ‘computer’ and ‘computer system' in the Cybersecurity Act were
previously predicated on them being physical computers that are built out of dedicated
physical hardware and located in Singapore. Advancements in technology now mean that
CllI could be virtual, such as being located in a cloud environment. The new definitions
ensure that the Cll owner is responsible for the cybersecurity of its virtualised ClI, including
situations where the CIlI is wholly located outside Singapore, so long as its owner is in
Singapore and the computer system would have been designated as Cll had it been
located wholly or partly in Singapore.

Expanded scope

A particularly important change to the Cybersecurity Act is the introduction of a
new category of regulated entities that utilise CIl not owned by them to provide
essential services. When designated as such, these entities must obtain legally
binding commitments from their computing vendors to meet their obligations under the
Cybersecurity Act. Hence, these vendors, while not directly regulated under the amended
legislation, will need to have the necessary expertise and capability to own and operate
Cll in a manner that meets Singapore's cybersecurity standards.

Further, three new categories of entities/systems (ie, STCCs, ESCls, and FDIs) are now
within the CSA's purview under the amended Cybersecurity Act. By introducing these new
categories, the CSA aims to fulfil the policy objectives of enhancing the CSA's awareness
of cybersecurity threats and incidents concerning critical computer systems in Singapore,
and ensuring that appropriate measures are taken to proactively secure these systems.

STCCs are computer or computer systems that are critical to Singapore for a time-limited
period, and for that period, are at high risk of cyber attacks. Examples include systems
that are set up specifically to support high-profile international events in Singapore (eg, the
World Economic Forum), or systems set up to support the distribution of vaccines during
the covid-19 pandemic.

ESClIs are entities that are particularly attractive targets of malicious threat actors seeking
to compromise a state because of the sensitive data that the ESCIs possess or the function
that they perform. ESCIs include systems that, if compromised, could have a significant
detrimental effect on the defence, foreign relations, economy, public health, public safety
or public order of Singapore, such as universities.

FDlIs are digital infrastructure that provide infrastructural services of a foundational nature,
particularly those which serve a large number of organisations in Singapore. Examples of
FDIs include cloud computing and data facility services that are integral to the functioning
of Singapore's technological stacks. FDI services are designated in a new Third Schedule
to the Cybersecurity Act; the Third Schedule may be amended as new types of digital
infrastructure gain importance in Singapore.

These new categories of systems are generally required to comply with similar duties
and obligations imposed on traditional Cll providers. These include duties to: (1) provide
the Commissioner with information on the system; (2) comply with codes of practice,
standards of performance and written directions concerning the system that may be
issued by the Commissioner; and (3) notify the Commissioner of prescribed cybersecurity
incidents. That said, the level of obligation is calibrated according to the potential impact
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on national interests. Notably, unlike owners of STCCs (which, by their nature, are critical
to Singapore), the obligations imposed on ESCIs will not be at the same level as that for
Cll owners.

Previously, Cll owners were generally only required to report cybersecurity incidents
concerning the CII, or computers or computer systems that are interconnected with or
communicate with the CII. To facilitate timely intervention and greater proactiveness, the
incident reporting obligations for Cll owners are enhanced.

The types of incidents to be reported to the Commissioner now additionally include
incidents that affect: (1) other computers under the owner's control; and (2) computers
under the control of a supplier that are interconnected with or communicates with the CII.
The latter requirement will apply only if the Cll is owned by the provider of essential service,
as the provider is unlikely to have visibility over suppliers of any third parties who own the
Cll relied on by the provider.

Enhanced regulatory powers

The CSA's powers under the Cybersecurity Act are enhanced to improve its ability to
enforce the Act. For example, the CSA is now empowered to inspect ClIl if it appears to
the Commissioner that the CIl owner has not complied with its obligations or has provided
information to the CSA that is false, misleading, inaccurate or incomplete.

The amended Act also introduces monitoring powers for licensing officers to ensure that
the CSA can obtain necessary information from licensed cybersecurity service providers
to verify their compliance with the conditions of their licences.

A recent development of note relates to the strengthening of baseline cybersecurity
standards for Internet-of-Things (IoT) devices. In March 2026, the CSA, in collaboration
with the IMDA, announced plans to raise mandatory cybersecurity requirements for
residential routers under the Cybersecurity Labelling Scheme (CLS) from level 1
to level 2, with implementation targeted for the end of 2027. Compared to current
baseline requirements such as unique default passwords and basic vulnerability
management, the updated framework will require stronger security controls, including
secure communications, robust authentication mechanisms and improved security
measures in respect of sensitive data.

WHEN DO DATA BREACHES REQUIRE NOTICE TO REGULATORS OR CONSUMERS, AND
WHAT ARE THE KEY FACTORS THAT ORGANISATIONS MUST ASSESS WHEN DECIDING
WHETHER TO NOTIFY REGULATORS OR CONSUMERS? IN THE ABSENCE OF AN EXPRESS
LEGAL OR REGULATORY REQUIREMENT TO NOTIFY A DATA BREACH, IS THERE AN
UNWRITTEN EXPECTATION TO DO SO?

Data breaches are defined under the Personal Data Protection Act 2012 (PDPA). They
include the unauthorised access, collection, use, disclosure, copying, modification or
disposal of personal data, and the loss of any storage medium or device containing
personal data, where these unauthorised acts are likely to occur.

Under the PDPA, a notifiable data breach is one that: (1) results in, or is likely to result
in, significant harm to an affected individual; or (2) is, or is likely to be, of a significant
scale. A data breach is deemed to result in significant harm to an individual if it affects
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any prescribed class of personal data under the Personal Data Protection (Notification of
Data Breaches) Regulations 2021. Under these regulations, data breaches are deemed
to result in significant harm if, for example, they involve an individual's full name, alias or
identification number, in combination with other prescribed data (eg, the payment of any
money by any person to the individual). Meanwhile, a data breach is of a significant scale
if it affects 500 individuals or more. However, the notification requirement is inapplicable to
data breaches concerning unauthorised acts only within an organisation.

Organisations must conduct a reasonable and expeditious assessment of whether a data
breach is notifiable, where they have reason to believe that a breach affecting personal data
in their possession or control has occurred. Data intermediaries handling personal data on
behalf of another organisation must, without undue delay, inform that organisation if the
intermediary has reason to believe that a data breach involving such data has occurred.
The organisation then must conduct an assessment of whether the breach is notifiable.

The Personal Data Protection Commission (PDPC) must be notified of all notifiable data
breaches. Affected individuals must be notified in a reasonable manner (eg, the regular
mode of communication used with the individuals), except where the organisation (1) takes
any action or (2) had previously implemented any technological measure that renders
it unlikely that the notifiable data breach will result in significant harm to the affected
individuals. For example, if a lost storage drive (containing personal data) is sufficiently
encrypted to a reasonable standard, such that any unauthorised access is unlikely, the
affected individuals need not be notified. Exceptionally, organisations may sometimes be
instructed not to notify the affected individuals, or the PDPC may sometimes waive the
notification requirement.

Even if an exception to the individual notification requirement applies, organisations should
consider whether their communication strategy should include proactively notifying the
affected individuals. This could serve to further mitigate potential harm that may arise from
the data breach. Such voluntary notifications are sometimes considered a mitigating factor
in enforcement actions.

For completeness, organisations may be subject to specific rules and (or) regulations
under other legislation that impose additional notification requirements in the event of a
data breach. For example, listed companies may sometimes be required to release an
announcement on the relevant stock exchange. Similarly, if the data breach affects an
owner of Cll and amounts to a prescribed cybersecurity incident under the Cybersecurity
Act, the CIl owner may be required to notify the Commissioner.

WHAT ARE THE BIGGEST ISSUES THAT COMPANIES MUST ADDRESS FROM A PRIVACY
PERSPECTIVE WHEN THEY SUFFER A DATA SECURITY INCIDENT?

Apart from notification requirements discussed above, a key practical issue is remediation.
While seeking to resolve any business disruptions caused by the incident, it is generally
good practice for organisations to also promptly take remedial steps that would mitigate
the adverse effects of the incident and prevent recurrence of similar incidents (eg, by
addressing any vulnerabilities that resulted in the incident, and enhancing security, control
and monitoring measures). Digital forensic investigations are usually helpful to assess the
causes and full extent of the incident to facilitate remediation. In cases where data has
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been encrypted by the threat actor, organisations will usually require the assistance of
cybersecurity experts to assist with data recovery.

In cases where personal data of members of the public has been compromised,
organisations will also need to be aware of public relations issues and take steps to
communicate details of the incident and remedial steps that are being taken, where
appropriate.

In terms of legal action, the PDPC has powers to investigate contraventions of the PDPA.
Organisations that have contravened certain provisions of the PDPA may be formally given
directions by the PDPC to ensure compliance with the PDPA and, in cases of intentional or
negligent contraventions of certain provisions, may be required to pay a financial penalty.
Affected individuals may also have a right of private action against these organisations.

Organisations will also need to be aware of potential liability in regard to third parties,
for example, notification or indemnification requirements under contracts. This would be
particularly important where the organisation is acting as a data intermediary.

WHAT BEST PRACTICES ARE ORGANISATIONS WITHIN YOUR JURISDICTION
FOLLOWING TO IMPROVE CYBERSECURITY PREPAREDNESS? ARE THERE ANY
PRACTICES THAT ARE STANDARD?

There are various best practices to achieve cybersecurity preparedness in any given
organisation. The level of security will usually depend on the size of the organisation, the
amount and sensitivity of the data it handles, the applicable legal requirements and the
business impact of potential breaches weighed against the impact of heightened security
measures. From a security standpoint, organisations should ideally aim to implement
comprehensive IT security and data protection policies and procedures that are enforced
within the organisation, prepare a cyber incident response plan that is periodically
reviewed, conduct regular employee training, implement robust cybersecurity systems
and controls (eg, multi-factor authentication to access internal systems) and ensure that
software used by the organisation is routinely updated with the latest security patches
upon release. The PDPC’s Guide to Data Protection Practices for ICT Systems provides
guidance on a range of basic and enhanced data protection measures and controls that
may be implemented by organisations to strengthen their cybersecurity posture.

Further, the PDPC's Guide to Managing Data Breaches 2.0 sets out what organisations
should do to prevent data breaches, including (but not limited to) using: (1) real-time
intrusion detection software designed to detect unauthorised user activities, attacks and
network compromises; and (2) security cameras to monitor internal and external perimeters
of secure areas such as data centres and server rooms. The guide also encourages
organisations to put in place a data breach management plan, which would include the
following information:

» a clear explanation of what constitutes a data breach (both suspected and
confirmed);

* how to report a data breach internally;
« how to respond to a data breach; and

« responsibilities of the data breach management team.
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The PDPC's Guide to Securing Personal Data in Electronic Medium similarly encourages
the use of "defences that may be used to improve the security of networks". This could
potentially include the deployment of honeypots, sinkholes or other security measures to
counter threat actors.

The PDPA also requires organisations to appoint a DPO. The DPO is responsible
for ensuring that the organisation complies with the PDPA through, for example,
implementing appropriate data protection policies and processes, and identifying and
alerting management to any risk that might arise with regard to personal data.

Under the Cybersecurity Act, if an organisation is designated as an owner of Cll, a provider
responsible for third-party-owned CII, an STCC owner, an ESCI or a major FDI service
provider, the organisation should establish mechanisms and processes for the purposes of
detecting cybersecurity threats and incidents in accordance with the updated cybersecurity
standards and legal requirements in Singapore. For example, CIl owners must conduct
regular cybersecurity audits and risk assessments.

ARE THERE SPECIAL DATA SECURITY AND PRIVACY CONCERNS THAT BUSINESSES
SHOULD CONSIDER WHEN THINKING ABOUT MOVING DATA TO A CLOUD HOSTING
ENVIRONMENT?

The CSA has identified some major challenges when organisations move to a cloud
environment. These challenges include the possibility that the cloud provider's systems
and processes may not comply with the cybersecurity requirements of the organisation
(which could in turn be based on relevant legal requirements). Other key considerations
could include encryption of data stored in or transferred to or from the cloud environment, or
liability of the cloud provider in the event of a breach. To address some of these challenges,
the CSA has worked with major cloud providers to develop companion guides that are
specific to their respective cloud services. The companion guides are available on the
CSA's website.

In terms of risk management, organisations should also ensure that there are sufficient
continuity plans to account for the risk of cyber incidents or infrastructure issues that may
be faced by third-party cloud providers. Ideally, organisations should ensure that in addition
to storing data in a cloud environment, there are routine offsite backups to prevent data
loss. Similarly, the cloud provider should have end-of-life and data retention policies that
are consistent with the requirements of the organisation.

Additionally, following the recent amendments to the Cybersecurity Act, an organisation
that relies on a third-party ClI to provide an essential service may be designated as being
responsible for the third-party CII, if the third-party Cll is necessary for the continuous
delivery of the essential service. In these cases, the organisation must obtain several legally
binding commitments from the third party, including that the third party will ensure that any
applicable prescribed technical or other cybersecurity standards are maintained in respect
of the CII.

In terms of data protection, the PDPC has explained in previous enforcement cases
that organisations have the primary responsibility of ensuring that there are reasonable
security arrangements in place to protect the personal data in their possession or under
their control, regardless of whether they have appointed a data intermediary to process
personal data on their behalf. Accordingly, organisations must ensure that any such data
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intermediary complies with the relevant PDPA requirements, or they face the risk of being
liable for data breaches. This would apply to cloud providers that process personal data on
behalf of an organisation.

Organisations should also refer to the PDPC's guidelines relating to cloud computing to
facilitate compliance with the PDPA. Further, where the use of cloud services involves a
transfer of personal data outside of Singapore, organisations must ensure compliance with
the applicable requirements under the PDPA and Personal Data Protection Regulations
2021, which are generally aimed at ensuring that the personal data is provided with a level
of protection that is comparable to that under the PDPA.

HOW IS THE GOVERNMENT IN YOUR JURISDICTION ADDRESSING SERIOUS
CYBERSECURITY THREATS AND CRIMINAL ACTIVITY?

The Singapore government has been implementing a broad range of measures and
strategies to address serious cybersecurity threats and criminal activity.

As discussed above, the government has made key amendments to the Cybersecurity Act,
including the introduction of the new categories of systems under the CSA's purview, and
the enhancement of the CSA'’s powers. The amendments seek to ensure that systems that
are more critical to Singapore are better monitored and protected.

Regarding key requirements for CIl owners, the CSA has published an updated
Cybersecurity Code of Practice for CllI (effective 12 December 2022), which has legal
effect under the Cybersecurity Act. The Code specifies the minimum requirements that ClI
owners must comply with to ensure the cybersecurity of their CII. In particular, the following
protection requirements must be put in place:

 access control: Cll owners must implement authentication techniques for access
into the ClI, maintain logs of all access into the Cll and of all attempts to access the
Cll, and review these logs for anomalous activities regularly;

» system hardening: Cll owners must establish security baseline configuration
standards for the CII;

» network segmentation and network security: Cll owners must segment the network
architecture of the Cll into different segments based on their different security and
risk levels and limit any communications between the different network segments
to a minimum. Where it is necessary for Cll to be connected to external networks,
the CIl owner must implement network security mechanisms between the Cll and
the external network to detect and block malicious network traffic and to secure
network communications, and restrict the direction of data flow to only one-way
unless otherwise necessary for operations;

» remote connection: Cll owners must ensure that all remote connections to the CII
have effective cybersecurity measures to prevent and detect unauthorised access;

» removable storage media: Cll owners shall ensure that strict control is exercised
over the connection of removable storage media and portable computing devices to
Cll; and

* vulnerability assessment and penetration testing: Cll owners shall conduct a
vulnerability assessment of their CllI to identify security and control weaknesses
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within 12 months from when the CIl is designated under the Cybersecurity Act,
and at least once every 12 months thereafter for ClI that are IT systems. Each
vulnerability assessment should include a host security assessment, a network
security assessment and an architecture security review.

In October 2022, the Singapore government established an inter-agency Counter
Ransomware Task Force (CRTF) to develop and make recommendations on possible
policies, operational plans and capabilities to improve Singapore's counter ransomware
efforts. The CRTF published its initial report in November 2022 on the growing ransomware
threat in Singapore. In this report, the CRTF set out its findings and recommendations to
function as 'a blueprint to guide the Government and respective agencies' efforts to secure
Singapore from ransomware attacks'. The CRTF's recommendations comprise four ‘pillars’:
(1) strengthen our defences; (2) disrupt the ransomware business model; (3) support
recovery; and (4) work with international partners.

Separately, in 2019, the CSA launched the Operational Technology (OT) Cybersecurity
Masterplan to consolidate and guide the development of OT cybersecurity initiatives
in Singapore, which address key challenges faced by OT stakeholders from the public
and private sectors and mitigate the emerging threat vectors. With the OT cyber threat
landscape having changed significantly over the past five years, the CSA has since
published an updated OT Cybersecurity Masterplan 2024 to address the evolving cyber
risks and challenges.

The OT Cybersecurity Masterplan 2024 considers the key achievements arising from
the OT Cybersecurity Masterplan 2019, before explaining the evolving cybersecurity
threat landscape and the areas of focus moving forward. These include improving OT
cybersecurity professional competency and pipelines, enhancing information sharing
and reporting, uplifting OT cybersecurity resilience beyond CIl, and establishing an OT
Cybersecurity Centre of Excellence.

The Singapore government also seeks to facilitate the timely sharing of information, which
is useful to identify vulnerabilities and cybersecurity threats. In particular, the Cybersecurity
Act empowers the Commissioner to require Cll owners to furnish information on CllI
in order to ascertain the level of cybersecurity of the ClI, such as information on the
design, configuration and security of the CII or information on the operation of the CII.
The Cybersecurity (Critical Information Infrastructure) Regulations 2018 elaborate on the
detailed categories of information that may be required in this regard. These include, among
others, network diagrams, component details and types of data processed on or stored in
the Cll. The CSA also has powers to investigate cybersecurity threats and incidents in order
to assess their impact, prevent harm from being caused and prevent further incidents from
arising.

Further, Cll owners are required under the Cybersecurity Code of Practice for Cll to
establish procedures to share information with the Commissioner on any cybersecurity
threats and vulnerabilities, and on measures taken in response to such incidents or threats.
The purpose of this requirement is to enable organisations to 'leverage on collective threat
intelligence efforts' to enable proactive actions to prevent or mitigate cyber incidents.

Beyond the Cybersecurity Act, government authorities seek to implement administrative
arrangements and partnerships to facilitate and encourage information sharing. For
example, the Monetary Authority of Singapore (MAS) collaborated with the Financial
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Services Information Sharing and Analysis Center (FS-ISAC), a global cyber-intelligence
sharing industry consortium for financial institutions, to set up the FS-ISAC Asia Pacific
Regional Analysis Centre in Singapore in 2017 for the purpose of threat information sharing
and actionable intelligence, as well as tools and resources to respond to incidents.

To promote public awareness and proactive responses, the CSA regularly shares
information with the public on cybersecurity threats and vulnerabilities. For example,
on 9 September 2024, the CSA together with the Singapore Police Force (SPF) and
PDPC published a joint threat advisory on GhostR, explaining the observed tactics,
techniques and procedures used by the threat actor known as GhostR and recommending
prevention and mitigation measures to reduce the risks of falling prey to cyber incidents
perpetrated by GhostR. On 17 February 2025, the SPF, CSA and MAS published a joint
advisory on unauthorised card transactions made using contactless payment methods
in Singapore. This joint advisory provides recommendations on precautionary measures
against fraudulent activity using phished credit card details. These government authorities
are working with banks, mobile wallet providers and card service providers to combat this
trend of credit card scams.

Meanwhile, the Singapore Computer Emergency Response Team (SingCERT), which
is part of the CSA, provides technical assistance and facilitates communications in
response to cyber incidents. One way in which SingCERT achieves this is by working with
sectoral regulators to issue relevant alerts and advisories to industry players and to inform
companies and affected individuals on cyber threats and incidents.

WHEN COMPANIES CONTEMPLATE M&A DEALS, HOW SHOULD THEY FACTOR RISKS
ARISING FROM PRIVACY AND DATA SECURITY ISSUES INTO THEIR DECISIONS?

Purchasers should consider cybersecurity risks when conducting due diligence for a
transaction in order to mitigate business, investor and consumer risks, which could include
regulatory enforcement action, private litigation, reputational damage and loss of goodwill.

Some important interrelated considerations for purchasers as part of the due diligence
process include the following:

the type, sensitivity and volume of the target entity's data;

» how data is stored by the target entity, the level of access of different persons to data
held by the target entity and the data flows within the target entity as well as to and
from third parties (including subsidiaries);

« the data protection clauses in the target entity's agreements with third parties who
handle or process data on the entity's behalf;

« the target entity's attractiveness to a cybersecurity attack (eg, entities that handle
sensitive classes of data, such as healthcare and financial data, as well as entities
operating in strategic sectors, such as telecommunications and defence, may be
exposed to a higher risk of attacks);

« the value of the data to the target entity's business, and the likely effect of data loss
or a data breach on the target entity (in terms of strategic, regulatory, financial and
other categories of risks);
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the extent and adequacy of existing cybersecurity and data protection systems and
processes put in place by the target entity to mitigate and defend against threats;

 the adequacy of coverage of the target entity's cybersecurity insurance;

* the track record of the target entity and its management in facing and responding
to past cyber incidents and data breaches; and

 any relevant regulatory obligations pertaining to the conduct of cybersecurity due
diligence.

Where business units of the purchaser and target entity may be merged, there are
also likely to be complex issues surrounding the integration of their respective data and
cybersecurity practices due to preexisting differences. It would be helpful in such cases to
develop an integration plan that would achieve the data and cybersecurity requirements of
the combined entity. The plan should include the harmonisation of systems, policies and
employee culture.

If there are known data or cyber incidents that have not been fully resolved by the time of
the transaction, these could be factored into the deal's valuation. For example, contingent
liabilities due to potential regulatory penalties, and projected remediation costs to plug
gaps in the target entity's systems and processes, should be specifically accounted for. If
a data or cyber incident gives rise to long-term business risks, this could potentially lower
the valuation of the company.

Specific indemnities and warranties may sometimes also be necessary to address
the possibility of there being data breaches or cyber incidents that are only detected
post-completion.

HOW ARE BOARDS AND SENIOR MANAGEMENT IN YOUR JURISDICTION EXPECTED
TO OVERSEE CYBERSECURITY AND DATA PROTECTION RISK WITHIN THEIR
ORGANISATION, AND HOW IS THIS EXPECTATION CHANGING IN PRACTICE?

In May 2026, the CSA called on all Cll owners to undertake board-level reviews of their
cybersecurity posture in response to emerging Al-enabled cyber threats. Notably, Senior
Minister of State for Digital Development and Information, Tan Kiat How, urged “This is not
an issue that should be delegated to IT teams alone. It demands leadership attention at
the highest levels.”

Similar expectations apply in the financial sector. The MAS has issued Technology Risk
Management (TRM) Guidelines, which set out principles and best practices for technology
risk governance, oversight and cyber resilience. Parts 3 and 4 of the TRM Guidelines
emphasise that boards and senior management should implement effective internal
controls and risk management practices, possess sufficient expertise to understand and
manage technology risks, establish technology risk management strategies aligned with
the institution's risk appetite, and ensure that technology risk policies and procedures are
regularly reviewed, monitored and enforced.

From a data protection perspective, the PDPC's Guide to Developing a Data
Protection Management Programme (DPMP) provides that senior management should be
responsible for the organisation's overall approach to handling personal data. This includes
defining strategic values and principles relating to data protection, allocating sufficient
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resources to data protection, appointing and empowering a DPO, approving data protection
policies and programmes, overseeing data protection risks as part of broader corporate
governance frameworks, and providing direction on significant complaints, data breaches
and regulatory engagement.

Similarly, from a cybersecurity perspective, the CSA's Cybersecurity Toolkit for Enterprise
Leaders highlights that enterprise leaders play a critical role in ensuring that cybersecurity
is adequately addressed within the organisation. The toolkit identifies five key areas
requiring leadership attention: cultivating cybersecurity leadership within the organisation,
educating employees on cybersecurity, protecting information assets, securing access and
operating environments, and ensuring business cyber resilience.

TO WHAT EXTENT DO REGULATORS SCRUTINISE INTERNAL GOVERNANCE
FRAMEWORKS, INTERNAL ACCOUNTABILITY AND DOCUMENTATION FOLLOWING
MAJOR CYBER INCIDENTS IN YOUR JURISDICTION?

Recent enforcement decisions demonstrate that regulators scrutinise not only technical
security measures but also the adequacy of internal governance and accountability
arrangements. For example, in Eatigo International Pte Ltd [2022] SGPDPC 9, the PDPC
observed that maintaining a comprehensive personal data asset inventory is fundamental
to protecting personal data. In Air Sino-Euro Associates Travel Pte Ltd [2025] SGPDPC [5],
the PDPC highlighted its investigations revealed governance failures which included: the
absence of written arrangements governing cybersecurity responsibilities with IT vendors,
a lack of regular security reviews, and inadequate authentication controls.

Regulators also scrutinise accountability for major technology projects and operational
changes. For example, in Re Marina Bay Sands (MBS) Pte Ltd [2025] SGPDPC 6, the
PDPC considered not only the technical vulnerabilities but also the organisation's internal
migration and change-management processes. The PDPC found that MBS had made a
single employee responsible for manually compiling the list of API configurations without
due second layer checks. This enabled it to conclude that MBS had negligently contravened
the obligation to implement “reasonable security arrangements” to protect personal data
(Section 24 of the PDPA — the protection obligation) as MBS had not taken steps to
minimise the risks of human error.

Overall, regulatory practice in Singapore demonstrates that post-incident scrutiny extends
well beyond technical failings.

WHAT ENFORCEMENT OR LITIGATION TRENDS HAVE EMERGED IN THE PAST YEAR
THAT ORGANISATIONS OPERATING IN YOUR JURISDICTION SHOULD BE AWARE OF?

Most recently, on 28 October 2025, the PDPC imposed a financial penalty of S$315,000
on Marina Bay Sands Pte Ltd in Re Marina Bay Sands Pte Ltd [2025] SGPDPC 6 for
breaching the protection obligation under the PDPA. This is the second-highest individual
financial penalty issued since the PDPA came into force, and the highest since the 2021
amendments, which raised the maximum financial penalty to the higher of S$1 million or
up to 10% of an organisation’s annual turnover in Singapore.

The decision is significant because the PDPC took the opportunity to clarify its approach to
determining financial penalties since the 2021 PDPA amendments (“Penalty Framework”),
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although it emphasised that this serves as a guiding framework rather than a rigid
formula and does not constrain its statutory discretion. The framework is underpinned by
principles of deterrence and proportionality, ensuring that penalties are calibrated to the
seriousness of non-compliance while balancing individuals’ data protection rights against
organisations’ legitimate need to process personal data. It also seeks to ensure consistent
treatment across organisations, while still taking into account factors such as turnover and
case-specific circumstances, and is applied in a fact-sensitive manner.

In broad terms, the framework involves a preliminary assessment of the applicable
statutory maximum penalty, followed by a structured five-step methodology. This includes
assessing the organisation’s level of culpability (ranging from low to high) and the severity
of harm (ranging from slight to severe), deriving a starting penalty range, and then making
adjustments for aggravating and mitigating factors. The PDPC will also consider the
financial impact of the penalty on the organisation’s ability to continue its operations, before
making final adjustments to ensure the outcome is proportionate and achieves effective
deterrence.

The Inside Track

WHEN CHOOSING A LAWYER TO HELP WITH CYBERSECURITY, WHAT ARE THE KEY
ATTRIBUTES CLIENTS SHOULD LOOK FOR?

In general, when seeking advice on cybersecurity from a legal perspective, clients should
look for lawyers with relevant experience, industry knowledge and technical expertise. This
would include, for example, experience in advising on cybersecurity incidents and audits.
Lawyers who are familiar with the broader domestic regulatory landscape would also add
value as their advice would take into account practical realities within the jurisdiction. This
is especially crucial in cases where a single cyber incident attracts the interest of several
regulators.

WHAT ISSUES IN YOUR JURISDICTION MAKE ADVISING ON CYBERSECURITY AND
PRIVACY COMPLEX OR INTERESTING?

Singaporean companies are increasingly digitalising their processes. Advising companies
on cybersecurity and privacy issues as they digitalise requires a considered approach that
can ensure sufficient cyber hygiene and full compliance with personal data obligations
based on the particular risks faced by the company in question. Advising companies on
new developments in cybersecurity and data protection law, such as the enhanced penalty
framework under the PDPA, also presents an interesting challenge especially in cases
where the jurisprudence in Singapore is evolving.

HOW IS THE PRIVACY LANDSCAPE CHANGING IN YOUR JURISDICTION?

Data protection enforcement activity has been stepped up in Singapore in recent years.
This follows recognition by local lawmakers of a need to improve the effectiveness of the
data protection regime, especially in more severe cases. In particular, the financial penalty
cap for breaches of the PDPA has been increased for larger organisations (since late 2022)
to 10 per cent of the organisation's turnover. There is now more regulatory scrutiny where
organisations appear to fall short of their data protection obligations.

Privacy & Cybersecurity 2026 | Singapore Explore on Lexology [


https://www.lexology.com/gtdt/tool/workareas/report/privacy-and-cybersecurity/chapter/singapore?utm_source=GTDTINTELLIGENCE&utm_medium=pdf&utm_campaign=Privacy+%26+Cybersecurity+2026

RETURN TO SUMMARY

WHAT TYPES OF CYBERSECURITY INCIDENTS SHOULD COMPANIES BE PARTICULARLY
AWARE OF IN YOUR JURISDICTION?

Online scams, particularly malware-enabled scams, have been on the rise in Singapore.
These scams often target banking customers. Additionally, the key cyber threats noted
by the CSA in its latest report on the cyber landscape in Singapore include phishing
attempts, ransomware incidents, malware-infected systems and website defacements.
Moving forward, companies should take note of the use of Al technology by threat actors
for malicious activity, particularly the use of deepfakes, which are growing increasingly
sophisticated.

WHAT DEVELOPMENTS DO YOU EXPECT WILL HAVE THE BIGGEST IMPACT ON THE
PRIVACY AND CYBERSECURITY LANDSCAPE IN YOUR JURISDICTION IN THE COMING
YEARS?

Singapore’s cybersecurity and privacy landscape is being shaped by an expanding
regulatory perimeter and a stronger focus on digital infrastructure resilience. These
developments (elaborated further in response to Question 1 above) are likely to
increase regulatory expectations across the supply chain, including through contractual
cybersecurity and resilience obligations for third-party providers and heightened
governance requirements for organisations operating within the digital ecosystem.
Policymakers have acknowledged that these changes will entail necessary compliance
costs to strengthen national cybersecurity and maintain trust in Singapore’s digital
economy. Looking ahead, the anticipated Digital Infrastructure Act will further broaden
regulation to operational resilience risks.
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