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Introduction

Banking litigation in Singapore has continued to evolve against the backdrop of rising 
mnancial cri,ey tightening regulationsy and increasinglx co,ple- cross.border mnancial 
transactionsT

’he Singapore Courts have grappled withy a,ong other thingsy ,isdeliverx clai,s in 
trade mnancingy the doctrine of crxstallisation of joating chargesy e-clusion clauses in 
mnancial invest,ent disputesy and fraud in trade mnancey while regulators have introduced 
signimcant legislative and enforce,ent ,easures to address sca,sy ,onex launderingy 
and digital assetsT

’hese develop,ents highlight SingaporeRs dual role as both a global mnancial centre 
and a Aurisdiction deter,ined to balance co,,ercial certaintx with robust investor and 
consu,er protectionT

Year in review

(ecent cases

Bills of lading held as securitx bx banks

) bill of lading IBLE affords the holder the right to suey which can be transferred fro, 
international traders to trade mnance banks as securitx for trade credit facilitiesT Hn doing 
soy the bank beco,es the lawful holder of the BLy and obtains the right to take deliverx of 
the cargoy or sue the carrier in the event of ,isdeliverxT

’raditionallxy a bank that held a BL could e-pect near.auto,atic success in a cargo 
,isdeliverx clai, against a carrier in applxing for su,,arx Audg,entT Carriers so,eti,es 
defend such clai,s bx arguing that the bank would have consented to release the cargo 
without the BL being presented in anx eventy ,eaning no loss was causedT ’his defence 
succeeded before the Wnglish Court of )ppeal in Unicredit Bank v Euronav[1] but failed in 
the recent Singapore Oigh Court decision in The Maersk Katalin. Wven soy the Oigh CourtRs 
decision in The Maersk Katalin[2] underscores the principle that a bankRs securitx ,ax be 
co,pro,ised if a carrier can prove that the bank would have consented to the discharge 
of cargo without presentation of the BLsT

Hn The Maersk Kataliny Pinson Mil ’rading qte Ltd IPinsonE sold a cargo of oil to Oin Leong 
’rading IOL’ET ’he vessel ownersy Uaersky delivered the cargo to OL’ without production of 
the BLsy relxing instead on a letter of inde,nitx fro, PinsonT OL’ subse'uentlx pledged the 
BLs to Gnited Mverseas Bank IGMBE in e-change for mnancingy and went insolvent without 
repaxingT GMBy as pledgee and holder of the BLsy sued Uaersk for ,isdeliverxT

Uaersk ad,itted deliverx without the relevant BLs but raised a Vcausation defenceVy arguing 
that even if it had not released the cargoy GMB would eventuallx have authorised deliverx 
without presentation of the BLs and thereforey that UaerskRs breach did not cause GMBRs 
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lossT Oowevery the Oigh Court reAected this defence and held that it was the defendantsR 
burden to provey on the balance of probabilitiesy that GMB would indeed have authorised 
deliverx without the BLsT ’his was not establishedT ’he Oigh Court e,phasised that banks 
take BLs as securitx for a reasony and absent co,pelling co,,ercial Austimcationy it cannot 
be assu,ed thex would voluntarilx give up that securitxT

’he court also distinguished the Wnglish decision in Unicredit Bank AG v Euronav NV-
y where the bankRs ,isdeliverx clai, failed because the evidence suggested the bank 
would probablx have consented to deliverx without the production of the BLsT Hn The 
Maersk Kataliny bx contrasty the defendantsR counterfactual scenario was speculative and 
unsupportedT GMB had consistentlx ,aintained that Uaersk should have retained the 
cargo until the BLs were presentedT

Phile the Oigh Court ruled in GMBRs favour in The Maersk Kataliny the Audg,ent suggests 
that if a carrier can prove that the bank would have authorised deliverx without the BLsy the 
bankRs securitx ,ax be defeatedT ’his is an i,portant decision for banks engaged in trade 
mnancing with BLs as securitxT

Crxstallisation of joating charges

’he Singapore Court of )ppealRs decision in Malayan Banking Bhd v Bakri Navigation 
Company Ltd [3]provides signimcant clarimcation on the doctrine of crxstallisation of 
joating chargesy in particular the circu,stances in which a joating charge ,ax crxstallise 
bx operation of lawT Hn dis,issing the BankRs appealy the Court reaFr,ed the li,ited 
scope of this doctrine and placed i,portant li,its on lendersR abilitx to relx on auto,atic 
crxstallisation in cases involving transactions outside the ordinarx course of businessT

’he  case  arose  fro, a  dispute  between Ualaxan  Banking  IBankE  and  third.partx 
purchasers of a vessel under construction bx N:; ’ech Sdn Bhd IN:;ET N:; had granted 
the Bank a series of debentures creating m-ed and joating charges over its assetsT 
/ollowing various transactions between N:; and the purchasersy the Bank clai,ed that 
these transactions were outside N:;Rs ordinarx course of business and had auto,aticallx 
crxstallised the joating charge over the vesselT ’he Banky thereforey sought to assert 
prioritx over the purchasersR interestT

’he Oigh Court reAected this argu,enty holding thaty to begin withy the transactions did not 
fall within the scope of the auto,atic crxstallisation provisions in the debenturesy and in 
anx eventy dealings outside the ordinarx course of business did not in the,selves trigger 
crxstallisationT Mn appealy the Court of )ppeal conmr,ed that crxstallisation Vas a ,atter 
of lawV occurs onlx in two li,ited circu,stances$ IiE winding up of the co,panx2 and IiiE de 
facto cessation of tradingy such as disposal of substantiallx the whole of the undertakingy 
and reAected the BankRs argu,ents raised at the Oigh CourtT

’his decision underscores the narrow circu,stances in which a joating charge ,ax 
crxstallise bx operation of lawy and serves as an i,portant re,inder to lenders to e-ercise 
caution when seeking to relx on auto,atic crxstallisation clausesT Hn particulary lenders 
should not assu,e that transactions outside the ordinarx course of business willy without 
,orey trigger crxstallisationy unless such dealing with the asset subAect to the joating 
charge clearlx shows that it is done with the view of ceasing businessT

Clai, for mnancial invest,ent loss and the role of e-clusion 5 non.reliance clauses
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’he recent Oigh Court decision in Glassberg, Jonathan William v UBS AG Singapore Branch 
IGlassbergE [4]provides a ti,elx reaFr,ation of how Singapore courts approach private 
banking clai,s against banks for invest,ent lossesT ’he dispute arose when a private 
banking clienty Ur :lassbergy invested GS13T0 ,illion in the Direct Lending Hnco,e /und 
IDLH/E at the reco,,endation of his relationship ,anagerT ’he DLH/ later collapsed a,idst 
revelations of fraud in its ,anage,entT ’he plaintiff arguedy a,ong other thingsy that GBS 
breached contractual and tortious duties to provide careful invest,ent advice and should 
be held vicariouslx liable for its e,ploxeeRs conductT

’he Oigh Court reAected these clai,s on ,ultiple groundsT ),ong other thingsy the Oigh 
Court found that the contractual provisions relied on bx the plaintiff in his clai,y did not 
applx on the factsy as thex were for services to be rendered bx an invest,ent specialist and 
not his relationship ,anagerT ’he invest,ent in the DLH/ was thus outside the contractual 
scope of the bankRs specialised advisorx servicesy and the plaintiffRs clai, for breach of 
contract based on the contractual provisions governing such advisorx services could not 
succeedT Secondy the Court held that GBS did not owe the plaintiff a tortious dutx of 
careT Cruciallxy the contractual fra,ework placed responsibilitx for invest,ent decisions 
s'uarelx on the clienty who had represented hi,self as a sophisticated investorT

) central the,e in the Audg,ent is the role of non.reliance and e-clusion of liabilitx clausesT 
GBS relied on non.reliance clauses Iwhich provide that clients bear all risks of invest,ent 
decisions and that anx advicey if providedy is without responsibilitx on the bankRs partE and 
e-clusion clauses to negate a tortious dutx of care owed to the plaintiffT ’he Court upheld 
these clauses as reasonable under the Gnfair Contract ’er,s )ct IGC’)Ey e,phasising 
that such clauses are standard across the industrx and reject the co,,ercial realitx 
that banks cannot underwrite the perfor,ance of everx invest,ent offered to clientsT 
Notablxy the Court accepted e-pert evidence that such e-clusions are Vfoundational and 
well understoodV in private bankingT

’he case illustrates how banks ,ax be able to e-clude a dutx of care owed to custo,ers for 
advice on invest,ent through a co,bination of I4E careful delineation of the relationship 
between client advisers and invest,ent specialistsy I3E contractual ter,s re'uiring clients 
to take personal responsibilitx for invest,ent decisionsy and I7E robust e-clusion and 
li,itation clausesT /or private banking clientsy the decision is a re,inder that courts will 
generallx uphold contractual allocations of risky particularlx where clients are e-perienced 
and sophisticatedT

’he decision in the Oigh Court was subse'uentlx upheld on appeal in the )ppellate 
Divisiony[5] wherein the )ppellate Division reaFr,ed that where a bank has e-presslx 
provided that the custo,er will V,ake his own assess,entV and Vrelies on his own 
Audge,entVy and that the bank is under no obligation to provide invest,ent advice and 
where it does soy is Vdone without anx responsibilitxV to the custo,ery such a non.reliance 
clause suFcientlx negates anx voluntarx assu,ption of responsibilitx and reasonable 
reliancey therebx precluding the mnding of a dutx of care owed bx the bankT

Letters of credit

Mn 34 )ugust 3J36y the Court of )ppeal overruled Crédit Agricole and aFr,ed in Winson 
Oil Trading Pte Ltd v. Oversea-Chinese Banking Corporation (OCBC) Limited IWinson OilE 
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[6]that the fraud e-ception for letters of credit ILCsE ,ax applx ify in presenting docu,ents 
for pax,enty a benemciarx ,akes a false representation without belief in its truthy which 
includes recklessness in the sense of being indifferent to the truthT ’his clearlx widens the 
door for mnancial institutions seeking to relx on the fraud e-ceptionT

’he Court of )ppeal identimed a nu,ber of red jags that showed that Pinson Mil was 
reckless and did not honestlx believe in the truth of its state,ents in the letters of inde,nitx 
ILMHsE presented to the banks for pax,ent under the LCsT ’he red jags included$

4T LMHs and copies of the BLs were used instead of the original BLsy despite the fact 
that all relevant parties were based in Singaporey which should have facilitated the 
ease in producing the original BLs and loading docu,entsT

3T Pinson MilRs failure to follow up with Oin Leong for the production of the original 
BLsT

7T Phen MCBC reAected Pinson MilRs mrst presentation on the basis that no phxsical 
cargo was shippedy instead of disputing MCBCRs basisy Pinson MilRs reaction was 
to tender the sa,e docu,ents to Standard Chartered Bank ISingaporeE Ltdy and to 
,ake a second re'uest for pax,ent to MCBC in respect of the cargo purportedlx 
shipped on a different vessel insteadT

6T Pinson Mil had e-pressed concerns to MCBC about the clean title of the cargo with 
respect to the prospective sale to a third partxy but had no such concerns when the 
sale was to Oin LeongT

’he Court of )ppeal also clarimed that a consistent approach should be taken with respect 
to the standard of fraudT /raud is proven where it is shown that a false representation was 
,ade$

4T knowinglx2

3T without belief in its truth2 or

7T recklesslxy careless whether it is true or falseT

’hese re'uire,ents will applx whether in the conte-t of the fraud e-ception for LCsy the 
fraud e-ception in respect of other mnancial instru,ents such as perfor,ance bonds and 
de,and guaranteesy or co,,on law fraud or tort of deceitT

’he Court of )ppeal also found that circular trading on its own is not unusual as there could 
be strategic or co,,ercial reasons for the sa,eT ) si,ultaneous sale and buxback of 
goods transaction isy without ,orey not deter,inative of whether the transaction is a sha,T 
’his reinforces other recent decisions such as UniCredit Bank AG v. Glencore Singapore 
Pte Ltd [7]Idiscussed in the previous edition of this ReviewE in which the Singapore courts 
drew a distinction between circular trades where no deliverx of goods was conte,platedy 
against those where no trading was conte,plated at allT Mnlx the latter constitutes a sha,T

(ecent legislative develop,ents

’he qrotection fro, Sca,s )ct 3J30[8]
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’he Singapore govern,ent has continuouslx i,ple,ented new ,easures to counter the 
onslaught of sca,sT

Mn 9 Zanuarx 3J30y the qrotection fro, Sca,s )ct 3J30 was passed and ca,e into 
effect on 4 Zulx 3J30T ’he new )ct enables the qolice to better protect sca, victi,s who 
believe that thex are not being sca,,ed despite evidence showing otherwiseT Gnder the 
)cty specimed police oFcers have the power to issue restriction orders I(MsE to banks if 
thex have reason to believe that an individual is effecting transfers or withdrawals fro, 
their account to benemt a sca,,ery and that a (M is necessarx for the protection of 
the sca, victi,T Phen an (M is in forcey banks are prohibited fro, allowing transfer or 
withdrawals of ,onex fro, anx bank account ,aintained bx the sca, victi,y including 
anx Aoint account with another partxT ) specimed police oFcer ,ax varx a (M to allow 
an individual access to ,onies for legiti,ate reasons IeTgTy living e-pensesEy upon the 
individualRs applicationT Wach (M will last for a ,a-i,u, of 7J daxs and ,ax be e-tended 
up to mve ti,esy if necessarxT

’he (My which prohibits banks fro, allowing withdrawals and transactionsy fetters the 
banksR ,andate to carrx out their custo,ersR instructionsT ’husy banks should ensure 
that their ter,s and conditions governing accounts ade'uatelx provide that thex need not 
act on a custo,erRs instructions in the event that the banks are obliged to co,plx with 
regulatorx or statutorx re'uire,entsy including the (MsT

’o enhance its anti.,onex laundering I)ULE and countering mnancing of terroris, IC/’E 
regi,ey Singapore has passed legislative a,end,ents which willy inter aliay enable ,ore 
effective prosecution of ,onex laundering offencesT

’he )nti.Uonex Laundering and Mther Uatters )ct 3J36[9]

’he )nti.Uonex Laundering and Mther Uatters )ct 3J36 Ithe )ULMU )ctE was passed on z 
)ugust 3J36T ’he following provisions in the )ULMU )ct ca,e into effect on 46 Nove,ber 
3J36$

4T Section  0z  of  the  Corruptiony  Drug  ’raFcking  and  Mther  Serious  Cri,es 
IConmscation of BenemtsE )ct 4••3 Ithe CDS)E has been a,ended such that the 
prosecution will no longer need to prove that the ,onies allegedlx laundered in 
Singapore were proceeds directlx linked to specimc cri,inal conducty nor show 
the co,plete trail of ,onies fro, the point the cri,e was co,,itted overseas to 
the point the ,onies were deposited with the ,onex laundererT Hnsteady it will be 
suFcient to prove that the ,onex launderer knew or had reasonable grounds to 
believe that he or she was dealing with cri,inal proceeds2

3T the Hnco,e ’a- )cty the :oods and Services ’a- )cty the (egulation of H,ports and 
W-ports )ct and the /ree ’rade 8ones )ct have been a,ended to allow govern,ent 
agenciesy such as the Hnland (evenue )uthoritx of Singapore and Singapore 
Custo,sy to share ta- data and trade datay respectivelxy with the Suspicious 
’ransaction (eporting MFce2

7T Singapore courts can now order the sale of seiKed properties without partiesR 
consent if thex are satismed that$

4T
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@ the value of the propertx is likelx to depreciatey or undue costs are 
involved in ,aintaining it2 or

@ the sale would be in the interests of Austice2 and

6T the Cri,inal qrocedure Code has been a,ended to e,power Singapore courts to 
better deal with absconded suspectsy through depriving the, of the mnancial gain 
of their UL and other cri,inal activitiesy if thex refuse to return to Singapore for 
investigationsT

New offences under the CDS)

Mn L /ebruarx 3J36y the a,end,ents to the CDS) ca,e into forceT ’hese a,end,ents 
ai, to curb the facilitation of sca,s and the ,ove,ent of cri,inal proceedsy in particulary 
the ,onex ,ules and their role in these activitiesT Gnder the a,end,entsy as long as 
a person co,,its the prescribed acts VrashlxV or VnegligentlxVy an offence will have been 
co,,ittedT

(ash ,onex laundering occurs when a person carries out a transaction to deal with 
propertx for so,eone else while having suspicions that he could be dealing with cri,inal 
benemtsy but did not ,ake further en'uiries to address those suspicionsT Negligent ,onex 
laundering occurs when a person continues with a transaction despite the presence of red 
jags that are noticeable bx an ordinarxy reasonable personT

Gnder the new Section 00)y a person could be guiltx of assisting another person to retain 
the benemts of cri,inal conduct if$

4T the value of the propertx with which the person dealt is disproportionate to their 
known sources of inco,e2

3T the person allowed the other person to accessy operate or control their pax,ent 
account and failed to take reasonable steps to mnd out the purpose of this 
arrange,ent2

7T the person received or transferred ,onex in their pax,ent account and failed to 
take reasonable steps to mnd out the source or destination of the ,onex2 or

6T the person received ,onex fro, or transferred ,onex to the other person and failed 
to take reasonable steps to mnd out the other personRs identitx and phxsical locationT

Changes to court procedure

’he W-press ’rack under Mrder 6z) of the (MC 3J34y[10] i,ple,ented on 4 Zulx 3J36y 
is a new opt.iny consent.based sche,e applicable to originating clai, co,,enced in 
the :eneral Division of the Oigh Court that ai,s to facilitate a relativelx 'uick and 
cost.effective resolution of certain txpes of disputes within four daxs of trialT ;arious 
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features of the W-press ’rack that serve to ensure that the trial will take place within nine 
,onths after the action is placed on the W-press ’rack include$

4T ,andatorx  production  of  docu,ents  relied  on  bx  parties  to  prove  anx 
allegations contained in the pleadings and ,andatorx e-change of aFdavits of 
Wvidence.in.Chief I)WHCsE before production of docu,ents2

3T the bodx of )WHCs Ie-cluding e-hibitsE is li,ited to 7J pagesy with a view towards 
li,iting the duration of cross.e-a,ination at trial2

7T interlocutorx applications to be ,ade bx wax of a S)q’ and will be decided bx the 
court without hearing oral argu,ents2

6T unless the court directs otherwisey closing sub,issions to be ,ade orallx at the end 
of trial2 and

0T trial not to e-ceed four daxs Ie-cluding ti,e spent on oral closing sub,issionsET

)ll decisions in relation to the ,atters above that is ,ade bx a Audge in an W-press ’rack 
action are non.appealabley e-cept for decisions that are in the nature of$

4T a Audg,ent given bx the Audge after the trial2 and

3T a Audg,ent or order bx the Audge that would bring the action to an end or prevent the 
action fro, proceeding furthery such as in a case where a striking out applicationy 
or su,,arx Audge,enty is grantedT

Interim measures

)sset preservation orders fre'uentlx arise in Singapore banking disputesy where clai,s 
often involve allegations of fraudy ,isappropriationy or conceal,ent of fundsT Hn Zhong 
Renhai & Others v Goh Sock Ngee & Othersy [11]the Oigh Court upheld both a worldwide 
freeKing order IP/ME and proprietarx inAunctions in a S196 ,illion fraud disputeT ’he kex 
issues were$

4T whether the clai,ants showed a good arguable case and a real risk of dissipation 
Austifxing a P/M2

3T whether there was a serious 'uestion to be tried supporting proprietarx inAunctions2 
and

7T whether the inAunctions were tainted bx delaxy abuse of processy or ,aterial 
non.disclosureT

/irsty the court found that the clai,ants satismed this re'uire,ent bx showing evidence 
of e-tensive unauthorised transactions supported bx a forensic accounting report and 
corroborating co,,unicationsT /urthery the fabricated U’4J7 pax,ent advice was 
suFcientlx indicative to support an inference that the defendants ,ight dissipate assets 
to frustrate enforce,entT Secondy the court found that the clai,ants had shown a serious 
'uestion to be tried and that the balance of convenience favoured preservation of the 
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identimed fundsy given that da,ages would be an inade'uate re,edx if the assets were 
dissipatedT ’hirdy regarding the alleged abuse of processy the court found that the delax 
in bringing the application was e-plained bx the need for forensic investigationy and the 
urgencx of the ,atter Austimed an ex parte applicationT ’he alleged non.disclosures were 
assessed as inadvertent rather than deliberatey and werey thereforey insuFcient to warrant 
discharging the inAunctionT

’he Audg,ent carries broader signimcance for banking and mnance disputes in several 
respectsT

/irsty it reaFr,s the Singapore courtsR willingness to grant robusty cross.border freeKing 
and proprietarx relief where evidence shows deliberate dishonestx and conceal,enty even 
before trialT Secondy it clarimes that fabricated docu,ents and false mnancial reportingy can 
bx the,selves ground an inference of dissipationy therebx further clarifxing the evidential 
threshold for clai,ants seeking asset preservationT ’hirdy it highlights the i,portance 
of full and frank disclosure in ex parte applicationsy while also showing that inadvertent 
o,issions ,ax not auto,aticallx invalidate relief if thex do not ,islead the courtT

/or banksy the case underscores the heightened scrutinx that will be applied to accounts 
i,plicated in alleged frauds and the risk that such accounts ,ax be froKeny with potential 
conse'uences for ongoing banking relationshipsT

Privilege and professional secrecy

Banks ,ax ,aintain litigation privilege over investigation reports and drafts created during 
internal investigations if the reports and drafts were prepared for the sole or do,inant 
purpose of reasonablx conte,plated litigation$ Skandinaviska Enskilda Banken AB v. Asia 
PaciIc Breweries (Singapore) Pte LtdT[12]

’he Wvidence )ct 4L•7 IW)E was a,ended in 3J43 to e-tend legal advice privilege to 
co,,unications with in.house counsel in their legal capacitxT[13]

fn Wee Shuo Woony [14]the Court of )ppeal held that privilege is not auto,aticallx lost 
if docu,ents are unlawfullx ,ade public2 the kex 'uestion is whether the infor,ation 
has trulx lost its conmdential characterT ’his is reassuring for banksy which are fre'uent 
targets of cxber incidentsy as it ,eans privileged ,aterial re,ains protected even if 
leakedy provided conmdentialitx is not irretrievablx lostT Hnstitutions should ensure robust 
incident.response protocols to identifx and 'uarantine privileged docu,ents swiftlx after 
a breachy both to preserve privilege and to ,eet regulatorx e-pectationsT

’he decision in Ravi [15]sets out a structured fra,ework for handling seiKed ,aterials that 
,ax contain privileged infor,ationT Lawxers ,ust specimcallx identifx privileged ,aterialsy 
and an independent )ttornex.:eneralRs Cha,bers Vprivilege tea,V reviews these ,aterialsT 
Hf there is a disputey the client ,ust seek court interventionT /or banksy this underscores 
the need for Vprivilege readinessV in dawn.raid protocolsy including ,aintaining privilege 
registers and training staff to respond 'uicklxT

Collectivelxy these cases highlight the courtsR prag,atic approachy the i,portance of 
operationalising privilegey and the risks of inadvertent waiverT Banking lawxers who 
internalise these lessonsy bx segregating legal advicey protecting conmdentialitxy and 
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engaging proactivelx with investigatorsy will be best e'uipped to navigate the increasinglx 
co,ple- interface between regulatorx enforce,ent and professional secrecxT

Jurisdiction and con>icts of law

Gnder Mrder L rule 4 of the (ules of Court 3J34y the :eneral Division will per,it service of an 
originating process outside Singapore if I4E the clai, discloses a prescribed or otherwise 
suFcient connecting factor to Singaporey such as the place of contracty governing lawy 
location of partiesy or situs of assetsy I3E the clai,ant shows a serious issue to be triedy 
and I7E Singapore is the Yorum conveniensT ) defendant ,ax still obtain a stax bx satisfxing 
the Spiliada test Ina,elxy proving that another foru, is clearlx ,ore appropriate in light 
of factors such as the location of partiesy witnesses and evidencey the governing lawy the 
place of perfor,ancey and anx parallel proceedingsET

’hese issues are particularlx co,ple- in banking and mnance casesy which often involve 
,ulti.Aurisdictional transactionsy foreign lawy and assets or counterparties in ,ultiple 
countriesT ’he courts undertake a detailed factual and legal analxsis to deter,ine the 
,ost suitable foru,y balancing eFciencxy fairnessy and the risk of inconsistent Audg,entsT 
’he (MC 3J34 also provides a non.e-haustive list of connecting factors to guide the 
courtRs assess,enty rejecting the realities of ,odern cross.border co,,erceT Hn Three 
Arrows Capital Ltd v Cheong Jun 1oongy [16]the Court upheld service out of Aurisdiction and 
recognised foreign li'uidation proceedingsy holding that crxptocurrencx is propertx and 
its situs is the place of residence of the person controlling the private kexT ’he decision 
illustrates SingaporeRs prag,aticy fact.sensitive approach ad underscores the need for 
robust Aurisdiction clauses and careful ,anage,ent of cross.border enforce,ent riskT

Sources of litigation

(ising sca, and cxbercri,e cases in Singapore

Hn recent xearsy sca,s where bank custo,ers are tricked into giving access to their 
bank accounts have beco,e prevalent in SingaporeT Hn 3J36y Singapore reported a record 
nu,ber of sca, and cxbercri,e casesy totaling 00yL4Jy co,pared with 0Jy79z cases in 
3J37y with at least S14T4 billion lost to fraudstersy a substantial Au,p fro, at least S1z04TL 
,illion in 3J37T[17] ’he growing sca, issue has increased public scrutinx of banks and the 
avenues of recourse for custo,ers who suffer losses fro, sca,sT ’he GM Supre,e Court 
has conmr,ed in Philipp v. Barclays Bank UK Plc [18]that a bank will not be liable where it 
has followed a custo,erRs e-press instructionsy even if the custo,er has been sca,,edT 
’he Supre,e Court observed that the 'uestion of whether banks should bear so,e or all 
liabilitx for pax,ent sca,s is a 'uestion of social policx for govern,ents and regulatorsT 
Ht will not be surprising if a si,ilar case co,es before the Singapore courts in due courseT

Litigation and regulatorx action bx U)S against Singapore banks
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’he DMHB investigations continue to generate legal and regulatorx develop,ents in 
SingaporeT /ollowing the discoverx of widespread ,isappropriation of fundsy U)S 
undertook its ,ost e-tensive )UL review to dateT (egulatorx enforce,ent included the 
withdrawal of the licences of BSH Bank and /alcon Banky as well as mnancial penalties 
a,ounting to appro-i,atelx S13• ,illion against several other banksy including Standard 
Charteredy DBSy GMBy GBSy Couttsy Credit Suisse and BSHy a,ong other thingsT

Civil proceedings arising out of the scandal have also reached the Singapore courtsT 
Hn )ugust 3J36y the Oigh Court dis,issed BSH BankRs atte,pt to strike out a GS17•6 
,illion clai, brought bx 4UDB and its subsidiarx BraKen Skxy per,itting the case to 
proceed to trialT Uore recentlxy in Zulx 3J30y li'uidators for 4UDB co,,enced proceedings 
in the Singapore Oigh Court against Standard Chartered Banky seeking a return of 
appro-i,atelx GS13T9 billionT ’he clai, centres on allegations that the bank processed 
a series of suspicious transactions between 3JJ• and 3J47 that enabled the diversion of 
,isappropriated fundsT Standard Chartered has denied liabilitxy pointing to its cooperation 
with regulators and asserting that re,edial action was taken at the relevant ti,eT

’hese proceedings are signimcant as thex raise 'uestions regarding the scope of a bankRs 
liabilitx where its co,pliance sxste,s are alleged to have failed in detecting large.scale 
fraudT Hn particulary thex highlight the challenges mnancial institutions face in balancing 
contractual protectionsy regulatorx obligationsy and the risk of subse'uent civil clai,sT 
Phile contractual e-clusion clauses are fre'uentlx relied upon in private banking to li,it 
liabilitx for invest,ent outco,esy thex cannot shield institutions fro, liabilitx arising fro, 
regulatorx breaches or sxste,ic )UL demcienciesT

/or banking lawxersy these develop,ents underscore the i,portance of clear contractual 
docu,entationy robust co,pliance fra,eworksy and close align,ent between contractual 
ter,s and regulatorx obligationsT ’hex also illustrate the increasing willingness of 
courts to allow clai,s against mnancial institutions to proceed to trial where serious 
allegations of co,pliance failures are ,adeT ’he outco,es of these cases will provide 
i,portant guidance on the allocation of risk between banks and clients in cases involving 
co,ple- fraudsy and will infor, both litigation strategx and the structuring of contractual 
protections in banking relationshipsT

Regulatory impact

(evisions to )UL 5C/’ Notices

Mn 7J Zune 3J30 and 4 Zulx 3J30y U)S published revised )UL 5 C/’ Notices and 
:uidelines applicable to /Hs and variable capital co,panies I;CCsEy which took effect fro, 
4 Zulx 3J30T

qrior to the revisiony the )UL 5 C/’ Notices did not e-presslx refer to proliferation mnancing 
Iq/ET :iven that q/ risks are a feature of SingaporeRs )UL 5 C/’ regulatorx fra,eworky U)S 
has a,ended the )UL 5 C/’ Notices to clarifx that UL includes q/y and accordinglxy the 
re'uire,ent for /Hs and ;CCs to carrx out UL 5 ’erroris, /inancing I’/E risk assess,ents 
includes q/ risk assess,ents as wellT
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U)S also a,ended the )UL 5 C/’ :uidelines to clarifx the suspicious transaction reports 
IS’(sE mling ti,elines for /Hs and ;CCsT Gnder the Noticesy /Hs and ;CCs are re'uired to 
ensure that S’(s are mled pro,ptlxT U)S has clarimed in the :uidelines that the mling of 
an S’( should not e-ceed mve business daxs after suspicion was mrst establishedy save 
in e-ceptional or e-traordinarx circu,stancesT Hn cases involving sanctioned parties and 
parties acting on behalf of or under the direction of sanctioned partiesy /Hs and ;CCs 
should mle their S’(s as soon as possibley and no later than one business dax after 
suspicion was mrst establishedT U)S also clarimed that Vestablish,ent of suspicionV refers 
to the point when an /H or ;CC concludes that S’( mling is warranted based on available 
infor,ationy the circu,stances and its investigationsT

U)S :uidelines on Consu,er qrotection Ueasures bx Dq’ Service qroviders

Mn 3 )pril 3J36y the U)S issued its :uidelines on Consu,er qrotection Ueasures bx Dq’ 
Service qroviders IqS.:J7E Ithe :uidelinesE setting out the ,easures that it e-pects a Dq’ 
service provider should have in place to address consu,er protection risksT ’he ,easures 
include$

4T segregating custo,ersR assets and placing the, in a trust account for the benemt 
of custo,ers2

3T creating strong risk ,anage,ent sxste,s and controls to safeguard custo,ersR 
assets2 and

7T restricting anx dealings with assets of retail custo,ersT

’hese ,easures take effect on 6 Mctober 3J36T ’he :uidelines were recentlx revised on 
4• Septe,ber 3J36 to include further consu,er protection ,easuresy including$

4T custo,er access ,easures2

3T e-panded conjict of interest ,easures2 and

7T other business conduct ,easuresT

’he additional ,easures took effect on 4• Zune 3J30T

Shared (esponsibilitx /ra,ework

’o co,bat sca,sy the U)S and Hnfoco,, Uedia Develop,ent )uthoritx i,ple,ented 
the :uidelines on Shared (esponsibilitx /ra,ework IS(/ :uidelinesE and the revised 
W.qax,ents Gser qrotection :uidelines IW.qax,ents :uidelinesE Icollectivelxy :uidelinesEy 
which took effect on 4z Dece,ber 3J36T

’he :uidelines applx to I4E banks and relevant pax,ent service providers I/HsE that have 
issued a protected account Ias demned in the :uidelinesEy I3E ,obile network operators 
under the ’eleco,,unications )ct 4•••y which provide cellular ,obile telephone services 
I’elcosE and I7E account usersT

’he W.qax,ent :uidelines concern unauthorised transactions and erroneous transactionsT 
’he S(/ :uidelines are li,ited to a demned scope of phishing sca,sT
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’he :uidelines sets out anti.sca, duties for /Hs Isuch as i,posing a cooling off period 
of at least 43 hours where high.risk activities cannot be perfor,edy providing notimcation 
alerts on a real.ti,e basis to account holders for high.risk activities and a kill switch for 
an account holder to pro,ptlx block further ,obile and online access to the protected 
accountET ’he S(/ :uidelines outline the duties of ’elcos Isuch as delivering Sender HD 
SUS to subscribers onlx if it is received fro, authorised aggregators Iwho are licenced 
bx the Hnfoco,, Uedia Develop,ent )uthoritx to send SUS that bears a Sender HD and 
i,ple,enting an anti.sca, mlter for all SUS containing ,alicious GWLs in a designated 
databaseET

’he S(/ :uidelines provide a Vwaterfall approachV as to which partx is to bear the loss 
arising fro, a covered phishing sca,$

4T the /H is to bear anx loss if the loss arises fro, anx non.co,pliance bx the /H with 
anx of its duties set out in the :uideline2

3T if the /H has co,plied with all its duties and the loss arises fro, the ’elcoRs 
non.co,pliance with its duties under the :uidelinesy the ’elco is e-pected to bear 
the loss and co,pensate the consu,er2

7T if both the /H and the ’elco fail to co,plx with their respective dutiesy the /H will bear 
the loss2 and

6T if both the /H and the ’elco have carried out their duties under the :uidelinesy the 
consu,er bears the full lossT

’he S(/ :uidelines have a nu,ber of i,portant li,itations$ thex onlx cover phishing 
sca,s with a digital ne-us Iwhere a consu,er is deceived into clicking on a phishing 
link and entering his credentials on a fake digital platfor,y therebx unknowinglx revealing 
these credentials to the sca,,erE and a Singapore ne-us Ithe sca,,er should either be 
Singapore.based or based overseas and offering services to Singapore residentsET ;icti,s 
of phishing sca,s that do not ,eet those criteriay unauthorised pax,ent transactions 
occurring fro, hacking or the installation of ,alwarey or pax,ent transactions actuallx 
authorised bx sca, victi,s will have to seek alternative avenues of dispute resolution if 
thex wish to obtain recourseT

Outlook and conclusions

Looking aheady banking litigation in Singapore is e-pected to be shaped bx three kex 
trends$ I4E heightened regulatorx interventiony I3E the growth of sca,.related disputesy and 
I7E the integration of digital assets into ,ainstrea, mnancial servicesT

U)SR strong enforce,ent stancey together with new statutorx regi,es such as the 
qrotection fro, Sca,s )ct 3J30 and the )nti.Uonex Laundering and Mther Uatters )ct 
3J36y will likelx generate further litigation as mnancial institutions and custo,ers test 
the li,its of these obligationsT )t the sa,e ti,ey contractual allocation of risk Ithrough 
e-clusion clausesy securitx arrange,entsy and Aurisdiction agree,entsE will re,ain a focal 
point for dispute resolutionT )s mnancial services continue to digitalise and regulators 
push for higher co,pliance standardsy banks and their counsel should e-pect litigation 
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to beco,e ,ore co,ple-y involving ,ore cross.border ele,entsy and beco,e ,ore 
intertwined with regulatorx accountabilitxT
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