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Chapter 2 7

Generative AI and Cyber 
Risk in Singapore

Drew & Napier LLC Albert Pichlmaier

Lim Chong Kin David N. Alfred

particularly in terms of unexpected harms.  Governments 
around the world have responded to this in various ways.  
In Singapore, the Personal Data Protection Commission 
(“PDPC”), Singapore’s data protection authority, released its 
first edition of the Model AI Governance Framework in January 
2018, and its second edition3 one year later.  Both of these have 
been well-received internationally. 

In 2023, the Singapore government issued its second 
National Artificial Intelligence Strategy, “NAIS 2.0”.  While 
NAIS 2.0 continued to promote the adoption of AI technology, 
it also acknowledged that there were risks to and from AI for 
which the government would take differentiated approaches 
to manage, ranging from regulatory moves to voluntary guide-
lines.  In the same vein, in June 2023, a discussion paper was 
published by Singapore’s Infocomm Media Development 
Authority (“IMDA”), together with Aicadium, on key risks that 
have emerged from GenAI.4 

As the Model AI Governance Framework generally consid-
ered the context of traditional AI, the newly established 
AI Verify Foundation (“AIVF”), spearheaded by the IMDA, 
published a supplementary Model AI Governance Framework 
for Generative AI5 (“Model Framework for GenAI”) in May 
2024.  More recently, in July 2024, the Cybersecurity Agency 
of Singapore (“CSA”) highlighted the rise of AI as a trend 
to watch, with malicious actors likely to benefit from AI to 
enhance cyber-attacks.6

Against this background, this chapter will first discuss some 
general risks and governance issues relating to the use of AI 
and ML, followed by an exploration into how GenAI has mani-
fested and even exacerbated existing cyber risks and, finally, 
how the Singapore government is addressing these issues. 

Risks of AI Technology in General and 
Governance Issues
As a starting point, the use of AI models (whether traditional or 
generative) presents certain risks that, if not properly addressed, 
may result in harmful consequences or distrust in the use of AI.  
This section sets out some of the more salient risks.  

Discrimination and bias

In the creation of AI models, the dataset used to generate the AI 
models is of critical importance.  The dataset gives the model 
a foundation that directly influences its performance and 
outcomes.  As such, when a dataset contains biases (which it 
inevitably will, as there are rarely datasets completely without 
bias), these biases may become part of the model and, through 

Introduction
Artificial intelligence (“AI”) has been an area of tremen-
dous interest around the world and in Singapore for decades.  
Machine Learning (“ML”) initially centred around what we now 
call “traditional” or “discriminative” AI – models that primarily 
automate and aid decision-making by recommending, filtering 
or making predictions based on existing or historical data.  Such 
models learn the boundaries between various classes in data-
sets and use them as a basis for making predictions. 

Advances in mobile computing and increasingly widespread 
social media usage, among other factors, have generated 
and made available large volumes and varieties of data.  The 
ever-increasing computing and graphic-processing unit (i.e. 
GPU) power and further refinement of algorithms to tackle the 
immense amount of mathematical calculations behind tradi-
tional AI and in neural networks has led to the recent break-
through of what we now call Generative AI or GenAI for short.  
GenAI models capture underlying characteristics of large 
datasets and are able to generate novel content, including text, 
images, audio and videos, based on input or text prompts from 
users. 

Although AI as a domain of computer science has existed 
since the 1950s and there have been previous rounds of interest 
in practical applications of AI, GenAI was catapulted to global 
attention with the public launch of ChatGPT in November 2022.  
The launch of ChatGPT made a powerful GenAI system easily 
and freely accessible to anyone, thereby capturing the public’s 
imagination and sparking interest in new uses and possibilities 
of GenAI and AI in general.  In particular, even though certain 
forms of GenAI already existed, such as Variational Auto-
Encoders and Generative Adversarial Networks for images, the 
possibility for an average person to “converse” with ChatGPT 
using natural language reshaped the AI and ML landscape.

AI has long been seen as holding significant transformative 
potential with possibilities for knowledge production, expres-
sion, efficiency and many other applications.  This optimistic 
sentiment is very much embodied in Singapore’s AI landscape.  
AI has been identified by the Singapore government as one of 
the four frontier technologies that are essential to growing 
Singapore’s digital economy, alongside cybersecurity, immer-
sive media and the Internet of Things.1  In 2019, the Singapore 
government launched the National Artificial Intelligence 
Strategy (“NAIS”), aiming to poise Singapore as a leader in 
developing and deploying scalable, impactful AI solutions, in 
sectors that are highly valuable and pertinent to both citizens 
and businesses by 2030.2 

Coupled with the optimism for the possibilities of AI, there 
has been an increasing recognition of the potential risks, 
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overlay highly believable imitations.  Deepfakes have a variety 
of applications in relation to scams which could include videos 
of prominent individuals promoting fictitious products and 
impersonating individuals known to victims to solicit money. 

For instance, in February 2024, it was reported that a finance 
worker at a multinational firm in Hong Kong was deceived into 
paying out US$25 million to fraudsters who used deepfake 
technology to pose as the company’s chief financial officer in a 
video conference call.9 

Access control risks 

Deepfake technology may also be leveraged to carry out unau-
thorised biometric authentication for fraudulent purposes.  
Onfido, an identity verification firm, reportedly detected a 
3,000% increase in deepfake fraud attempts in 2023, largely 
due to increasing accessibility of the technology (such as face 
swap apps), which is making spoofed identities easier and 
highly scalable.10 

Spreading of misinformation and opinion manipulation

GenAI can be used to quickly and credibly spread misinforma-
tion and manipulate or influence public opinion.  Related to 
the previous point on deepfakes, the purpose of using deep-
fake technology may not always be financially motivated.  For 
example, deepfakes may also be used to deceive the public by 
impersonating public figures such that it would appear that 
they endorsed controversial political positions. 

GenAI may also be used for content creation in relation to 
falsified media (e.g. fake news articles) to distort facts or fabri-
cate events.  Further, the scale at which GenAI can produce 
content poses a unique challenge.  Such AI-generated misinfor-
mation may quickly spread through synthetic digital personas 
created by GenAI, which may then eventually be picked up and 
spread by real individuals, lending credibility and increasing 
the reach of such misinformation.  

Privacy risks 

In general, AI models are prone to “memorising”11 data points 
that are used in its generation.  This also applies to GenAI and 
may increase the risk of data leaks, unintended exposure of 
sensitive data and re-identification of individuals.  In more 
simple cases, such risks may materialise through querying 
the model (possibly multiple times with prompt variations) 
and obtaining a response that discloses such information, 
and in more sophisticated cases (where access is gained to the 
actual model architecture and its internal weights), such risks 
may materialise through analysis of the model itself whereby 
further details about the training data could be gleaned. 

Generally, the risk to privacy and the harms that arise 
thereon depend on the dataset used in training the AI model; 
such risks and harms are usually higher and have greater 
adverse consequences for proprietary12 AI models where 
organisations create their own AI systems based on their 
clients’/customers’ data. 

Proprietary and confidentiality risks

Most of the advanced GenAI systems currently run on the cloud 
on hosted services, which require the upload of information 

its output (whether prediction or generated content), result in 
unintended and potentially harmful consequences. 

Algorithmic bias as well as sporadic bias7 may cause unfair 
discrimination depending on the application of the AI model.  
For instance, if a hiring algorithm is trained on historical data 
where certain demographics were underrepresented, it may 
favour candidates from demographics that are better repre-
sented in the historical data, thereby unintentionally discrim-
inating against qualified candidates from diverse back-
grounds.  Such biases could effectively render an AI model 
ineffective in the very function it is meant to achieve. 

Deviations and hallucinations

AI models are also susceptible to deviations and “hallucina-
tions”.  These deviations, which can manifest as unreasonable 
outputs or fabricated information, raise concerns about the 
accuracy of AI-driven results and subsequent decisions made 
on the basis of those results.  

Lack of transparency

The lack of transparency in AI8 presents a problem that can 
undermine their effective and responsible use.  When AI 
models remain “black boxes”, users struggle to understand 
how inputs translate into outputs, leading to uncertainty 
about the rationale behind the AI models’ predictions, deci-
sions and outputs, which in turn makes it challenging for users 
to approve or reject the model’s output. 

Generative AI and Cyber Risks 
GenAI is often described as an enabler.  While this descrip-
tion is generally used in a positive manner, GenAI can also be 
harnessed for harmful and illegal purposes.  This section will 
demonstrate that such harms are not always novel, but rather,  
that GenAI is a novel means or platform for such nefarious use 
cases. 

Scamming and phishing risks 

Scams and phishing attempts are not new threats.  However, 
GenAI has expanded the realm of possibilities and sophistica-
tion in relation to scams and phishing attempts.  For example, 
typical telltale signs like spelling mistakes and out of context 
pitches are fading away through the use of Large Language 
Models (“LLMs”) and systems based on LLMs like ChatGPT, 
making it more difficult for individuals to spot “suspicious” 
elements.  In the CSA’s Singapore Cyber Landscape 2023, 
the CSA observed that among the sample of phishing emails 
analysed, about 13% were found to contain AI-generated 
content.  Malicious actors have also developed their own 
GenAI such as WormGPT, a LLM similar to ChatGPT, but 
without guardrails such as the prohibition against the genera-
tion of phishing emails or writing malware code. 

In addition, a key novel way that GenAI is being used is in 
the creation of deepfakes – the generation or manipulation 
of images, videos or audio to produce realistic but fabricated 
content that convincingly mimics real people.  Deepfakes 
are generated using algorithms trained on large datasets of 
real footage and audio recordings.  The AI models for deep-
fakes learn to identify and replicate facial expressions, voice 
patterns, and other characteristics, enabling them to create or 
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thus charged and convicted of an offence under the Corruption, 
Drug Trafficking and Other Serious Crimes (Confiscation of 
Benefits) Act 1992.

Similarly, other cyber threats such as infection of IT systems 
with malware is an offence under section 5 of the CMA.  
Section 5 of the CMA criminalises any act that will cause an 
unauthorised modification of the contents of any computer.  
As the infection of IT systems with malware would cause an 
unauthorised modification of the contents of the infected 
computer, this could be an offence under section 5 of the 
CMA.  Thus, whether or not GenAI was used in the creation of 
malware code, the harm sought to be caused by such code is 
addressed under the CMA. 

In relation to the use of deepfake technology for scams and to 
bypass biometric authentications, under section 4 of the CMA, 
it is an offence for a person to cause a computer to perform any 
function for the purposes of securing access to any program 
or data held in any computer, with the intent to commit a 
number of offences, including certain offences involving fraud 
or dishonesty.  A person convicted of such an offence is liable 
for: a fine not exceeding S$50,000; imprisonment for a term not 
exceeding 10 years; or both.

Penalties for identity theft and identity fraud are also set 
out in the Penal Code 1871 (“Penal Code”).  Under section 419 
read with section 416 of the Penal Code, a person who cheats by 
personation (i.e. if he/she cheats by pretending to be some other 
person, or by knowingly substituting one person for another, or 
representing that he/she or any other person is someone other 
than who he/she or such other person really is) is guilty of an 
offence and, upon conviction, liable for: imprisonment for a 
term of up to five years; a fine; or both.  Whilst this offence is 
of general application, it could also extend to the cyber context.

Separately, section 170 of the Penal Code criminalises the 
offence of personating a public servant.  Any person who is 
convicted of this offence shall be liable upon conviction for: 
imprisonment for a term that may extend to two years; a fine; 
or both. 

Lastly, the distribution and possession of malicious GenAI 
such as WormGPT may also be caught under the CMA.  Under 
section 10(1)(b) of the CMA, a person shall be guilty of an offence 
if that person makes, supplies, offers to supply or makes avail-
able, by any means, any device, including a computer program, 
that is designed, primarily adapted, or is capable of being used 
for the purpose of committing an offence under sections 3, 4, 5, 
6 or 7, intending it to be used to commit or facilitate the commis-
sion of those offences.  Further, section 10(1)(a) of the CMA crim-
inalises the obtaining or retaining of such items (i) intended for 
the use of committing or facilitating an offence under sections 
3, 4, 5, 6 or 7 of the CMA, or (ii) doing so with a view to it being 
supplied or made available, by any means, for use in commit-
ting or in facilitating the commission of any of those offences.

Online Criminal Harms Act 2023

The Online Criminal Harms Act 2023 (“OCHA”) enables 
authorities to deal with online activities that are criminal in 
nature.  The OCHA allows the Singapore government to issue 
directions to any online service through which criminal activ-
ities could be conducted, and is applicable to criminal offences 
specified in the First Schedule of the Act, such as offences 
under the CMA.  Directions that may be issued include direc-
tions to online service providers to stop an account on their 
service from communicating in Singapore and directions to 
block access to an online location from the view of people in 
Singapore.  Particularly relevant to the discussion on GenAI’s 

to the system in order to generate the result (for example, 
uploading a 100-page document to the system to receive a 
two-page summary).  While GenAI providers typically declare 
that they do not use uploaded information or prompts to train 
their current models, the uploading of proprietary or confi-
dential client data to an AI system in itself can pose a legal and 
cyber risk.  For example, Samsung employees reportedly unin-
tentionally leaked sensitive information by pasting confiden-
tial and copyrighted source code into ChatGPT to check for 
errors and to optimise code.13

Singapore’s Legal and Regulatory 
Frameworks
Aside from government initiatives such as the recently 
announced investment of S$20 million to develop tools to 
detect deepfakes and build online trust and safety,14 there are 
various soft law and hard law instruments in Singapore that 
also seek to address the risks of AI.   

At present, Singapore does not have legislation specifically 
addressing the use of AI (unlike the EU Artificial Intelligence 
Act) and is not currently looking to enact regulation for AI.  As 
alluded to above, the NAIS 2.0 has specifically stated that the 
Singapore government’s position is to retain agility in rela-
tion to its regulatory approaches, updating regulatory frame-
works as needed, accounting for the often global nature of AI 
and adopting differentiated approaches to managing risks 
to and from AI (ranging from regulatory moves to voluntary 
guidelines). 

In this regard, however, the government has enacted laws 
in relation to specific applications of AI technology, which, 
together with existing laws that are technology-agnostic, and 
voluntary guidelines issued by sectoral regulators, make up 
the legal and regulatory framework around AI and GenAI. 

This section will discuss the particular laws and applicable 
guidelines that may apply to GenAI and the specific cyber risks 
that were described in the section “Generative AI and Cyber 
Risks”.

Computer Misuse Act 1993 

The Computer Misuse Act 1993 (“CMA”) is a law aimed at crim-
inalising unauthorised access or modification of computer 
material and other computer crimes.  As the CMA is techno-
logically agnostic, it could potentially cover a wide breadth of 
cyber-related crimes that involve the use of GenAI.

Under section 3 of the CMA, it is an offence for any person 
to cause a computer to perform any function for the purpose 
of securing access without authority to any data held in any 
computer.  It is possible, depending on the exact circumstances, 
for this to include phishing by using GenAI.  An offender who 
is convicted under this section shall be liable for: a fine of up to 
S$5,000; imprisonment for a term of up to two years; or both for 
a first offence.

In Public Prosecutor v Lim Yi Jie [2019] SGDC 128, the court 
found the accused to have facilitated a phishing scam involving 
the use of a phishing website, causing a victim to divulge her 
two-factor-authentication and time-sensitive PIN number to 
the accused, as the victim assumed that the phishing website 
was an official bank website.  Although the accused was not 
responsible for the execution of the phishing scam (which, in 
the court’s view, could be an offence under section 3(1) of the 
CMA, then named as the Computer Misuse and Cybersecurity 
Act), the accused had attempted to cash two cheques that were 
the criminal proceeds of the phishing scam.  The accused was 
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Personal Data Protection Act 2012

The Personal Data Protection Act 2012 (“PDPA”) sets out 
the general data protection framework in Singapore, which 
governs the collection, use and disclosure of personal data 
by private sector organisations.  As AI models require large 
amounts of (personal) data, the PDPA is particularly relevant 
to addressing privacy risks and concerns that may arise in the 
context of GenAI. 

As a baseline, section 24 of the PDPA requires organisa-
tions to protect personal data in their possession or under 
their control by making reasonable security arrangements 
to prevent unauthorised access, collection, use, disclosure, 
copying, modification or disposal or similar risks. 

The PDPC has also recently published Advisory Guidelines 
on use of Personal Data in AI recommendation and Decision 
Systems.17  Under these guidelines, the PDPC encourages the 
use of anonymised data, as far as possible in relation to AI 
systems.  Anonymised data is no longer personal data (and 
therefore not governed by the PDPA).  According to the PDPC’s 
Advisory Guidelines on the PDPA for Selected Topics,18 data 
would be considered anonymised if there is no serious possi-
bility that an individual could be re-identified, taking into 
consideration both: (a) the data itself, or the data combined 
with other information to which the organisation has or is 
likely to have access; and (b) the measures and safeguards 
implemented by the organisation to mitigate the risk of 
re-identification.

In this regard, the PDPA also criminalises the unauthorised 
re-identification of anonymised information.19  Under section 
48F of the PDPA, an individual that takes any unauthorised 
action to reidentify or cause reidentification of the person to 
whom anonymised information in the possession or under the 
control of an organisation or a public agency relates shall be 
guilty of an offence and shall be liable on conviction to a fine 
not exceeding S$5,000, imprisonment for a term not exceeding 
two years, or both.

Additionally, to reduce the risk of data leakage in certain 
use cases, as an alternative to using anonymised data, the 
concept of using AI to generate synthetic data is actively being 
promoted by academia and the government.  For example, in 
July 2024, the PDPC released the Proposed Guide on Synthetic 
Data Generation,20 which intends to assist organisations to 
understand synthetic data generation techniques and poten-
tial use cases, particularly for AI. 

Model AI Governance Frameworks

As mentioned above, the Model AI Governance Framework was 
published by the IMDA and PDPC as a set of voluntary guide-
lines that set out ethical and governance principles for the use 
of AI and translating them into practical recommendations for 
organisations to adopt.  The Model AI Governance Framework 
is complemented by the Implementation and Self-Assessment 
Guide for Organisations (“ISAGO”),21 which provides a set of 
questions and examples for organisations to use when self-as-
sessing how their AI governance practices align with the Model 
AI Governance Framework.  “AI Verify”, a self-assessment 
framework comprising both technical tests and process checks, 
was also rolled out in May 2022.

Building on the success of the Model AI Governance 
Framework, the Model Framework for GenAI set out actions to 
be taken across nine dimensions to address the risks posed by 
GenAI, while continuing to facilitate innovation: 

use for scams and other malicious cyber activities, the OCHA 
also allows directions to be issued when it is suspected that 
any website, online account, or online activity may be used for 
scams or malicious cyber activities. 

The OCHA also creates a framework to strengthen part-
nerships with online services to counter scams and mali-
cious cyber activities.  Under this framework, the govern-
ment can require designated online services to proactively 
disrupt scams and malicious cyber activities affecting people 
in Singapore, including those facilitated by deepfakes.15

Protection from Online Falsehoods and Manipulation 
Act 2019 

The Protection from Online Falsehoods and Manipulation Act 
2019 (“POFMA”) prohibits the communication of false state-
ments of fact in Singapore and allows the Singapore govern-
ment to take decisive action against such communications.  
As such, the spread of misinformation and content created by 
GenAI may be addressed under this legislation.  

Where a communication is found to contravene the prohi-
bition in section 7 of POFMA, the Singapore government has 
a wide range of powers to issue orders in relation to such a 
communication under Parts 3 and 4 of POFMA.  These include 
a stop communication direction (which requires the person 
to stop communicating the offending statement), an access 
blocking order (which requires the IMDA to order the internet 
access service provider to take reasonable steps to disable 
access by end-users in Singapore to the online location where 
the offending statement is being communication) and a disa-
bling direction (which requires the relevant internet inter-
mediary to disable access by end-users in Singapore to the 
offending material provided on or through the service). 

Elections (Integrity of Online Advertising) 
(Amendment) Bill

On 9 September 2024, the Ministry of Digital Development 
and Information (“MDDI”) introduced the Elections (Integrity 
of Online Advertising) (Amendment) Bill (the “Elections 
Amendment Bill”) in Parliament.  While the POFMA 
addressed individual online falsehoods, the Singapore govern-
ment stated that targeted levers were needed to act on deep-
fakes that misrepresent candidates during elections.  As such, 
the Elections Amendment Bill seeks to target this issue by 
introducing new measures to protect Singaporeans from digi-
tally manipulated content (made by both AI and non-AI tech-
niques) during elections.16 

Under the Elections Amendment Bill, the publication of 
digitally generated or manipulated content (insofar as it can 
be reasonably regarded as online election advertising, where 
its intent is to promote, procure or prejudice the electoral pros-
pects of a party/candidate) that realistically depicts the candi-
date saying or doing something that he/she did not say or do 
will be prohibited. 

The Returning Officer will be empowered to issue correc-
tive directions against individuals who publish such offending 
content, social media services and internet access service 
providers to take down offending content, or to disable access 
by Singapore users to such content during the election period. 

Social media services that fail to comply with such direc-
tions face a fine of up to S$1 million upon conviction.  For all 
others, non-compliance may result in a fine of up to S$1,000, 
imprisonment of up to 12 months, or both.
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	■ Accountability: responsibility should be allocated based 
on the level of control each person has in the GenAI devel-
opment chain. 

	■ Data used in model training: policymakers should foster 
open dialogue with relevant stakeholders and provide 
guidance on how personal data laws and copyright laws 
apply to data used in model training. 

	■ Trusted development and deployment: the industry 
should adopt common safety practices and standardise 
disclosure about GenAI models to facilitate compara-
bility across models and incentivise safer model use. 

	■ Incident reporting: AI developers should have reporting 
channels to report safety vulnerabilities in their AI 
systems and then act pre-emptively to patch the system.  
Organisations should also report to regulators incidents 
of a certain severity arising from their use of AI systems. 

	■ Testing and assurance: policymakers and international 
standards organisations (e.g. International Organisation 
for Standardisation) should develop common standards 
for AI testing to ensure quality and consistency. 

	■ Security: new testing tools must be developed to address 
the risks specific to GenAI. 

	■ Content provenance: users should be aware that they are 
interacting with AI-generated content to reduce the risk 
of misinformation, so technical solutions such as digital 
watermarking and cryptographic provenance should be 
explored, in tandem with public education on verifying 
the authenticity of content. 

	■ Safety and alignment Research & Development (“R&D”): 
there should be investment in R&D, with more AI safety 
R&D institutes set up to conduct alignment research in 
tandem with AI companies.  AI safety R&D institutes 
should cooperate globally to optimise limited resources 
and keep pace with commercial developments. 

	■ AI for public good: responsible use of AI should go beyond 
risk mitigation and actively seek to improve people’s 
lives.  Governments should partner companies and 
communities on digital literacy initiatives, drive inno-
vation in the industry (especially among SMEs), upskill 
the workforce and redesign jobs, and ensure AI is envi-
ronmentally sustainable.

Conclusion
Singapore’s approach to the evolving landscape of AI tech-
nology reflects a nuanced understanding of both its transform-
ative potential and the associated risks.  As GenAI becomes 
increasingly prevalent, concerns such as bias, misinformation, 
and other cyber risks demand vigilant attention and proactive 
management.  Nonetheless, these cyber risks, while taking on 
new forms and manifesting in different ways, are, at their core, 
not new forms of harm. 

Ultimately, the ongoing dialogue among stakeholders, 
including policymakers, industry leaders, and the public, 
is crucial for navigating the complexities of AI governance 
and the new ways that GenAI may have exacerbated existing 
harms.  As Singapore continues to refine its strategies, it aims 
to strike a balance between innovation and safety, ensuring 
that the benefits of AI are realised in a manner that safeguards 
the interests of the country.
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