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Data breaches and similar incidents pose a unique challenge to organisations – those 
targeted must both respond and investigate in a tightly regulated, timely manner or face 
signi.cant penaltiesW written by leading contributors xith broad eIperience of handling 
serious data incidents, the Guide to Cyber and Data Privacy Investigations is an invaluable 
resource for businesses around the globeW Tt identi.es the most urgent issues to consider 
xhen creating and implementing a response template, and provides both legal and practical 
adviceW

Ghis edition of the Suide also features a nex kpotlight section, xhich tajes a deep dive into 
the cyber and data protection regimes of jey Lurisdictions around the xorldW

Cenerated: 3ctober 1,2 050R
Ghe information contained in this report is indicative onlyW Bax Rusiness (esearch is not responsible 
for any actions )or lacj thereofC tajen as a result of relying on or in any xay using information contained 
in this report and in no event shall be liable for any damages resulting from reliance on or use of this 
informationW 2opyright 066- 5 060E Bax Rusiness (esearch
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-fGS3PUDG-3f;fHMv–

2yberthreats are rising sharply across Fsia, eIposing businesses to data breaches xith 
serious regulatory, .nancial and reputational consequencesW Fs attacjs grox more frequent 
and compleI, it is critical for organisations to secure personal data and be prepared to 
respondW 

while the region is broadly moving toxard stronger data protection and cybersecurity 
standards, Lurisdictions differ signi.cantly in approach and maturityW kome Lurisdictions 
in koutheast Fsia remain in the early stages of developing their data protection laxsW 
Por eIample, Rrunei has only recently enacted its Oersonal Data Orotection ’rder, xhile 
2ambodiaMs draft lax remains pending xith no clear implementation timelineW ’thers, 
lije Ghailand, are sloxly maturing and progressing toxards more robust enforcementW 
Aven Lurisdictions xith longstanding data protection laxs continue to evolveW Kalaysia, for 
instance, has recently introduced data breach noti.cation rules to strengthen accountabilityW 
Reyond koutheast Fsia, other jey Fsian marjets such as 2hina, Tndia and kouth 1orea have 
only enacted comprehensive data protection laxs since 0606W 

Rusinesses operating or planning to eIpand in the region must stay informed as data 
breaches cross international borders and regulatory eIpectations continue to rise across 
FsiaW Ghe varying approaches and stages of maturity in data protection laxs highlight 
the need to understand these differences to manage legal risj and respond effectively 
to incidentsW Ghis chapter seejs to provide an overviex of the jey obligations across NE 
Lurisdictions in Fsia, xith a focus on security requirements, cybersecurity incident response 
and data breach noti.cation rulesW

HSUfO- PASUMMAmAY

Ghe general data protection lax in Rrunei is the Oersonal Data Orotection ’rder )RJ 
ODO’C, xhich xas enacted in Hanuary 060E and xill be administered by the Futhority 
for Tnfo5communications Gechnology Tndustry )FTGTC of RruneiW Ghe RJ ODO’ governs the 
collection, use and disclosure of personal data by the private sectorW Ghe FTGT has con.rmed 
in the 2onsultation Oaper and (esponse that it xill release advisory guidelines to support 
the interpretation, application and administration of the RJ ODO’W 7oxever, these advisory 
guidelines have yet to be releasedW 

2ybersecurity in Rrunei is generally regulated under the 2ybersecurity Fct )2hapter 090C )the 
2ybersecurity FctC and various criminal activities are prohibited under the 2omputer Kisuse 
Fct )2hapter N4UCW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

/nder kection 00 of the RJ ODO’, an organisation is required to protect personal data in 
its possession or under its control by majing reasonable security arrangements to prevent 
unauthorised access, collection, use, disclosure, modi.cation, disposal or similar risjs, 
and the loss of any storage medium or device on xhich personal data is storedW Tn the 
2onsultation Oaper, the FTGT stated that it intends to provide more detailed guidance on the 
types of security measures, xhich xill include administrative:organisational, physical and 
technical security measures, in due courseW 

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV
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/nder the 2ybersecurity Fct, oxners of critical information infrastructure )2TTC are required 
to put in place systems and procedures to detect cybersecurity threats and incidents, in 
accordance xith any relevant codes of practiceW kpeci.cally, the 2ybersecurity 2ode of 
Oractice for 2TT obliges these oxners to apply baseline security con.gurations to all operating 
systems, applications, netxorj devices and other 2TT5related assetsW Ghese con.gurations 
must re•ect the 2TTMs level of cybersecurity risj and must, at a minimum, cover essential 
security measuresW Ghese include; 

‘ removal of inactive or unused accounts3

‘ passxord management )default passxords must be changed, and passxords shall 
be stored in their hash formsC3

‘ removal of unnecessary services and applications3

‘ closure of unused or unnecessary netxorj ports and services3

‘ enabling only eIternal physical connections necessary for the operation of the 2TT3

‘ protection against malxare3 and

‘ timely update of softxare and security patchesW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Tn brief, the RJ ODO’ de.nes a data breach as unauthorised access, use or disclosure of 
personal data, or the loss of a device containing such data xhere unauthorised access, use, 
etcW is lijelyW Ghe RJ ODO’ states that organisations xill be required to notify the FTGT as 
soon as is practicable, but in any case, no later than three calendar days after majing the 
assessment that a data breach; )NC xill result, or is lijely to result, in signi.cant harm to the 
affected individuals3 or )0C is, or is lijely to be, of signi.cant scaleW 

while the terms 'signi.cant harmM and 'signi.cant scaleM are not de.ned in the RJ ODO’, the 
FTGT intends to taje into account international norms and issue guidelines and regulations 
on the interpretation of these termsW 

’rganisations must also notify the affected individuals on or after notifying the FTGT if the 
data breach xill result, or is lijely to result, in signi.cant harm to the affected individualsW 
Ghis obligation is subLect to xaiver and eIceptions )xhich are not stated in the 2onsultation 
OaperCW 

kection N- of the 2ybersecurity Fct requires oxners of 2TT to notify the 2ommissioner of 
2ybersecurity of the occurrence of any of the folloxing; 

‘ prescribed cybersecurity incident in respect of the 2TT3

‘ prescribed cybersecurity incident in respect of any computer or computer system 
under the control of the oxner that is interconnected xith or that communicates xith 
the 2TT3

‘ any other type of cybersecurity incident in respect of the 2TT that the 2ommissioner 
of 2ybersecurity has speci.ed by xritten direction to the oxnerW 

Ft the time of xriting, the speci.c incident types and reporting timelines have not yet been 
de.nedW

DAYH3P-A
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2ambodia does not currently have comprehensive cybersecurity and data protection 
legislation, although the Kinistry of Oost and Gelecommunication )KOG2C announced in 
060N that it xould be drafting the Oersonal Data Orotection Bax after .nalising the draft 
2ybersecurity BaxW 

2urrently, matters relating to data protection and privacy largely fall under the right to privacy 
under 2ambodiaMs constitution and certain provisions under the 2ivil 2ode, the Oenal 2ode, 
and other speci.c laxs, such as the Bax on Alectronic 2ommerce )the A5commerce BaxC 
and the Bax on Ranjing and Pinancial TnstitutionsW while these laxs generally protect the 
right to privacy, they potentially also regulate personal dataW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Frticle 80 of the A52ommerce Bax requires any person xho stores electronic data to 
establish measures to ensure that the data is reasonably protected from loss, unauthorised 
access, use, alteration, leajs or disclosure )to or by a third partyC, unless authorised by the 
data subLect or permitted by laxW 

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

Ghe cybersecurity lax in 2ambodia has not been enacted and no eIisting regulations 
address security obligations in the conteIt of cybersecurityW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Ghere are currently no laxs or regulations that address cybersecurity incident or data breach 
noti.cation or proceduresW

DJ-fA

2hina has three main laxs on data protection and cybersecurity; the 2ybersecurity Bax 
)2kBC, the Data kecurity Bax )DkBC and the Oersonal Tnformation Orotection Bax )OTOBCW

2ybersecurity is governed by the 2kB and focuses on netxorj infrastructure security xithin 
2hinaW Ghe DkB covers all data5handling activities, all types of data and generally applies to 
data5handling activities xithin 2hinaW Ghe DkB xill also apply xhen data5handling activities 
outside 2hina may potentially harm 2hinaMs national securityW Ghe OTOB applies to the 
processing of personal information of natural persons by both the public and private sector 
xithin 2hina and eItra5territorially xhere it concerns 2hinese individuals or if provided by 
other laxs and administrative regulationsW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

/nder  Frticle  09  of  the  DkB,  data  handling  activities  must  comply  xith  laxs  and 
administrative regulations, establish a data security management system covering the 
entire xorj•ox, conduct data security education and training and adopt technical and 
other necessary measures to ensure data securityW where data handling uses the internet 
or other information netxorjs, obligations shall be ful.lled based on the cybersecurity 
Kulti5Bevel Orotection kystemW Tmportant data handlers must designate responsible persons 
and management bodies for data securityW

/nder Frticle 98 of the OTOB, 'personal information processorM refers to any organisation or 
individual that independently determines the purpose and method of personal information 
processing )iWeW, a data controllerCW /nder Frticles 4 and EN of the OTOB, personal information 
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processors are responsible for their processing and must taje necessary measures to 
ensure security of the personal data they processW Ghese include formulating internal 
management systems and procedures, implementing classi.ed management, adopting 
technical measures such as encryption and de5identi.cation, determining operational 
authority, conducting regular safety training, formulating contingency plans and other 
measures required by laxW where a data processor is engaged, Frticle E4 requires that they 
taje measures to ensure adequate security of the personal data they processW

Frticle U0 of the 2kB further provides that netxorj operators shall adopt technical measures 
and other necessary measures to ensure the security of personal information they gather 
and to prevent personal information from leajing, being destroyed or lostW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder Frticle U6 of the 2kB, netxorj operators must maintain the con.dentiality of user 
information they collect and establish systems to protect personal dataW Fpart from this, 
Frticle U0 of the 2kB requires the adoption of measures to ensure the security of personal 
information as mentioned aboveW 

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Oursuant to Frticle E9 of the OTOB, xhere personal information has been or may be leajed, 
falsi.ed or lost, the data controller shall immediately taje remedial measures and inform 
the 'personal information protection departmentsM, xhich are yet to be established, and the 
individuals concernedW Ghe notice shall include the types and causes of personal information 
leajage, falsi.cation and loss that has occurred or may occur, the possible harm caused, 
remedial measures to mitigate harm and the processorMs contact detailsW Data controllers 
may choose not to notify individuals if harm by the data breach has been effectively avoidedW

Ghe 2ybersecurity Tncident (eporting Kanagement Keasures )Draft for 2ommentsC 
)2T(KKC provides guidance on reporting cybersecurity incidents and speci.es the related 
procedure and requirementsW Depending on the category of an incident, the reporting 
obligation shall be performed xithin one hour or 0U hours if the earlier is not possibleW 
F subsequent report must be submitted xithin .ve xorjing daysW (eports should cover 
matters such as incident details, impact, measures tajen, analysis of causes and further 
action plansW Ghe full list of reportable matters may be found in Frticle E and FnneI 0 of the 
2T(KKW

keparately, under Frticle U0 of the 2kB, netxorj operators are required to taje immediate 
remedial measures and promptly inform users and authorities xhere personal information 
has leajed, been destroyed or lostW

Frticle 04 of the DkB also requires the reporting of data security incidents to users and 
relevant authoritiesW

J3fC N3fC

Ghe Oersonal Data )OrivacyC ’rdinance )71 ODO’C governs the usage and processing of 
personal data in 7ong 1ongW Ghe ’zce of the Orivacy 2ommissioner for Oersonal Data 
)O2ODC has also issued the Suidance Jote on Data kecurity Keasures for Tnformation and 
2ommunications Gechnology )the Fdvisory SuidelinesC as an advisory guide to the 71 ODO’W 
Tn terms of cybersecurity, 7ong 1ong has Lust passed the Orotection of 2ritical Tnfrastructure 
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)2omputer kystemC ’rdinance )the O2T2k ’rdinanceC, xhich is set to come into effect on N 
Hanuary 060-W

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Orinciple U)NC of the Pirst kchedule to the 71 ODO’ provides that all practicable steps shall be 
tajen to ensure that any personal data held by a data user )iWeW, data controllerC is protected 
against unauthorised or accidental access, processing, erasure, loss or useW Ghe data user 
must have regard to; 

‘ the jind of data and the harm that could result if any of those things should occur3

‘ the physical location xhere the data is stored3

‘ any security measures incorporated into any equipment xhere the data is stored3

‘ any measures tajen to ensure the integrity, prudence and competence of persons 
having access to the data3 and

‘ any measure tajen for ensuring the secure transmission of the dataW

Ghe Fdvisory Suidelines state that it is incumbent upon a data user to shox that all 
reasonably practicable steps have been tajen to safeguard the security of personal dataW 
Tn assessing xhether 'all practicable stepsM have been tajen by a data user to safeguard the 
security of personal data in its possession or control, the O2OD xill adopt a totality approach, 
tajing into account the folloxing factors )xhich are non5eIhaustive, and the xeight of each 
factor varies betxeen casesC;

‘ volume, jind and sensitivity of the personal data involved, and the harm that could 
result in the event of a data security incident3

‘ physical location xhere the data is stored3

‘ nature and compleIity of the T2G used3

‘ xhether security measures are suzciently robust in relation to the resourcefulness 
of the data user concerned3

‘ familiarity of the data security issues in question among the T2G community and the 
relevant industry, and the availability of solutions3 and

‘ state of development of T2G and data securityW

Orinciple U)0C of the Pirst kchedule to the 71 ODO’ provides that if a data user engages a data 
processor to process data on the data userVs behalf, the data user must adopt contractual 
)or other relevant meansC to prevent unauthorised or accidental access, processing, erasure, 
loss or useW

Tn the Fdvisory Suidelines, the O2OD recommends that a data user should establish clear 
internal policy and procedures on data governance and data security, covering the folloxing 
areas; 

‘ respective roles and responsibilities of staff in maintaining the information and 
communications systems and safeguarding data security3

‘ data security risj assessments3

‘ accessing data in and eIporting data from the information and communications 
systems3
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‘ outsourcing of data processing and data security xorj3

‘ handling data security incidents including an incident response plan and reporting 
mechanism3 and

‘ destruction of data that is no longer necessary for the original purposes of collection 
or related purposeW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

Ghe Orotection of 2ritical Tnfrastructures 2omputer kystems )O2T2kC ’rdinance sets out 
a framexorj of obligations for 2ritical Tnfrastructure )2TC operators to safeguard the 
cybersecurity of their critical computer systemsW Senerally, 2T operators are required to 
establish a dedicated unit responsible for managing the cybersecurity of their systems and 
ensuring compliance xith the O2T2k ’rdinanceW Ghis unit must be supervised by a quali.ed 
employee, and the appointment must be formally noti.edW

’perators must prepare and submit several jey documents to their relevant regulatory 
authorities;

‘ kecurity management plan – a detailed plan for protecting the cybersecurity of critical 
systems, to be submitted xithin three months of being designated as a 2T operator )or 
xithin an eItended period if grantedCW Ghis plan must cover all areas listed in kchedule 
8W

‘ (isj assessment – an initial assessment of cybersecurity risjs must be conducted 
xithin N0 months of designation, folloxed by annual assessmentsW (eports of these 
assessments must be submitted xithin three months of completion )or xithin an 
eItended periodC, addressing all items in kchedule UW

‘ kecurity audit – an audit must be carried out xithin 0U months of designation and 
then bienniallyW Ghe corresponding audit report must also be submitted xithin three 
months of the audit periodMs end )or xithin an eItended time frameC, covering all areas 
in kchedule EW

‘ Tncident response plan – a protocol for responding to cybersecurity incidents must be 
prepared and submitted xithin three months of designation )or eItended deadlineCW 
Tt must include all matters speci.ed in Oart 0 of kchedule 8W

Gogether, these provisions aim to ensure that 2T operators proactively manage, assess, audit 
and respond to cybersecurity threats in a structured and regulated mannerW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

F data breach is generally regarded as a suspected or actual breach of the security of 
personal data held by a data user, xhich eIposes the personal data of data subLects to the 
risj of unauthorised or accidental access, processing, erasure, loss or useW

while it is not a statutory requirement for data users to inform the O2OD about a data breach 
incident concerning the personal data held by them, data users are nevertheless advised 
to do so as a recommended practice for proper handling of such incidentW Ghe O2OD also 
provides an e5Data Rreach Joti.cation Porm on its xebsite to facilitate and encourage data 
breach reportingW
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when deciding xhether to report a breach to the affected data subLects, the O2OD and 
other lax enforcement agencies, the data user should taje into account the potential 
consequences of a breach for the affected individuals, hox serious or substantial these are 
and hox lijely they are to happenW Ghe consequences of failing to give noti.cation should 
also be duly consideredW

Tn general, the data user should notify the O2OD and the affected data subLects as soon as 
practicable after becoming axare of the data breach, particularly if the data breach is lijely 
to result in a real risj of harm to those affected data subLectsW 

/nder the O2T2k ’rdinance, if a 2T operator becomes axare that a computer5system security 
incident has occurred in respect of a critical computer system of a 2T, the operator must 
notify the 2ommissioner of 2ritical Tnfrastructure )2omputer5system kecurityC of the incident 
as soon as practicable and in any event, xithin N0 hours if the incident disrupts or is lijely 
to disrupt the core function of the 2T, and otherxise, xithin UY hoursW Ghe noti.cation must 
be made in the form speci.ed under kection N6 of the O2T2k ’rdinanceW Ffter this initial 
noti.cation, the 2T operator must submit a further xritten report of the incident in the 
speci.ed form NU days after the date on xhich the 2T operator became axare of the incidentW

-fP-A

Ghe Digital Oersonal Data Orotection Fct )DODOFC forms the personal data protection and 
regulatory regime in TndiaW Ghe Draft Digital Oersonal Data Orotection (ules 060E )the DDODO 
(ulesC provide further guidelines on the DODOFW

Ghe cybersecurity lax in the Lurisdiction is the Tnformation Gechnology Fct 0666 )the TG FctCW 
7oxever, the upcoming Digital Tndia Fct is eIpected to supersede the TG FctW Ghe TG Fct 
creates obligations for government agencies in respect of critical information infrastructureW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

kection Y)UC of the DODOF provides that a data .duciary )iWeW, data controllerC shall implement 
appropriate technical and organisational measures to comply xith the DODOF and the rules 
made thereunderW kection Y)EC of the DODOF further provides that a data .duciary shall 
protect personal data in its possession or under its control, including in respect of any 
processing undertajen by it or on its behalf by a data processor, by tajing reasonable security 
safeguards to prevent personal data breachW

(ule - of the DDODO (ules provides guidance on these safeguards, requiring a data .duciary 
to adopt adequate security measures to protect personal data and prevent breaches during 
any processing, including that by a data processorW kuch safeguards shall include, at a 
minimum, the folloxing;

‘ adequate data security measures, including securing such personal data through 
techniques lije encryption, anonymisation, masjing3

‘ access controls to computer resources used by the data .duciary or the data 
processor3

‘ veri.cation of access to the personal data through appropriate logging, monitoring 
and reviex to detect, investigate and prevent unauthorised access3

‘ bacjup and recovery measures to maintain data availability and integrity during 
incidents3
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‘ retention of such logs and personal data for a period of one year for detection, 
investigation and prevention of unauthorised access, unless longer retention is 
otherxise required under applicable lax3

‘ adequate provisions in agreements betxeen the data .duciary and the data processor 
to implement appropriate security safeguards3 and

‘ adequate  technical  and  organisational  measures  to  ensure  the  effective 
implementation of security safeguardsW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

kection 96 of the TG Fct provides that the appropriate government may, by noti.cation in the 
’zcial SaQette, declare any computer resource that directly or indirectly affects the facility 
of 2TT, to be a protected systemW Tnformation security practices and procedures for such 
protected system are outlined in the Tnformation Gechnology )Tnformation kecurity Oractices 
and Orocedures for Orotected kystemC (ules 06NYW

/nder  (ule  8,  organisations  managing  a  'protected  systemM  must  establish  strong 
cybersecurity governance led by top leadership through a dedicated committeeW Ghey must 
appoint a chief information security ozcer )2Tk’C and implement a formal, xell5documented 
security management system aligned xith national or approved standardsW

1ey responsibilities include approving maLor security decisions, regularly reviexing risjs, 
maintaining detailed records and conducting periodic auditsW Fdvanced infrastructure lije 
security and netxorj operation centres must be in place to monitor threats, manage 
incidents and ensure system stabilityW Fll activities must be continuously reviexed and 
improved to protect against evolving cyber threatsW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Frticle Y)-C of the DODOF provides that, in the event of a data breach, the data .duciary shall 
give the Data Orotection Roard of Tndia )DORTC and affected data subLects intimation of the 
breach in such form and manner as may be prescribedW 

Ghe DDODO (ules provide the manner in xhich the noti.cation is required to be madeW /nder 
(ule 9)NC, upon becoming axare of a personal data breach, the data .duciary must promptly 
inform each affected data subLect through their user account or any registered mode of 
communicationW Ghe noti.cation must be concise, clear, plain and must include;

‘ a description of the breach, including its nature, eItent and the timing and location of 
its occurrence3

‘ the consequences relevant to the data subLect, that are lijely to arise from the breach3

‘ the measures implemented and being implemented by the data .duciary, if any, to 
mitigate risj3

‘ the safety measures that the data subLect may taje to protect their interests3 and

‘ business contact information of a person xho can respond on behalf of the data 
.duciary, to queries, if any, of the data subLectW

/nder (ule 9)0C, on becoming axare of any personal data breach, the data .duciary shall 
intimate to the DORT; )NC xithout delay, a description of the breach, including its nature, eItent, 
timing and location of occurrence and the lijely impact3 and )0C xithin 90 hours of becoming 
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axare of the same, or xithin such longer period as the DORT may allox on a request made 
in xriting in this behalf;

‘ updated and detailed information in respect of such description3

‘ the broad facts related to the events, circumstances and reasons leading to the 
breach3

‘ measures implemented or proposed, if any, to mitigate risj3

‘ any .ndings regarding the person xho caused the breach3

‘ remedial measures tajen to prevent recurrence of such breach3 and

‘ a report regarding the intimations given to affected data subLectsW

-fP3fOM-A

TndonesiaMs main personal data protection lax is Bax JoW 09 of 0600 on Orotection of 
Oersonal Data )the ODO BaxC, effective from N9 ’ctober 0600, xith implementing regulations 
still pendingW 

Fdditionally, sector5speci.c data protection provisions also applyW Por eIample, banjs must 
protect customer data under banjing laxs, and .nancial institutions must comply xith 
privacy rules under (egulation 00:O’H1W6U:0608 on 2onsumer Orotection in Pinancial 
kervicesW Tn healthcare, Bax JoW N9 of 0608 on 7ealth mandates con.dentiality of patient 
data and recordsW

Flthough no speci.c cybersecurity lax eIists, general cybersecurity provisions are included 
in Bax JoW NN of 066Y on Alectronic Tnformation and Gransactions )the ATGBaxC, xhich 
governs electronic transactions, systems and netxorjsW Fdditionally, the Radan kiber dan 
kandi Jegara )RkkJC, the lead government agency for cybersecurity efforts, plays a jey role 
in cybersecurity regulationW

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

/nder the ODO Bax, personal data controllers are required to protect and ensure the security 
of the personal data they process, by implementing the folloxing measures;

‘ developing and implementing operational technical measures to protect personal 
data from interference xith personal data processing that is contrary to the laxs and 
regulations3 and

‘ determining the level of security for personal data by considering the nature and risjs 
associated xith the personal dataW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder the ATG Bax, electronic system providers must generally ensure service security and 
inform users of their security measuresW RkkJ (egulation JoW Y of 0606 eIpands on this 
by requiring providers to conduct and submit to RkkJ a self5assessment to classify their 
electronic systems as;

‘ strategic; high public or national impact3 must implement kJT Tk’:TA2 0966N and 
other cybersecurity standards from RkkJ and relevant ministries3

‘
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high risj; sector or regional impact3 must implement Tk’:TA2 0966N and other 
applicable standards3 or

‘ lox risj; electronic systems that are not categorised as strategic or high risj3 must 
implement Tk’:TA2 0966N or cybersecurity standards by RkkJW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

/nder the ODO Bax, in the event of a failure to protect personal data, the data controller 
must provide xritten noti.cation xithin 90 hours to both the affected data subLect and 
the Kinistry of 2ommunications and Digital Fffairs )K’2DFC, pending the establishment 
of the Oersonal Data Orotection FgencyW F failure to protect data refers to breaches of 
con.dentiality, integrity or availability, including both intentional and unintentional incidents 
that lead to the destruction, loss, alteration, disclosure or unauthorised access to data that 
is sent, stored or processedW

Ghe noti.cation must include at minimum; )NC details of the data breach3 )0C xhen and hox 
it occurred3 and )8C the impact of the breach and measures tajen to address or recover from 
itW

Polloxing the noti.cation, K’2DF may request further information or clari.cation as 
neededW Tt may also require the data controller to publicly disclose the breach if; )NC it disrupts 
public services3 and:or )0C it seriously affects public interestsW

Ghe ATG Bax does not mandate reporting of cybersecurity eventsW 7oxever, RkkJ (egulation 
JoW N of 060U requires electronic system organisers to establish a cybersecurity response 
team and register it xith the Jational 2ybersecurity (esponse GeamW while no general 
reporting timeline is provided, incidents in strategic sectors must be reported xithin 0U 
hoursW Tf personal data is involved, separate data breach noti.cation rules under the ODO 
Bax applyW 

WAvAf

Ghe principal data protection legislation is the Fct on the Orotection of Oersonal Tnformation 
)FOOTC, xhich applies to both the public and the private sectorsW

Ghe Oersonal Tnformation Orotection 2ommittee )OO2C is the main agency that enforces the 
FOOT and issues general guidelines on the implementation of the FOOTW Suidelines that apply 
speci.cally to certain industries )eWgW, .nancial, healthcare and telecommunication sectorsC 
are Lointly issued by the OO2 and the government body that supervises the relevant industryW

Ghe cybersecurity lax in Hapan is the Rasic Fct on 2ybersecurity )RF2C xhich, among other 
things, stipulates the obligation of 2TT operators, cyberspace5related business providers and 
research institutions to eIert efforts to maintain cybersecurityW kector5speci.c regulators for 
sectors such as healthcare and .nance may also impose additional security obligationsW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Frticle 08 of the FOOT provides that data controllers must taje the necessary and appropriate 
measures for managing the security of personal data, including preventing the leajing, loss 
or damage of the personal data they handleW Purther, data controllers are required to eIercise 
necessary and adequate supervision over their employees and service providers to ensure 
the secure management of the personal dataW
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Ghe OO2 guidelines further illustrates that data controllers should establish basic policies 
for handling of personal data, establish internal rules regarding handling of personal 
data, organisational security control measures, human security control measures and 
technological security control measures considering the risjs arising from the personal 
dataW 

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

while the RF2 does not mandate detailed technical standards or specify minimum security 
requirements for 2TT operators, they are eIpected to adhere to sector5speci.c guidelines and 
best practices set out by the relevant authoritiesW 

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Data controllers are required to report material data breaches involving personal data to the 
OO2W 

Frticle 0-)NC of the FOOT provides that, businesses handling personal information must report 
leajs, loss or damage and other situations concerning the security of the personal data they 
handle to the OO2W 7oxever, this obligation does not apply to data processors xhere they 
have noti.ed the data controller of the breachW

Frticle 0-)0C of the FOOT further requires that, in the cases mentioned above, the business 
must notify the affected individuals, as prescribed by the OO2W Ghis noti.cation may be 
xaived if it is dizcult to do so and alternative measures are implemented to safeguard the 
individualMs rights and interestsW

Frticle 9 of the Anforcement (egulations of the FOOT provides that reportable incidents 
include; 

‘ actual or suspected leajage of, loss of or damage to personal data including sensitive 
personal data3

‘ actual or suspected leajage of, loss of or damage to personal data that can be abused 
for economic gains3

‘ actual or suspected leajage of, loss of or damage to personal data caused by a 
malicious act3 and

‘ actual or suspected leajage of, loss of or damage to personal data xhere more than 
N,666 principals are affectedW 

Ghere is no general regulation imposing a mandatory reporting obligation for a cybersecurity 
incident that does not involve a personal data breachW

N3SOA

Ghe Oersonal Tnformation Orotection Fct )OTOFC forms the personal data protection and 
regulatory regime in 1oreaW Ghe OTOF applies to 'personal information controllersM )iWeW, data 
controllersC, xhich includes public institutions, legal persons, organisations, individuals, etcW 
that process personal information directly or indirectly to operate the personal information 
.les )iWeW, personal information arranged or organised in a systematic manner for the personal 
information to be readily retrievableC as part of its activitiesW Ghe Anforcement Decree of 
the Oersonal Tnformation Orotection Fct )the Anforcement Decree of OTOFC is the subsidiary 
legislation to the OTOFW
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2ybersecurity lax in 1orea is governed by a patchxorj of laxs and their respective 
enforcement decreesW Ghey are as folloxs; 

‘ the Fct on the Oromotion of Tnformation and 2ommunications Jetxorj /tilisation 
and Tnformation Orotection )the Jetxorj FctC and the Anforcement Decree of the 
Fct on Oromotion of Tnformation and 2ommunications Jetxorj /tilisation and 
Tnformation Orotection )the Anforcement Decree of the Jetxorj FctC3

‘ the Fct on Orotection of Tnformation and 2ommunications Tnfrastructure )FOT2TC 
and the Anforcement Decree of the Fct on the Orotection of Tnformation and 
2ommunications Tnfrastructure )the Anforcement Decree of FOT2TC3 and

‘ the Alectronic Pinancial Gransactions Fct )AGFC and the Anforcement Decree of the 
Alectronic Pinancial Gransactions Fct )the Anforcement Decree of AGFCW

’ther sector5speci.c legislations are also applicable in relation to data protection and 
cybersecurity, for eIample, in the .nancial services and healthcare sectorsW Ghis chapter xill 
only focus on the Jetxorj Fct and the FOT2TW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Frticle 04 of the OTOF requires data controllers to taje such technical, managerial )eWgW, 
establishing an internal management planC and physical measures that are necessary to 
ensure safety as prescribed by Oresidential Decree to prevent the loss, theft, disclosure, 
forgery, alteration or damage of personal informationW

Fs prescribed under Frticle 86 of the Anforcement Decree of OTOF, data controllers shall taje 
measures to ensure safety of personal information including but not limited to;

‘ formulating and implementing an internal management plan to safely process 
personal information3

‘ restricting and controlling access to personal information3 and

‘ implementing security measures such as encryption for storageW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder 2hapter KT of the Jetxorj Fct, speci.cally Frticle UE, providers of information and 
communications services and manufacturers:importers of connected devices are required 
to implement protective measures for netxorj security and stabilityW Ghese entities are also 
required to comply xith any guidelines on protective measures as issued by the Kinister of 
kcience and T2GW 

Ghese guidelines xould include;

‘ technical and physical protective measures, including installation and operation of 
an information security system, to prevent or counteract unauthorised access to the 
netxorj3

‘ technical protective measures for preventing unlaxful leajage, forgery, alteration or 
deletion of information3

‘ technical and physical protective measures for ensuring the continuous use of 
information and communications netxorjs3 and

‘
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administrative  protective  measures  for  stabilisation  of  information  and 
communications netxorjs and protection of information, including securing human 
resources, organisation and eIpenses and establishing related plansW

/nder Frticle 4)NC, the FOT2T requires regular vulnerability analysis and evaluationW Rased on 
these evaluations, the management organisation must formulate and implement physical 
and technological measures to protect critical infrastructure per Frticle E of the FOT2TW Ghese 
measures must be submitted to the relevant central administrative agency, xhich may order 
or recommend additional protection measures based on the submissionsW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Frticle 8U of the OTOF requires a personal information controller to notify data subLects xhen 
the personal information controller becomes axare of loss, theft or divulgence of personal 
informationW Ghe notice to data subLects must include details of the data breach, guidance for 
data subLects to mitigate harm, remedial measures tajen by the data controller and contact 
information for assistance )Frticle 8U)NCCW

Joti.cation must be made xithin 90 hours unless impracticable due to unavoidable causes 
)eWgW, natural disasterC and xhere harm to data subLects is substantially mitigated )Frticle 
84)NC of the Anforcement Decree of OTOFCW Tf all information required under Frticle 8U)NC of 
the OTOF is not yet jnoxn, the controller must provide initial notice xith con.rmed details and 
update the rest of the details upon con.rmation )Frticle 84)0C of the Anforcement Decree 
of OTOFCW Tf affected data subLects are uncontactable, the controller must post the required 
notice on its xebsite for at least 86 days )Frticle 84)8C of the Anforcement Decree of OTOFCW 

keparately, under Frticle 8U)8C of the OTOF, the personal information controller must promptly 
report the above listed information to the Oersonal Tnformation Orotection 2ommission or a 
designated institution, as prescribed by Oresidential Decree, considering the type, process, 
and scale of the breachW /nder Frticle U6 of the Anforcement Decree of OTOF, reporting is 
mandatory if; 

‘ personal information of N,666 data subLects is affected3

‘ sensitive or personally identi.able information is affected3 and

‘ divulgence occurs due to illegal eIternal access to personal information processing 
systems or information technology equipment used by personal information handlers 
)iWeW, persons xho manage personal informationC for processing personal informationW

(eporting to the Orotection 2ommission must be done xithin 90 hours unless it  is 
impracticable to .le a report xithin 90 hours due to a natural disaster or other unavoidable 
causes and xhere the possibility of infringing on the rights and interests of data subLects is 
substantially reduced through measures tajenW

Frticle UY58 of the Jetxorj Fct stipulates that if a computer security incident occurs, a 
provider of information and communications services shall immediately report it to the 
Kinister of kcience and T2G or the 1orea Tnternet and kecurity FgencyW 

YAmALM-A

KalaysiaMs data protection framexorj is primarily governed by the Oersonal Data Orotection 
Fct 06N6 )KL ODOFC, xhich applies to the processing of personal data in commercial 
transactionsW Ghe ODOF establishes a set of core data protection principles and is supported 
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by subsidiary legislation that clari.es compliance obligations and standardsW (ecognising 
the unique xays in xhich different industries handle personal data, the KL ODOF alloxs 
for the development of sector5speci.c codes of practice, overseen by the Oersonal Data 
Orotection 2ommissioner )the 2ommissionerCW

Tn addition to the KL ODOF, sectoral laxs, such as those governing .nancial services and 
healthcare, impose data protection requirements tailored to the sensitivity of information in 
those .eldsW Data controllers are also classi.ed by industry, xith certain sectors subLect to 
registration requirementsW

2ybersecurity in Kalaysia is governed by the 2yber kecurity Fct 060U )2kFCW Ghe 2kF 
introduces mandatory risj assessments, incident reporting, licensing requirements for 
service providers and enforcement mechanismsW kectoral regulators such as Ranj Jegara 
Kalaysia also impose cybersecurity obligations xithin their regulated industriesW

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Ghe KL ODOF imposes an obligation on the data controller and data processor to taje 
practical steps to protect personal data from any loss, misuse, modi.cation, unauthorised 
or accidental access or disclosure, alteration or destruction xhen processing personal dataW 
Ghe data controller:processor shall protect the personal data by having regard to;

‘ the nature of the data and potential harm from its misuse, loss, etcW3

‘ xhere the data is stored3

‘ security features of the equipment in xhich the data is stored3

‘ the measures tajen for ensuring the reliability, integrity and competence of personnel 
xith access to the data3 and

‘ the measures tajen to ensure security of data transfersW

Data controllers are also required to develop and implement a security policy that complies 
xith the security standards as set out in the Oersonal Data Orotection ktandard 06NEW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder kection 0N of the 2kF, entities managing Jational 2ritical Tnformation Tnfrastructure 
)J2TTC must implement cybersecurity measures, standards and processes as set out in the 
code of practiceW Ghe J2TT may also adopt other alternatives, provided they offer equal or 
greater protection to the J2TTW

2ompliance is also recognised if these entities follox cybersecurity requirements under 
internationally recognised framexorjs, as long as they do not con•ict xith the code of 
practiceW Ft the time of xriting, the proposed code of practice has not been introducedW 

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Ghe KL ODOF de.nes 'personal data breachM as any breach, loss, misuse or unauthorised 
access of personal dataW where data controllers have reason to believe a breach has 
occurred, they are required to notify the 2ommissioner as soon as practicable )and no later 
than 90 hours, folloxing the relevant guidelines and circularsCW 7ence, under the lax, all data 
breaches are noti.able to the 2ommissionerW 
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Jotxithstanding the above, the Oersonal Data Orotection Suidelines on Data Rreach 
Joti.cation published by the 2ommissioner in Pebruary 060E )the DRJ SuidelinesC provide 
that not all data breaches are noti.able to the 2ommissionerW Tnstead, a data controller is 
only required to notify the 2ommissioner if the personal data breach causes or is lijely to 
cause 'signi.cant harmMW 

Ghe DRJ Suidelines provide that a personal data breach is considered to cause, or is lijely 
to cause, signi.cant harm if there is a risj that the compromised personal data; 

‘ may result in physical harm, .nancial loss, a negative effect on credit records or 
damage or loss of property3

‘ may be misused for illegal purposes3

‘ consists of sensitive personal data3

‘ consists of personal data and other personal information that, xhen combined, could 
potentially enable identity fraud3 or

‘ is of signi.cant scale )iWeW, the data breach affects more than N,666 individualsCW 

Tf the breach causes or is lijely to cause signi.cant harm to the data subLects, data 
controllers must also notify the affected data subLects xithin seven days of informing the 
2ommissionerW Siven the guidance by the 2ommissioner, even data breaches of signi.cant 
scale must be noti.ed to the affected individualsW 

/nder the 2kF, a 'cybersecurity incidentM refers to any unauthorised act involving a computer 
or system that compromises its securityW kection 08 imposes a duty on J2TT entities to 
report such incidentsW Joti.cation must be made immediately upon discovery to the 2hief 
AIecutive of the Jational 2yber kecurity Fgency and the relevant sector leadW Purther 
timelines for reporting updates are as folloxsW

‘ within siI hours, submit jey incident details )type, severity, time of the incident 
occurrence, etcWCW

‘ within NU days, provide fuller information )affected systems, threat actors, impact, 
response, etcWCW

YLAfYAS

KyanmarMs legal framexorj addressing cybersecurity and data protection comprises several 
jey laxsW Ghe Gelecommunications Bax )06N8C primarily governs the telecommunications 
sector, xith limited provisions related to cybersecurityW Tt aims to prevent cybercrimes 
involving  telecommunication  services  and  restricts  the  unauthorised  disclosure  of 
information stored in secure or encrypted systemsW

Ghe Alectronic Gransactions Bax facilitates the use of electronic transactions and includes 
data protection and cybersecurity provisionsW Tt imposes penalties for offences such as 
hacjing and unauthorised access to dataW

Ghe Bax for Orotection of Oersonal Orivacy and Oersonal kecurity of 2itiQens is designed to 
safeguard individual privacy and personal securityW Tt provides rights against unauthorised 
surveillance and requires consent for the collection and processing of personal dataW 
7oxever,  these protections have been suspended since 060N,  limiting their  current 
enforceabilityW
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’n N Hanuary 060E, 2ybersecurity Bax JoW N:060E xas enacted by KyanmarMs ktate 
Fdministration 2ouncilW Ghough not yet in force, it is intended to regulate digital security 
and online activities, particularly focusing on digital platform service providers, cybersecurity 
service providers and KOJ providersW

Fdditionally,  the Pinancial  Tnstitutions Bax mandates strict con.dentiality for banjs 
regarding user information, including account details, records and transactions, thereby 
reinforcing data protection xithin the .nancial sectorW

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Flthough the Alectronic Gransactions Bax does not directly mandate security measures for 
personal data processing, it outlines clear responsibilities for the personal data management 
ozcer )ODK’CW /nder kection 095F, the ODK’ must securely store, protect and process 
personal data based on its type and sensitivity, in line xith legal requirementsW Ghe ODK’ is 
prohibited from accessing, sharing or altering personal data xithout the individualMs consent 
or legal permission, and must avoid processing data in xays that con•ict xith the laxMs 
purposeW Fdditionally, personal data must be destroyed once it eIceeds the retention period, 
forming a framexorj for secure data handlingW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

Ghe Alectronic Gransactions Bax sets security standards for electronic transactions, 
including the recognition of electronic records, protection of personal data and regulation of 
electronic signatures and certi.cation authoritiesW /nder kection U6, individuals and entities 
can choose the type and level of security needed and implement suitable methods to meet 
those requirementsW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Ghere are no eIplicit requirements for notifying regulatory authorities or affected data 
subLects in the event of a data breach in KyanmarWGhere are also no noti.cation requirements 
for cybersecurity incidentsW

vJ-m-vv-fOM

Tn the Ohilippines, data protection is governed by the Data Orivacy Fct of 06N0 )DOFCW Ghe 
DOF regulates the processing of personal data by both public and private sectorsW Tt is 
administered by the Jational Orivacy 2ommission )JO2C, xhich also issues circulars and 
advisory guidelines to clarify compliance eIpectationsW

2ybersecurity is addressed under the 2ybercrime Orevention Fct of 06N0 )2OFC, xhich 
de.nes a broad range of cyber offences, including unauthorised access, data and system 
interference, computer5related fraud and identity theftW Ghe 2OF also eItends to traditional 
crimes under the (evised Oenal 2ode and other special laxs xhere these are committed 
using T2GW Ghis includes statutes such as the Alectronic 2ommerce Fct 0666, Fnti5’nline 
keIual Fbuse or AIploitation of 2hildren Fct and the kubscriber Tdentity Kodule )kTKC 
(egistration FctW

F proposed 2ritical Tnformation Tnfrastructure Orotection Fct )2TTOFC is currently under 
legislative reviexW Ghe bill seejs to enhance the resilience of vital sectors such as energy, 
xater, .nance and telecommunications by introducing minimum information security 
standards, mandating incident reporting, establishing a computer emergency response 
team and building national cybersecurity capabilitiesW
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MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Oursuant to kection 06)aC of the DOF read xith kection NU, personal information controllers 
)OT2sC and personal information processors )OTOsC )iWeW, data controllers and processorsC 
are required to adopt reasonable and appropriate organisational, physical and technical 
safeguards to protect personal dataW Ghe adequacy of these measures is assessed based 
on factors such as the sensitivity of the data, the risjs associated xith processing, the siQe 
and compleIity of the organisation, prevailing best practices in data privacy and the cost of 
implementing such safeguardsW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder the upcoming 2TTOF, all covered 2TT institutions xould need to adopt the Ohilippine 
Jational ktandard )OJkC on Tk’:TA2 0966N Tnformation kecurity Kanagement kystem and 
OJk Tk’ 0086N security and resilience – business continuity management systemsW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

/nder JO2 2ircular JoW N-568, a personal data breach refers to a security incident resulting 
in the accidental or unlaxful destruction, loss, alteration or unauthorised access to or 
disclosure of personal dataW F broader security incident includes any event that affects or 
threatens data protection, even if it does not result in a breach due to eIisting safeguardsW 
Joti.cation of a personal data breach is required xhen;

‘ sensitive personal data or other high5risj information )eWgW, .nancial data, login 
credentials, biometrics, TD documentsC is involved3

‘ the data is reasonably believed to have been accessed by an unauthorised party3 and

‘ there is a lijely risj of serious harm to affected individualsW

Ghe OT2 must notify JO2 and affected individuals xithin 90 hours of becoming axare of 
a noti.able breachW Joti.cation may be delayed only to assess the breach, prevent further 
harm or restore system integrityW 7oxever, immediate noti.cation is required if the breach 
affects at least N66 individuals or poses a serious risj due to the sensitivity of the dataW F full 
report must be submitted xithin .ve days, unless an eItension is granted by the JO2W

OT2s and OTOs are also required to .le annual security incident reports xith the JO2 
documenting security incidents that did not meet the threshold for mandatory breach 
noti.cationW

/nder the upcoming 2TTOF, all covered 2TT institutions xill also be required to report all 
information security incidents affecting their institutions to the Ohilippine Jational 2omputer 
Amergency (esponse Geam )J2A(GC xithin 0U hours of detection of the security incidentW 
Tf requested by the J2A(G, the 2TT institution xill also be required to submit an incident 
progress report and post5incident reportW 

M-fCAv3SO

kingaporeMs data protection regime is governed by the Oersonal Data Orotection Fct 06N0 
)kSODOFCW Ghe kS ODOF governs the collection, use and disclosure of personal data 
in the private sectorW Ghe Oublic kector )SovernanceC Fct 06NY )OkSFC governs data 
protection and management in the public sectorW Fdditional sectoral laxs lije the Ranjing 
Fct N496, 7ealthcare kervices Fct 0606 and codes issued under statutes such as the 
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Gelecommunications Fct N444 and Konetary Futhority of kingapore Fct N496 may prescribe 
additional data protection requirementsW 

2ybersecurity is regulated by the 2ybersecurity Fct 06NY )the 2ybersecurity FctC, alongside 
laxs such as the 2omputer Kisuse FctW kector regulators lije the Tnfocomm Kedia 
Development Futhority and Konetary Futhority of kingapore also issue cybersecurity codes 
and guidelinesW Fmendments to the 2ybersecurity Fct xere passed in 060U and are set to 
come into effect in the near futureW 

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

/nder kection 0U of the kS ODOF, organisations )iWeW, data controllers and processorsC 
must implement reasonable security measures to protect personal data in their possession 
or controlW Ghese safeguards are aimed at preventing unauthorised access, collection, 
use, disclosure, copying, modi.cation, disposal or loss of data )including loss of devices 
or storage media containing personal dataCW ’rganisations should implement reasonable 
security arrangements,  tajing into account the nature of personal  data held by the 
organisation and the possible harm that might result from a security breachW Ghese may 
include administrative measures )such as contractual con.dentiality obligations, policies 
and proceduresC, physical measures and technical measuresW 

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

Ghe 2ybersecurity Fct imposes duties on oxners of 2TTW Ghey must establish systems and 
processes to detect threats and incidents in respect of 2TT as outlined in the applicable 
2ybersecurity 2ode of OracticeW Ghis includes implementing security baselines that re•ect 
the risj pro.le of their systems, xith measures lije enforcing least access privilege, 
passxord compleIity, removal of unused accounts and services, closing unused ports, 
malxare protection and timely application of security patchesW Ghe amendments to the 
2ybersecurity Fct xill eItend similar obligations to entities such as maLor foundational digital 
infrastructure service providers and oxners of essential services or systems of temporary 
cybersecurity concernW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

F data breach under the kS ODOF includes unauthorised access, collection, use, disclosure 
or loss of personal data or loss of any storage medium containing personal data in 
circumstances xhere the foregoing is lijely to occurW ’rganisations must promptly assess 
if a breach is noti.able, typically xithin 86 daysW 

Data controllers are required to notify the Oersonal Data Orotection 2ommission )ODO2C 
xithin three days after determining a breach is noti.able, either because it causes or is lijely 
to cause signi.cant harm to individuals, or because it affects or is lijely to affect E66 or more 
individualsW ’n or after notifying the ODO2, xhere signi.cant harm is caused or lijely to be 
caused by the data breach, individuals must generally also be noti.ed of the breachW 

Tf a data processor suspects a data breach involving personal data processed on behalf of 
a data controller has occurred, it must promptly notify the data controller, xhich must then 
assess xhether the breach is noti.ableW

keparately, under the 2ybersecurity Fct, 2TT oxners must report speci.c cybersecurity 
incidents  )eWgW,  any  unauthorised  hacjing  of  a  2TT,  malxare  installation,  any 
man5in5the5middle  attacj,  any  denial5of5service  attacjsC  to  the  2ommissioner  of 
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2ybersecurityW Fn initial report must be made xithin txo hours of axareness, folloxed by 
detailed reporting xithin NU daysW Ghe amendments to the 2ybersecurity Fct xill broaden 
reporting obligations to additional categories of systems and providers, though the speci.c 
cybersecurity incidents, xhich are reportable for these nex categories, have yet to be 
prescribedW

GA-VAf

Ghe primary lax governing data protection in Gaixan is the Oersonal Data Orotection Fct 
)GwODOFCW Ghe Anforcement (ules of the Oersonal Data Orotection Fct )the Anforcement 
(ules of ODOFC provide further guidance on the Gw ODOFW 

Tn Gaixan, the 2yber kecurity Kanagement Fct )2KFC is the primary legislation governing 
cybersecurity in GaixanW Ghe Anforcement (ules of 2yber kecurity Kanagement Fct )the 
Anforcement (ules of 2KFC provide further guidelines on the 2KFW

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Por government agencies that collect, use and process personal data, Frticle NY of the 
Gw ODOF states that they shall assign dedicated personnel to implement security and 
maintenance measures to prevent the personal data from being stolen, altered, damaged, 
destroyed or disclosedW

Por non5government agencies that collect, use and process personal data, Frticle 09 of 
the Gw ODOF states that they shall implement proper security measures to prevent the 
personal data from being stolen, altered, damaged, destroyed or disclosedW Ghe central 
government authorities in charge of the industries concerned may designate and order 
certain non5government agencies to establish a security and maintenance plan for the 
protection of personal data .les and rules on disposing personal data folloxing a business 
terminationW

Katters such as standards on setting forth the aforementioned plans and disposal 
regulations shall be eIpressly established by the central government authority in charge of 
the industry concernedW Ghus far, industry speci.c guidelines have been promulgated for 
.nancial institutions, human resources recruitment business, hospitals, manufacturers and 
othersW

/nder Frticle N0 of the Anforcement (ules of ODOF, 'security and maintenance measuresM 
refer to technical or organisational steps tajen by public and private entities to prevent the 
theft, alteration, damage, destruction or disclosure of personal dataW Ghese measures must 
be proportionate to the purpose of data protection and may include;

‘ assigning management and resources3

‘ de.ning personal data scope3

‘ conducting risj assessments3

‘ establishing breach response mechanisms3

‘ implementing internal controls for data handling3

‘ securing data and managing personnel3

‘ providing training and axareness3

‘ securing facilities3
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‘ auditing data security3

‘ jeeping logs and evidence3 and

‘ continuously improving security measuresW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

Tn Gaixan, 'critical infrastructureM refers to physical or virtual assets, systems, or netxorjs 
xhose disruption or reduced performance could signi.cantly impact national security, public 
interests, daily life or economic activityW Antities that operate or maintain such infrastructure, 
either in full or in part, may be designated as 'critical infrastructure providersM )2TOsC by the 
central authority responsible for the relevant industry, subLect to rati.cation by the competent 
authorityW

/nder Frticle N- of the 2KF, 2TOs must prepare, revise and implement a cybersecurity 
maintenance plan )2kKOC, tajing into account the nature and volume of information 
processed, as xell as the scale and characteristics of their information and communication 
systemsW  2TOs must submit  their  2kKOs to the central  industry  authority,  xhich is 
responsible for auditing their implementationW 

Frticle - of the Anforcement (ules speci.es the required content of a 2kKO, xhich 
includes, for eIample, core functions, governance, risj assessments, incident response and 
continuous improvement mechanismsW

Tf an audit reveals shortcomings or areas for improvement, the 2TO must submit an 
improvement reportW Ghis improvement report must identify the speci.c •axs, analyse their 
causes, outline corrective measures in terms of management, technology, personnel or 
resources, and provide an estimated timeline and method for tracjing progressW 2TOs must 
report on the implementation status and outcomes of each of these areas, demonstrating 
continuous adherence to and improvement of their cybersecurity measuresW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

2urrently, there is no requirement to notify regulatory authorities in the event of a data breachW 
7oxever, upcoming amendments to the Gw ODOF xill introduce a nex, general mandatory 
noti.cation requirementW Tf a personal data incident falls xithin the 'speci.ed noti.cation 
scopeM established by the Oersonal Data Orotection 2ommission, noti.cation must be made 
to the Oersonal Data Orotection 2ommissionW Por non5government agencies, noti.cation 
must also be made to the competent authority overseeing the relevant business sectorW

Ft present, Frticle N0 of the Gw ODOF states that if any personal data is stolen, disclosed, 
altered or otherxise infringed upon due to a violation of the ODOF by a government or 
non5government agency, the data subLect must be noti.ed via appropriate means after the 
relevant facts have been clari.edW

Frticle 00 of the Anforcement Fct de.nes 'appropriate meansM for noti.cation under Frticle 
N0 of the ODOF as prompt communication via various channels )eWgW, verbal, xritten, digitalCW 
Tf costs are eIcessive, agencies may notify via public channels lije the internet or mediaW Ghe 
noti.cation must detail the data breach and actions tajen to respond to the breachW

/nder the 2KF, agencies must notify their supervisory authority or regulator xhen made 
axare of a cybersecurity incident, de.ned as an event xhere the state of a system, service or 
netxorj is identi.ed as having a potential violation of the cyber security policy or a failure of 
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protective measures, xhich affects the functionality of the information and communication 
system and constitutes a threat against the cyber security policy )Frticles NU and NYCW 

Ghe (egulations on the Joti.cation and (esponse of 2yber kecurity Tncident eIpand on the 
2KFVs reporting obligationsW F 'speci.ed non5government agencyM must report an incident 
to the central regulator xithin one hour of discovery and must complete system recovery or 
damage control xithin 8- to 90 hours, depending on the nature of the incidentW (eports must 
include the time of occurrence and discovery, a description of the incident, risj assessment, 
response measures tajen, any eIternal support received and other relevant detailsW

GJA-mAfP

GhailandMs primary data protection lax is the Oersonal Data Orotection Fct RA 0E-0 
)06N4C )G7ODOFCW kector5speci.c laxs also apply, such as the Jational 7ealth Fct RA 
0EE6 )0669C  and Kental  7ealth Fct  RA 0EEN )066YC  for  health data and the 2redit 
Tnformation Rusiness Fct RA 0EUE )0660C for .nancial dataW Tn 0608, the Joti.cation of 
the Jational Rroadcasting and Gelecommunications 2ommission (e; Keasures to Orotect 
Gelecommunications kervice /sersM (ights (egarding Oersonal Data, Orivacy (ights, and 
Preedom of Gelecommunications issued a noti.cation under the Gelecommunications 
Rusiness Fct RA 0EUU )066NC to strengthen protections for telecommunication usersM 
personal data and privacyW

2ybersecurity is governed by the 2ybersecurity Fct RA 0E-0 )06N4C )2FCW Tt applies to 2TT 
organisations in sectors lije national security, public services, .nance, TG, transport, energy 
and healthcareW Jot all entities in these sectors automatically qualify3 eligibility is Lointly 
assessed by the organisation, Jational 2yber kecurity 2ommittee )J2k2C and relevant 
regulators based on potential national5level impacts of cyber threatsW

2TT organisations must follox J2k2 guidelines, manage cyber risjs, apply appropriate 
security measures and report incidents in accordance xith the 2FW

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

/nder the G7 ODOF, data controllers must implement appropriate security measures that 
meet at least the minimum standards set by the Oersonal Data Orotection 2ommittee )the 
2ommitteeC under the Joti.cation re; 0600 the requirement of security measures for Data 
2ontrollers RA 0E-E )0600C )the Joti.cation on kecurity KeasuresCW Ghey must also ensure 
that their data processors do the sameW Ghese measures must be reviexed periodically or 
xhen technology changes to maintain effective protectionW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder the 2F, 2TT organisations must manage and reduce cyber risjs by folloxing J2k2 
guidelines and ful.l duties such as;

‘ implementing internal cybersecurity guidelines aligned xith J2k2 standards3

‘ notifying the J2k2 of designated ozcers and relevant contact details3 and

‘ conducting internal and eIternal cyber risj assessmentsW

Fccording to the Joti.cation of the 2yber kecurity kupervisory 2ommittee (e; Suidelines on 
2ode of Oractice and ktandard Pramexorj for Kaintaining 2ybersecurity for Sovernment 
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Fgencies and 2TT ’rganisations, 2TT organisations must maintain a code of practice that 
includes;

‘ a cybersecurity audit plan3

‘ risj assessments3

‘ an incident response plan3

‘ threat response measures3 and

‘ resilience and recovery strategiesW

Tn Pebruary 060E, the J2k2 also released a draft web kecurity ktandard to enhance 2TT 
xebsite protectionW Tt sets minimum standards for governance, operations and xeb hosting 
provider selectionW Ghe draft is not yet in force and may still be amended before .nalisationW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Ghe Joti.cation of the ODO2 (e; (ules and Orocedures for the Data Rreach Joti.cation )the 
Data Rreach Joti.cationC de.nes 'data breach incidentM as any breach of security that leads 
to loss, or unauthorised or unlaxful access, use, change, alteration or disclosure of personal 
data, xhether intentional, negligent or xilfulW

when a data controller becomes axare of or is noti.ed of a breach )or suspected breachC, 
they must assess its reliability and risjW Ghis xill determine xhether they must notify the 
2ommittee or the 2ommittee and affected individualsW Pactors include the type and severity 
of data, status of affected individuals )eWgW, minors or vulnerable personsC, business impact 
and eIisting security measuresW Ghey must notify the 2ommittee xithout delay and, as 
far as feasible, xithin 90 hours, unless the breach poses no risj to individualsV rights and 
freedomsW Fdditional noti.cation must be made xithout delay to data subLects if there is 
a high risj to individualsM rights and freedomsW Ghis must include details of the breach and 
remedial actionsW Data processors must inform the data controller xithout delay and, as far 
as feasible, xithin 90 hours of becoming axare of the breachW

Tf a cyber threat is eIpected to occur, a 2TT organisation must inspect its data and systems to 
assess the threatW Tf con.rmed or lijely, it must taje preventive and risj mitigation measures 
as per its internal cybersecurity framexorj and promptly notify the J2k2 and the relevant 
regulatorW Jo speci.c guidance currently eIists on the required content of such noti.cationsW

&-OGfAY

KietnamVs data protection landscape is primarily governed by Decree JoW N8:0608:JD52O on 
Oersonal Data Orotection )ODODCW Refore the ODOD, data privacy obligations xere scattered 
across various laxsW Ghe Kinistry of Oublic kecurity )KOkC has also issued a nex Oersonal 
Data Orotection Bax )ODOBC, xhich is set to taje effect on N Hanuary 060-W Ghe ODOB builds 
on the ODODW Ghe ODOB carries over principles from the ODOD, revises eIisting requirements 
and introduces nex principles and requirements )eWgW, data breach noti.cation to individuals 
in certain casesCW Ghe ODOB also introduces enhanced penalties for illegal data trading, 
cross5border transfers and other violationsW 

2ybersecurity regulations in Kietnam are spread across various legal instrumentsW 7oxever, 
the primary legislation governing cybersecurity is Bax on 2ybersecurity JoW 0U:06NY:M7NU 
)B’2CW Fdditionally, the Bax on Jetxorj Tnformation kecurity )BJTkC also plays a signi.cant 
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role, not only in personal data protection but also in regulating the security of information 
systemsW 

Ghe KOk is also tentatively set to release the 060E 2ybersecurity BaxW Ghe 2ybersecurity 
Bax aims to consolidate the BJTk and the B’2 into a uni.ed legal framexorj aimed at 
strengthening national cybersecurity, combating cybercrime and addressing digital threatsW 
1ey changes include the removal of data localisation requirements for both domestic and 
foreign service providers, updated rules for systems deemed nationally important )xith the 
Orime Kinister responsible for updating the listC, nex obligations for cybercrime prevention 
and revised licensing requirements for cybersecurity products and services carried over from 
the BJTkW

MODUS-GL 3Hm-CAG-3fM Q PAGA vS3GODG-3f mAVM

Ghe ODOD sets out general security requirements for handling personal dataW Ghese 
include implementing suitable management and technical safeguards from the outset 
and throughout the data processing lifecycle, establishing internal rules for personal data 
protection and conducting cybersecurity assessments of systems and devices used in 
processing, both before use and before permanently deleting or discarding themW 

kimilarly, the BJTk mandates that organisations processing personal data implement 
appropriate safeguards and follox relevant technical standards to ensure netxorj securityW 
Ghis includes creating plans to maintain data integrity, using secure storage solutions and 
maintaining bacjups on independent systems or mediaW Tf a netxorj security incident 
occurs, organisations are required to respond promptly xith corrective and containment 
measuresW

MODUS-GL 3Hm-CAG-3fM Q DLHOSMODUS-GL mAV

/nder the eIisting B’2, information system administrators must implement technical 
measures to prevent and respond to cyberattacjs, cooperate xith authorities in tracing 
attacjs and provide relevant data and evidenceW ’nline service providers must xarn users 
of potential risjs, offer guidance on minimising them and ensure secure data collection and 
protection against leajs or breachesW Ghey are also required to develop incident response 
plans and address system vulnerabilitiesW Ghe B’2 has broad applicability and mandates 
ongoing system monitoring, regular security reviexs and cooperation xith cybersecurity 
authoritiesW

PAGA HSOADJ f3G-E-DAG-3f SO;U-SOYOfGM

Ghree main laxs impose data breach noti.cation obligations; the ODOD, the BJTk and the 
B’2, along xith some sector5speci.c laxsW

Ghe ODOD requires data controllers to notify the KOkM Department of 2yber kecurity and 
7iGech 2rime Orevention )F6EC:KOk xithin 90 hours of any personal data protection 
violations and data breachesW Ghe noti.cation must follox a set format and include speci.c 
details such as the nature of the violation, contact information, potential consequences and 
remedial measuresW Data processors only need to notify the data controller and the ODOD 
does not require noti.cation to affected individualsW

Ghe BJTk de.nes a netxorj incident as any event compromising data con.dentiality, integrity 
or availabilityW kystem administrators must report such incidents xithin .ve days to multiple 
authorities simultaneouslyW Ghis includes the Kietnam 2omputer Amergency (esponse 
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Geam, Kietnam Tnternet Jetxorj Tnformation 2entre, TkOs and other relevant state agencies 
and members of the concerned incident response netxorjW Ghe report must include system 
and incident detailsW /sers must also report incidents to the service provider, though no 
speci.c timeline or format is mandatedW Bije the ODOD, BJTk does not require notifying 
affected individualsW

/nder the B’2, cybersecurity incidents and cybersecurity emergencies must be immediately 
noti.ed to F6E:KOkW Ghe B’2 de.nes a cybersecurity incident as a 'an uneIpected event 
in cyberspace )itself de.ned as a netxorj of TG infrastructure that includes internet, 
communication systems and databases, among othersC that threatens national security, 
public order or the laxful rights and interests of an organisation or individualM3 and a 
cybersecurity emergency as an event in cyberspace that seriously violates national security, 
public order or the laxful rights sand interests of an organisation or individualW Ghe B’2 
also mandates immediate noti.cation to affected entities and individuals in cases of 
'cybersecurity emergenciesM that pose 'very serious damageM to the legitimate rights and 
interests of the affected individuals located in Kietnam or threatens human livesW Joti.cation 
to the regulator in the case of incident, data breach or user data loss is also required under 
the B’2W 7oxever, B’2 does not specify noti.cation content or format to the F6EW

D3fDmUM-3f

Data protection and cybersecurity regulation across Fsia is undergoing rapid and uneven 
developmentW while some Lurisdictions are still  in the process of de.ning their legal 
framexorjs, others have moved into active enforcement, introducing increasingly detailed 
and prescriptive obligations for organisationsW Ghis disparity in legal maturity presents 
signi.cant challenges for businesses operating across multiple Lurisdictions, xhere a 
uniform compliance approach is rarely suzcientW Rusinesses xill thus have to familiarise 
themselves xith the requirements in Lurisdictions relevant to them to comply xith regulatory 
requirements and respond to data incidents effectivelyW 
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