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INTRODUCTION

The FSMA is an omnibus legislation pertaining to sector-wide
regulation of financial services and markets. It applies to financial
institutions including but not limited to banks, insurers, financial
advisers and DTSPs. The FSMA explicitly details the general powers
of the MAS over financial institutions, such as inspection powers, and
also includes provisions addressing anti-money laundering and/or
Countering the Financing of Terrorism (“AML/CFT”), financial dispute
resolution schemes, technology and risk management, as well as the
issuance of Prohibition Orders (“POs”).

The FSMA, which introduces a new regime to regulate DTSPs,
requires that any individual who, carries on a business of providing
Digital Token (“DT”) services outside of Singapore from a place of
business in Singapore, to hold a license. DT Services captures a wide
range of transactions involving DTs, including, without limitation, the
following:

. Buying and selling of DTs;

. Facilitating the exchange of DTs;

. Transferring DTs;

. Soliciting or attempting to solicit DT transactions;
. Safeguarding services; and

. Advisory services.

Given the wide ambit of DT services, exchanges, market makers,
custodians and advisory platforms are all expected to be subject to the
FSMA, which applies to both Digital Payment Tokens (“DPTs”) and
tokenised real-world assets. A DSTP that contravenes the licensing
requirement is guilty of an offence and may be liable to penalties such
as a fine and/or imprisonment.

The FSMA is implemented in phases. Phase 1 commenced on 28
April 2023, which migrated, among other things, MAS’ general powers
over financial institutions from the Monetary Authority of Singapore Act
1970 (“MAS Act”) to the FSMA. Phase 2A and 2B commenced on 10
May 2024 and 31 July 2024 respectively — these covered new
provisions on technology and risk management and control over
financial institutions (and other miscellaneous provisions from the MAS
Act).

On 30 May 2025, the Financial Services and Markets Act 2022
(Commencement) Notification 2025 (“FSMA Commencement
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Notification”) was published. The FSMA Commencement Notification
brings into operation, on 30 June 2025, Part 9 and sections 183(b) and
(c) and 214 of, and the First and Second Schedules to, the Financial
Services and Markets Act 2022 (“FSMA”, and such provisions,
collectively, the “DTSP Provisions”).

As there is no transitional arrangement for DTSPs, DTSPs that are
subject to licensing under the FSMA must suspend or cease carrying
on a business of providing digital token services (“DT Services”) by 30
June 2025 (“Commencement Date”), when the DTSP Provisions
come into operation.

In tandem with the FSMA Commencement Notification, the MAS has
on 30 May 2025 also responded to the previous consultation paper it
issued on 4 October 2024 (“FSMA Consultation Paper”) on the
proposed regulatory approach for Digital Token Service Providers
(“DTSPs”).

In the FSMA Consultation Paper, the MAS sought responses on the
regulation of:

(a) individuals and partnerships who, from a place of business in
Singapore, carry on a business of providing a DT Service outside
Singapore; and

(b) Singapore corporations that carry on a business, whether from
Singapore or elsewhere, of providing a DT Service outside
Singapore.

We discuss the MAS’ response to the FSMA Consultation Paper
(“Response”) in this legal update.

REGULATORY APPROACH TO DTSPS UNDER
THE FSMA

By way of the DTSP Provisions, the MAS intends to regulate DTSPs
which are individuals, partnerships, or Singapore corporations that are
operating from a place of business in Singapore, or that are formed or
incorporated in Singapore, but carry on a business of providing DT
Services outside Singapore. In determining whether an entity is
providing DT Services outside Singapore, relevant factors include
whether its front-office functions or customers are located outside
Singapore.

As previously mentioned in the FSMA Consultation Paper and again
reiterated in the Response, the MAS has mentioned that it will only
consider granting a licence under section 138 of the FSMA (“DTSP
Licence”) in “extremely limited circumstances”.
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This is because, in most cases, persons who have a place of business
in Singapore or are Singapore corporations will carry on a business of
providing DT Services in Singapore, and will therefore already be
subject, where applicable, to the existing regulatory frameworks
established by the Payment Services Act 2019 (“PS Act”), the
Securities And Futures Act 2001 (“SFA”), and/or the Financial Advisor
Act 2001 (“FAA”) and so will generally not be subject to licensing and
ongoing requirements for DTSPs under the FSMA (see our comments
in the next paragraph). This is the exemption under section 137(5) of
the FSMA (“FSMA Exemption”).

FINANCIAL SERVICES AND MARKETS
REGULATIONS

MAS has published all finalised versions of the subsidiary legislation,
notices and guidelines relating to the DTSP Provisions ahead of the
Commencement Date. These documents are accessible here. The
main areas covered by the Financial Services and Markets
Regulations are discussed below.

DTSP Licence fees

MAS has maintained its original proposed annual DTSP Licence fees
of S$10,000. This is payable by all DTSP licensees (‘DTSP
Licensees”), regardless of their size or scope of business operations,
or the number of DT Services they provide.

Financial Requirements

MAS has also maintained its original proposed initial and ongoing
financial requirements applicable to DTSPs, which is S$250,000 in
base capital, total capital contribution and cash deposit in the case of a
company, partnership or limited liability partnership and individual
respectively.

Business Conduct

In relation to business conduct, the Financial Services and Markets
Regulations set out requirements relating to the approval of the CEO,
directors, partners or managers of a DTSP Licensee, as well as audit
requirements. MAS has provided further guidance that licensees must
have appropriate compliance management arrangements, which may
take the form of an independent compliance function in Singapore, or
compliance support from its holding company or overseas related
entity.


https://www.mas.gov.sg/publications/consultations/2024/consult-paper-dtsp
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FINANCIAL SERVICES AND MARKETS
NOTICES

Overview

MAS has proposed to issue notices and guidelines which will come
into force on the Commencement Date. MAS has made available
drafts of these notices and guidelines together with the Response,
accessible here.

MAS has also clarified that although an individual who is located in
Singapore and is carrying on a business of providing DT Services to
persons outside of Singapore would attract regulation under section
137(1) of the FSMA, where an individual is an employee of a foreign-
incorporated company that provides DT Services outside Singapore,
work done by such individual as part of his employment would not in
itself attract a licensing requirement under that section.

AML/CFT Requirements

DTSP Licensees are to perform customer due diligence (“CDD”)
measures as required under the proposed FSM Notice FSM-N27, in
respect of all customers with whom they had established business
relations with prior to obtaining its DTSP Licence as well as those who
continue to be its customers upon obtaining their DTSP Licence.

MAS has clarified that it will not prescribe any baseline timelines to
complete the required CDD measures, although it will determine the
relevant timeline on a case-by-case basis on the point of licensing.
Further, FSMA Licensees should have internal processes to assess
required measures to comply with any subsequent revisions of CDD
requirements.

In relation to the reliance by DTSP Licensees on third parties to
perform CDD measures, the MAS has maintained its position that
DTSP Licensees shall not be permitted to rely on licensed payment
service providers and financial institutions for compliance with
AML/CFT requirements. This is due to the uneven level of AML/CFT
controls across the payment sector in Singapore and globally.

In relation to DTSP Licensees which engage in the provision of
correspondent account services, the MAS will also provide further
guidance in the Guidelines to the FSM-N27 Notice to help such
licensees assess the suitability of the respondent/correspondent
financial institution that is involved in the correspondent account
services.

MAS has also maintained its position that DTSP Licensees should be
prohibited from issuing bearer negotiable instruments or paying cash


https://www.mas.gov.sg/publications/consultations/2024/consult-paper-dtsp
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out equal to or exceeding S$20,000, on the basis that such cash-
based transactions entail heightened money laundering / terrorism
financing risk exposure.

In relation to the value transfer requirements which the MAS has
proposed to impose on certain DTSP Licensees who facilitate the
value transfer of one or more digital tokens, the MAS has emphasised
that any DTSP Licensee which is:

(a) an ordering institution — is required to verify the value transfer
originator’s identity prior to effecting or arranging the value
transfer; or

(b) an beneficiary or intermediary institution —is required to take
reasonable measures to identify value transfers that lack the
required value transfer originator or beneficiary information and
to implement measures to determine when to execute, reject or
suspend such transfers and the appropriate follow-up action.

These are meant to align Singapore with standards promulgated by
the international Financial Action Task Force (“FATF”), which has
advocated for more stringent and extensive value transfer
requirements to mitigate ML/TF risks.

NOTICES ON REPORTING REQUIREMENTS,
TECHNOLOGY RISK-MANAGEMENT AND
CYBER HYGIENE

Suspicious activities and fraud

Pursuant to the MAS’ Notice on Reporting of Suspicious Activities and
Incidents of Fraud (“FSM-N28”), licensees must lodge a report with
MAS within five (5) working days upon the discovery of any suspicious
activities and incidents of fraud which is material to the safety,
soundness or reputation of the licensee. However, MAS does not
intend to prescribe the materiality of a suspicious activity or incident of
fraud. For incidents of fraud, licensees are also required to lodge a
police report and submit a copy of the same to MAS. If a licensee has
not lodged a police report, it is required to notify MAS of the reasons
for its decision.

Requlatory reporting

In addition, MAS’ Notice on Submission of Regulatory Returns (“FSM-
N29”) imposes other regulatory reporting obligations on licensees over
varying periods of time, which were intended to allow MAS to
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understand and monitor the profile of each licensee’s DT Services and
supervise on a more targeted basis.

TRM Guidelines

As proposed in the FSMA Consultation Paper, MAS will go ahead and
introduce new measures for DTSP Licensees to manage technology
risks, in addition to those measures and practices recommended for
adoption under MAS’ Guidelines on Risk Management Practices —
Technology Risk (“TRM Guidelines”).

Under the MAS’ Notice on Technology Risk Management (“FSM-30"),
licensees are required to maintain a high level of reliability, availability
and recoverability of critical IT systems and implement IT controls to
protect customer information from unauthorised access or disclosure.
These measures include: establishing frameworks to identify critical
systems, ensuring that unscheduled downtime does not exceed four
(4) hours within any 12-month period and setting a recovery time
objective of no more than four (4) hours for each critical system.
Further, in the event of a system malfunction or IT security incident
with severe and widespread impact, a licensee must notify MAS within
one (1) hour of discovery and thereafter submit a detailed root cause
and impact analysis report within 14 days.

Cyber Hygiene

MAS will require DTSP Licensees to implement measures set out
under the MAS’ Notice on Cyber Hygiene (“FSM-31"), which are also
additional to the TRM Guidelines. Such measures include securing
administrative accounts against unauthorised access, implementing
security patches in a timely manner, enforcing network perimeter
defence and malware protection, and strengthening user
authentication. These additional requirements are in line with MAS’
broader push for cyber resilience across the financial services
industry.

NOTICES ON CONDUCT AND DISCLOSURES
AND COMMUNICATIONS

Conduct

MAS intends to impose conduct requirements on licensees. The
proposed Notice on Conduct (“FSM-N32") details these conduct
requirements, including those pertaining to a DTSP Licensee’s
minimum operating days and hours, display of exchange rates and
fees, transaction recordkeeping as well as its issuance of receipts.
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DTSP Licensees should note that FSM-N32 mandates a DTSP
Licensee to appoint at least one (1) person present at its permanent
place of business for a minimum of 10 days each business month and
a minimum of eight (8) hours on each of those days during its normal
business hours unless (a) the DTSP Licensee has natified all its
customers in advance of any planned non-operating days of its DT
Services or (b) there are circumstances beyond the DTSP Licensee’s
control that prevent it from meeting the specified days and hours.

Disclosures and Communications

Under MAS’ Notice on Disclosures and Communications (“FSM-N33"),
MAS will require DTSP Licensees to provide all customers and
potential customers with the prescribed risk warning statement set out
in Annex A of FSM-N33. However, MAS will not set out requirements
on the number and types of languages which the DTSP Licensees
must provide the risk warning statement in and will leave it to the
DTSP Licensee to determine based on its business nature and
customer base.

Similarly, a DTSP Licensee must always ensure that its representation
as to the scope of its DTSP Licence and/or regulation by MAS is at all
times accurate — this includes correcting any false or misleading
statements by third parties about the DTSP Licensee’s regulatory
status.

Both FSM-N32 and FSM-N33 take effect on 30 June 2025.

GUIDELINES APPLICABLE TO DTSP
LICENSEES

MAS has confirmed that existing guidelines applicable to all financial
institutions will likewise apply (without amendment) to all licensees
under the FSMA, including DTSP Licensees. MAS guidelines are
intended to set out industry principles and best practices, and include
the Guidelines on Fit & Proper Criteria (“F&P Guidelines”),
Outsourcing, Business Continuity Management and TRM Guidelines.
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CONCLUSION

Given that the DTSP Provisions will come into force very soon and
that there is no transitional arrangement for DTSPs, to minimise any
interruptions in their businesses, entities should promptly review their
legal structures and business activities.

The content of this article does not constitute legal advice and should not be relied on as
such. Specific advice should be sought about your specific circumstances. Copyright in
this publication is owned by Drew & Napier LLC. This publication may not be reproduced
or transmitted in any form or by any means, in whole or in part, without prior written
approval
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