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Singapore
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1 Relevant Legislation and Competent
Authorities
1.1

What is the principal data protection legislation?

The Personal Data Protection Act 2012 (No. 26 of 2012) (“PDPA”)
is the principal data protection legislation in Singapore. The PDPA
establishes a general data protection law which applies to all private
sector organisations.
Parts III to VI of the PDPA set out obligations of organisations in
respect of the collection, use, disclosure, access, correction, care,
protection, retention, and transfer of personal data (collectively,
“Data Protection Provisions”); while Part IX of the PDPA sets out
provisions pertaining to Singapore’s national Do Not Call (“DNC”)
Registry and the obligations of organisations in relation to sending
marketing messages to Singapore telephone numbers (“DNC
Provisions”).

Lim Chong Kin

cybersecurity policies and standards, conduct audits and risk
assessments, and implement incident reporting measures.
For completeness, the Spam Control Act (Cap. 311A) (“SCA”)
regulates the bulk sending of unsolicited commercial electronic
messages to email addresses or mobile telephone numbers,
complementing the DNC Provisions of the PDPA. The DNC
Provisions of the PDPA and the SCA are expected to be merged into
a new Act dealing with unsolicited commercial electronic messages
generally.
1.3

Yes, a number of other legislation and regulatory requirements in
Singapore contain certain sector-specific data protection requirements.
For example:
■

the Banking Act (Cap. 19) (“Banking Act”) contains a number
of banking secrecy provisions which govern customer
information obtained by banks;

■

the Telecoms Competition Code issued under the
Telecommunications Act (Cap. 323) governs the use of enduser service information by telecoms licensees; and

■

the Private Hospitals and Medical Clinics Act (Cap. 248) and
the licensing terms and conditions issued thereunder contain
provisions addressing the confidentiality of medical
information and the retention of medical records.

Other regulations issued under the PDPA are:
■

the Personal Data Protection Regulations 2014 (“PDP
Regulations”), which sets out the requirements for transfers
of personal data out of Singapore; the form, manner and
procedures for requests for access to or correction of personal
data; and persons who may exercise rights in relation to
disclosure of personal data of deceased individuals;

■

the Personal Data Protection (Composition of Offences)
Regulations 2013;

■

the Personal Data Protection (Do Not Call Registry)
Regulations 2013;

■

the Personal Data Protection (Enforcement) Regulations
2014; and

■

the Personal Data Protection (Appeal) Regulations 2015.

In addition, the Personal Data Protection Commission (“PDPC”)
has issued a number of advisory guidelines which provide greater
clarity on the interpretation of the PDPA.
1.2

Is there any other general legislation that impacts
data protection?

The Computer Misuse Act (Cap. 50A) sets out a number of offences
which include the unauthorised access or modification of computer
material, as well as the unauthorised use or interception of computer
services.
The Cybersecurity Act (No. 9 of 2018) requires owners and
operators of Critical Information Infrastructure to comply with
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Is there any sector-specific legislation that impacts
data protection?

With regards to the financial sector, the Monetary Authority of
Singapore (“MAS”) is empowered under the Monetary Authority of
Singapore Act (Cap. 186) and other sectoral legislation to issue
directives and notices.
Examples of MAS-issued regulatory
instruments which are relevant to data protection include the Notices
and Guidelines on Technology Risk Management, and the Guidelines
on Outsourcing.
In this regard, Section 4(6) of the PDPA provides that the general
data protection framework does not affect any right or obligation
under the law, and that in the event of any inconsistency, the
provisions of other written laws will prevail.
The PDPC has also developed sector-specific advisory guidelines
for the telecommunication sector, the real estate agency sector, the
education sector, the healthcare sector, the social service sector and
transport services for hire (specifically in relation to in-vehicle
recordings).
In addition, the PDPC has also provided comments and suggestions
to industry-led guidelines on the PDPA that were developed by
industry associations such as:
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the Life Insurance Association Singapore (“LIA”) Code of
Practice for Life Insurers on the Singapore Personal Data
Protection Act; and

■

the LIA Code of Conduct for Tied Agents of Life Insurers on
the Singapore Personal Data Protection Act.

1.4

What authority(ies) are responsible for data
protection?

The PDPC is responsible for administering and enforcing the PDPA.
The PDPC is a statutory body under the purview of the Ministry of
Communications and Information (“MCI”), and is part of the merged
info-communications and media regulator, the Info-communications
Media Development Authority of Singapore (“IMDA”) (previously
the Info-communications Development Authority of Singapore and
the Media Development Authority of Singapore).

The PDPA provides that a data intermediary that processes
personal data on behalf of and for the purposes of another
organisation pursuant to a contract which is evidenced or
made in writing will only be subject to the Protection
Obligation and the Retention Limitation Obligation (as
defined below).
■

“Data Subject”
The PDPA does not refer to the concept of a “data subject”, and
instead refers generally to an “individual”, whose personal data
is collected, used, disclosed, or otherwise processed by
organisations. An “individual” is defined to mean a natural
person, whether living or deceased.

■

“Sensitive Personal Data”
The PDPA does not distinguish between specific categories
of personal data. The term “sensitive personal data” is
therefore not defined.
However, as a number of the Data Protection Provisions adopt
a standard of reasonableness, the sensitivity of the personal data
in question could, in practice, affect the extent of the data
protection obligations an organisation is subject to. The PDPC
has taken the position in several enforcement decisions that a
higher standard of protection is required for more sensitive
personal data, which includes insurance, medical and financial
data (see in Re Aviva Ltd [2017] SGPDPC 14).

Sector-specific data protection obligations are separately enforced
by the relevant sectoral regulators. For example, the MAS enforces
the banking secrecy provisions under the Banking Act and the
relevant provisions under other sectoral legislation and regulatory
instruments governing other types of financial institutions.

2 Definitions
2.1

Please provide the key definitions used in the relevant
legislation:

■

“Personal Data”

In this regard, the PDPC’s Advisory Guidelines on Enforcement
for Data Protection Provisions (“Enforcement Guidelines”)
provides that, if an organisation who has breached a Data
Protection Obligation is in the business of handling large
volumes of sensitive personal data, the disclosure of which may
cause exceptional damage, injury, or hardship to a person (such
as medical or financial data), but failed to put in place adequate
safeguards proportional to the harm that might be caused by
disclosure of such personal data, the PDPC may consider this to
be an aggravating factor in calculating the level of the financial
penalty to be imposed on the organisation.

“Personal data” is defined under the PDPA as data, whether
true or not, about an individual who can be identified: (a) from
that data; or (b) from that data and other information to which
the organisation is likely to have access.
All formats of personal data are covered under the PDPA,
whether electronic or non-electronic, and regardless of the
degree of sensitivity.
■

■

“Data Breach”
The PDPA does not define “data breach”. However, the PDPC,
in its Guide to Managing Data Breaches, refers to a “data
breach” as the “unauthorised access and retrieval of information
that may include corporate and personal data”. An organisation
is required under Section 24 of the PDPA to protect personal
data against the unauthorised access, collection, use, disclosure,
copying, modification, disposal or similar risks.

“Processing”
Under the PDPA, “processing”, in relation to personal data,
means the carrying out of any operation or set of operations
in relation to the personal data, and includes any of the
following:
(a) recording;

Singapore

■

Singapore

■

Other key definitions – please specify (e.g., “Pseudonymous
Data”, “Direct Personal Data”, “Indirect Personal Data”)

(b) holding;

There are no other applicable key definitions.

(c) organisation, adaptation or alteration;
(d) retrieval;
(e) combination;

3 Territorial Scope

(f) transmission; and
(g) erasure or destruction.
■

“Controller”
The PDPA does not refer to the concept of a “controller”, and
instead refers to an “organisation”. An “organisation” is
defined as any individual, company, association or body of
persons, corporate or unincorporated, whether or not: (a)
formed or recognised under the law of Singapore; or (b)
resident, or having an office or a place of business, in
Singapore.

■

“Processor”
Similarly, the PDPA does not use the term “processor”, and
instead refers to a “data intermediary”, which is defined as an
organisation which processes personal data on behalf of
another organisation but does not include an employee of that
other organisation.

3.1

Do the data protection laws apply to businesses
established in other jurisdictions? If so, in what
circumstances would a business established in
another jurisdiction be subject to those laws?

The PDPA applies to all organisations which are not a public agency
or acting on behalf of a public agency, whether or not formed or
recognised under the laws of Singapore, or resident or having an
office or a place of business in Singapore.
According to the PDPC’s Advisory Guidelines on Key Concepts in
the PDPA (“Key Concepts Guidelines”), the Data Protection
Provisions apply to organisations carrying out activities involving
personal data in Singapore. Thus, where personal data is collected
overseas and subsequently transferred into Singapore, the Data
Protection Provisions will apply in respect of the activities
involving the personal data in Singapore.
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Singapore
it is reasonable to assume that (a) the purpose for which the
personal data was collected is no longer being served by
retention of the personal data, and (b) retention is no longer
necessary for legal or business purposes (“Retention
Limitation Obligation”).

4 Key Principles

Singapore

4.1

■

What are the key principles that apply to the
processing of personal data?

■

Other key principles – please specify
■ Section 23 of the PDPA requires an organisation to make
a reasonable effort to ensure that personal data collected
by or on behalf of the organisation is accurate and
complete, if the personal data is likely to be used by the
organisation to make a decision that affects the individual
to whom the personal relates, or is likely to be disclosed
by the organisation to another organisation (“Accuracy
Obligation”).

Transparency
Section 20 of the PDPA provides that an organisation must
notify an individual of the purpose(s) for which it intends to
collect, use, or disclose his personal data, on or before such
collection, use, or disclosure (Notification Obligation).
More generally, Section 12 of the PDPA requires an
organisation to develop and implement policies and practices
that are necessary for the organisation to meet its obligations
under the PDPA, and make information about its policies and
procedures publicly available (Openness Obligation).

■

■ Section 24 of the PDPA requires an organisation to make
reasonable security arrangements to protect personal data
in its possession or under its control, in order to prevent
unauthorised access, collection, use, disclosure, copying,
modification, disposal or similar risks (“Protection
Obligation”) (see our response to section 15 below).

Lawful basis for processing
Sections 13 to 17 of the PDPA generally require that an
organisation obtain the consent of an individual before
collecting, using, or disclosing his personal data for a purpose
(Consent Obligation). Unless an exception in the Second,
Third or Fourth Schedule to the PDPA applies, such consent
from an individual must be validly obtained and may be
either expressly given or deemed to have been given.

■

■ Section 26 of the PDPA provides that an organisation
must not transfer any personal data to a country or
territory outside Singapore, except in accordance with
prescribed requirements to ensure that organisations
provide a standard of protection to the transferred
personal data that is comparable to the protection under
the PDPA (“Transfer Limitation Obligation”) (see our
response to section 11 below).

Purpose limitation
Section 18 of the PDPA provides that an organisation may
collect, use or disclose personal data about an individual only
for purposes that a reasonable person would consider
appropriate in the circumstances and, if applicable, have been
notified to the individual concerned (“Purpose Limitation
Obligation”).

■

Data minimisation
The PDPA does not articulate the principle of data
minimisation (i.e., the limitation of personal data collection
to what is directly relevant and necessary to accomplish a
specified purpose), although the Purpose Limitation
Obligation and Retention Limitation Obligation (as defined
below) operate to limit the collection, use, disclosure and
retention of personal data by organisations to some extent.
As a best practice, the PDPC recommends that organisations
avoid the over-collection of personal data, where this is not
required for their business or legal purposes. Instead, the
PDPC encourages organisations to consider whether there are
alternative ways of addressing their requirements.

■

Proportionality
While the PDPA does not explicitly refer to the principle of
proportionality, a number of the Data Protection Provisions –
namely, the Purpose Limitation Obligation, the Accuracy
Obligation, the Protection Obligation, and the Retention
Limitation Obligation (as defined below) – make reference to
a standard of reasonableness.
More generally, Section 11(1) of the PDPA states that an
organisation shall, in meeting its responsibilities under the
PDPA, “consider what a reasonable person would consider
appropriate in the circumstances”.
In this regard, the PDPC’s Key Concepts Guidelines states
that a “reasonable person” is judged based on an objective
standard and can be said to be a person who exercises the
appropriate care and judgement in the particular
circumstances.

■

Retention
While the PDPA does not prescribe any specific data
retention periods, Section 25 of the PDPA provides that an
organisation must cease to retain documents containing
personal data, or remove the means by which the personal
data can be associated with particular individuals as soon as

364

5 Individual Rights
5.1

What are the key rights that individuals have in
relation to the processing of their personal data?

■

Right of access to data/copies of data
Under Section 21 of the PDPA, an individual has the right to
request an organisation to allow him access to his personal
data.
Specifically, unless a relevant exception under the PDPA
applies, an organisation is required to, on request by an
individual, provide him with: (a) his personal data in the
possession or under the control of the organisation; and (b)
information about the ways in which that personal data has
been or may have been used or disclosed by the organisation
within a year before the date of the individual’s request
(“Access Obligation”).
There are a number of exceptions to the Access Obligation.
Specifically, an organisation is not required to provide an
individual with his personal data or other information, in
respect of the matters specified under the Fifth Schedule to
the PDPA, which include, without limitation:
■ opinion data kept solely for an evaluative purpose;
■ personal data which, if disclosed, would reveal confidential
commercial information that could, in the opinion of a
reasonable person, harm the competitive position of the
organisation;
■ personal data collected, used or disclosed without consent,
for the purposes of an investigation if the investigation and
associated proceedings and appeals have not been
completed; and
■ any request:
■ that would unreasonably interfere with the operations
of the organisation because of the repetitious or
systematic nature of the requests;
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■ if the burden or expense of providing access would be
unreasonable to the organisation or disproportionate to
the individual’s interests;

Singapore
disclosure of the personal data without consent is required or
authorised under the PDPA or any other written law.
Right to restrict processing
Please see our response to “Right to object to processing”
above.
Right to data portability
Currently, this is not applicable in Singapore.
Recently, on 25 February 2019, the PDPC, in collaboration with
the Competition and Consumer Commission of Singapore,
published a paper discussing the benefits and issues that may
arise with the introduction of a data portability requirement,
including the potential impact on consumers, businesses and
competition. However, it remains to be seen whether, and in
what form, this data portability right will be introduced.
Right to withdraw consent
Please see our response to “Right to object to processing”
above.
Right to object to marketing
Please see our response to “Right to object to processing”
above.
In addition, an individual who does not wish to receive
specified telemarketing calls and messages addressed to his
Singapore telephone number may register his Singapore
telephone number on one or more of the three DNC registers
(namely, the No Voice Call Register; the No Text Message
Register; and the No Fax Message Register) (see our response
to section 9.1 below).
Right to complain to the relevant data protection
authority(ies)
An individual may lodge a complaint with the PDPC in
respect of an organisation’s breach of any of the Data
Protection Provisions or DNC Provisions. Upon receiving
such a complaint, the PDPC may direct the individual and the
organisation to: resolve the complaint; refer the matter for
mediation; or conduct an investigation to determine whether
or not the organisation is in compliance with the PDPA.
Other key rights – please specify
This is not applicable.

■

■ for information that does not exist or cannot be found;
■ for information that is trivial; or

■

■

■

■ that is otherwise frivolous or vexatious.
In addition, Section 21(3) of the PDPA provides that an
organisation shall not provide an individual with his personal
data or other information, if doing so could be reasonably
expected to:
■ threaten the safety or physical or mental health of an
individual other than the individual who made the request;
■ cause immediate or grave harm to the safety or to the
physical or mental health of the individual who made the
request;
■ reveal personal data about another individual;
■ reveal the identity of an individual who has provided
personal data about another individual and the individual
providing the personal data does not consent to the
disclosure of his identity; or
■ be contrary to the national interest.
Right to rectification of errors
Under Section 22 of the PDPA, an individual has the right to
request an organisation to correct an error or omission in his
personal data.
Specifically, an organisation is required to, on request by an
individual: (a) correct an error or omission in the individual’s
personal data that is in the possession or under the control of
the organisation; and (b) send the corrected personal data to
every other organisation to which the personal data was
disclosed by the organisation within a year before the date the
correction request was made, unless that other organisation
does not need the corrected personal data for any legal or
business purpose (“Correction Obligation”).
However, Section 22(7) of the PDPA provides that an
organisation is not required to comply with the Correction
Obligation in respect of the following matters specified in the
Sixth Schedule to the PDPA:
■ opinion data kept solely for an evaluative purpose;
■ any examination conducted by an education institution,
examination scripts and, prior to the release of examination
results, examination results;
■ the personal data of the beneficiaries of a private trust kept
solely for the purpose of administering the trust;
■ personal data kept by an arbitral institution or a mediation
centre solely for the purposes of arbitration or mediation
proceedings administered by the arbitral institution or
mediation centre; and
■ a document related to a prosecution if all proceedings
related to the prosecution have not been completed.
In addition, Section 22(6) of the PDPA provides that an
organisation is not required to correct or otherwise alter an
opinion, including a professional or an expert opinion.
Right to deletion/right to be forgotten
The PDPA does not accord an individual with the right to
require an organisation to delete his personal data.

■

■

■

■

■

Singapore
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6 Registration Formalities and Prior
Approval
6.1

Is there a legal obligation on businesses to register
with or notify the data protection authority (or any
other governmental body) in respect of its processing
activities?

There is currently no requirement for organisations to register with
or notify the PDPC.
6.2

If such registration/notification is needed, must it be
specific (e.g., listing all processing activities,
categories of data, etc.) or can it be general (e.g.,
providing a broad description of the relevant
processing activities)?

Right to object to processing
Under Section 16 of the PDPA, an individual may, upon
giving reasonable notice to an organisation, withdraw his
consent (which includes deemed consent) given to the
organisation for the collection, use, or disclosure of his
personal data for any purpose. Upon withdrawal of consent,
the organisation must cease (and cause its data intermediaries
and agents to cease) collecting, using or disclosing the
personal data, as the case may be, unless the collection, use or

This is not applicable in Singapore.
6.3

On what basis are registrations/notifications made
(e.g., per legal entity, per processing purpose, per
data category, per system or database)?

This is not applicable in Singapore.
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6.4

Who must register with/notify the data protection
authority (e.g., local legal entities, foreign legal
entities subject to the relevant data protection
legislation, representative or branch offices of foreign
legal entities subject to the relevant data protection
legislation)?

Singapore
individuals to be responsible for ensuring that the organisation
complies with [the PDPA]”. The business contact information of at
least one Data Protection Officer must be made available to the public.
7.2

What are the sanctions for failing to appoint a Data
Protection Officer where required?

This is not applicable in Singapore.

The PDPC may take the following enforcement actions against the
organisation:

6.5

(a)

give the organisation such directions as the PDPC thinks fit in
the circumstances to ensure compliance; and/or

(b)

require the organisation to pay a financial penalty of such
amount not exceeding S$1 million as the PDPC thinks fit.

What information must be included in the
registration/notification (e.g., details of the notifying
entity, affected categories of individuals, affected
categories of personal data, processing purposes)?

This is not applicable in Singapore.
6.6

What are the sanctions for failure to register/notify
where required?

For completeness, we note that the PDPC has actively enforced this
requirement over the past year.
7.3

This is not applicable in Singapore.
6.7

What is the fee per registration/notification (if
applicable)?

This is not applicable in Singapore.
6.8

How frequently must registrations/notifications be
renewed (if applicable)?

This is not applicable in Singapore.
6.9

Is any prior approval required from the data
protection regulator?

This is not applicable in Singapore.
6.10 Can the registration/notification be completed online?

Is the Data Protection Officer protected from
disciplinary measures, or other employment
consequences, in respect of his or her role as a Data
Protection Officer?

The PDPA does not provide for any particular protections for Data
Protection Officers in respect of their role as Data Protection
Officers. However, it should be noted that the appointment of a
Data Protection Officer does not relieve the organisation of its
obligations and liabilities under the PDPA.
7.4

Can a business appoint a single Data Protection
Officer to cover multiple entities?

Yes. Section 11(3) of the PDPA only provides that each organisation
“shall designate one or more individuals to be responsible for
ensuring that the organisation complies with [the PDPA]”, but does
not stipulate that organisations may not designate individuals already
designated by other organisations. Section 11(4) of the PDPA further
provides that an individual designated by an organisation may further
delegate the responsibility conferred by that delegation to another
individual. For the avoidance of doubt, the designated individual
need not be an employee of the organisation.

This is not applicable in Singapore.
7.5
6.11 Is there a publicly available list of completed
registrations/notifications?

This is not applicable in Singapore.
6.12 How long does a typical registration/notification
process take?

This is not applicable in Singapore.

7 Appointment of a Data Protection Officer

There are no specific qualifications required by law of the Data
Protection Officer. In practice, however, it would be advisable that an
organisation appoint an individual (or a group of individuals) familiar
with the data protection laws of Singapore, the organisation’s data
protection policies and procedures, as well as its data processing
activities. This is to ensure that the Data Protection Officer is wellequipped to: (i) ensure the organisation’s continued compliance with
the PDPA; (ii) deal with any queries from authorities or the public in
relation to the organisation’s data protection practices; and (iii) limit
the impact of any data breach incident.
7.6

7.1

Is the appointment of a Data Protection Officer
mandatory or optional? If the appointment of a Data
Protection Officer is only mandatory in some
circumstances, please identify those circumstances.

The appointment of a Data Protection Officer is mandatory. Section
11(3) of the PDPA obliges an organisation to “designate one or more
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Please describe any specific qualifications for the
Data Protection Officer required by law.

What are the responsibilities of the Data Protection
Officer as required by law or best practice?

The Data Protection Officer is responsible for ensuring the
organisation’s continued compliance with the PDPA. However, it
should be noted that the appointment of a Data Protection Officer
does not relieve the organisation of its obligations and liabilities
under the PDPA.
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Some of the responsibilities of a Data Protection Officer may
include, but are not limited to:
■

ensuring compliance with the PDPA when developing and
implementing policies and processes for handling personal
data;

■

fostering a data protection culture among employees and
communicating personal data protection policies to
stakeholders;

■

managing personal data protection related queries and
complaints;

■

alerting management to any risks that might arise with regard
to personal data; and

■

liaising with the PDPC on data protection matters, if necessary.

7.7

Must the appointment of a Data Protection Officer be
registered/notified to the relevant data protection
authority(ies)?

No, there is no requirement for the Data Protection Officer to be
registered with or notified to the PDPC. However, DPOs are
encouraged to register with the PDPC to keep abreast of
developments in the PDPA.
7.8

Must the Data Protection Officer be named in a publicfacing privacy notice or equivalent document?

No. However, the business contact information of at least one Data
Protection Officer must be made available to the public.

8 Appointment of Processors
8.1

If a business appoints a processor to process
personal data on its behalf, must the business enter
into any form of agreement with that processor?

No. However, it should be noted that appointing a data intermediary to
process personal data does not relieve the organisation of its
obligations and liabilities under the PDPA, as the organisation is
deemed to “have the same obligation under [the PDPA] in respect of
personal data processed on its behalf and for its purposes by a data
intermediary as if the personal data were processed by the
organisation itself ”.
Nonetheless, the Key Concepts Guidelines state that it is important that
an organisation is clear as to its rights and obligations when dealing
with another organisation and, where appropriate, include provisions
in their written contracts to clearly set out each organisation’s
responsibilities and liabilities in relation to the personal data in
question, including whether one organisation is to process personal
data on behalf of and for the purposes of the other organisation. If
there is no contract evidenced or made in writing with the data
organisation, the data intermediary will need to comply with all the
Data Protection Provisions in respect of the personal data that is
processed on behalf of the data organisation.
8.2

If it is necessary to enter into an agreement, what are
the formalities of that agreement (e.g., in writing,
signed, etc.) and what issues must it address (e.g., only
processing personal data in accordance with relevant
instructions, keeping personal data secure, etc.)?

As the organisation remains responsible for complying with the
PDPA notwithstanding that a data intermediary is processing

Singapore
personal data on its behalf, it may be prudent for the organisation to
impose specific obligations on its data intermediary through a
written agreement, including restricting what the data intermediary
may do with the disclosed personal data, having sufficient security
measures to protect the disclosed personal data, and providing for
audits, inspections, or other types of spot checks to satisfy itself that
the data intermediary is complying with the PDPA.

9 Marketing
9.1

Singapore
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Please describe any legislative restrictions on the
sending of electronic direct marketing (e.g., for
marketing by email or SMS, is there a requirement to
obtain prior opt-in consent of the recipient?).

The PDPA and the SCA restrict the sending of unsolicited marketing
communications by telephone, email, text messaging (be it via SMS
or other messaging applications such as WhatsApp) and any other
electronic communications.
Generally, where the personal data of an individual is collected,
used and disclosed for marketing purposes, the consent of the
individual concerned must be obtained and such consent must not
have been obtained as a condition for the providing of a product or
service where it would not be reasonably required to provide that
product or service. This applies regardless of how the marketing
communications are sent.
In this regard, the PDPC has noted in its Key Concepts Guidelines
that a failure to opt out will not be regarded as consent in all
situations, and has recommended that organisations obtain consent
from an individual through a positive action of the individual. It
would therefore be advisable to obtain prior opt-in consent instead.
In relation to the sending of marketing communications by
telephone call or text messaging (or fax) to a Singapore telephone
number, the PDPA requires an organisation to:
(a)

verify against the relevant DNC Registry to confirm that the
telephone number is not listed before sending the message or
calling, unless clear and ambiguous consent to the sending of
the specified message to that number is obtained in evidential
form;

(b)

include information identifying the sender for messages and
details on how the sender can be readily contacted, and such
details and contact information should be reasonably likely to
be valid for at least 30 days after the sending of the message;
and

(c)

for voice calls, not conceal or withhold the calling line
identity from the recipient.

In relation to the sending of unsolicited marketing communications
in bulk by email or other electronic messages, Section 11 read with
the Second Schedule of the SCA stipulates that such messages must
contain, inter alia, the following:
(a)

information on the sender;

(b)

a clear and conspicuous statement in English setting out the
procedure to unsubscribe;

(c)

a title in its subject field that is reflective of the message’s
content;

(d)

a label “<ADV>” with a space before the title of the subject
field, or in the absence of a title, the first word of the message;

(e)

header information that is not false or misleading; and

(f)

an accurate and functional email address or telephone
number by which the sender is readily contactable.

The unsubscribe facility must be legitimately obtained, and valid
and capable of receiving the unsubscribe request and a reasonable
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number of similar unsubscribe requests sent by other recipients at all
times within at least 30 days after the unsolicited message is sent.
No further unsolicited marketing communications can be sent after
10 business days following the date of the unsubscribe request.
Furthermore, Section 9 of the SCA prohibits unsolicited commercial
electronic messages in bulk from being sent to electronic addresses
generated or obtained through the use of a dictionary attack or
address-harvesting software.
9.2

Please describe any legislative restrictions on the
sending of marketing via other means (e.g., for
marketing by telephone, a national opt-out register
must be checked in advance; for marketing by post,
there are no consent or opt-out requirements, etc.).

Please see our response to section 9.1 above.
9.3

Do the restrictions noted above apply to marketing
sent from other jurisdictions?

Yes, if the recipient of the marketing messages is
Singapore when the marketing message is accessed.
applies to all organisations, whether or not formed or
under the laws of Singapore, or resident or having an
place of business in Singapore.

present in
The PDPA
recognised
office or a

Specifically, the DNC provisions under the PDPA apply when the
sender of the specified message is present in Singapore when the
specified message is sent, or the recipient of the specified message
is present in Singapore when the specified message is accessed.
The SCA applies as long as the electronic message has a Singapore
link, which includes, inter alia, the following situations:
■

the message originates in Singapore or the sender of the
message is, when the message is sent: (i) an individual who is
physically present in Singapore; or (ii) an entity whose
central management and control is in Singapore;

■

the computer, mobile telephone, server or device that is used
to access the message is located in Singapore; or

■

the recipient of the message is, when the message is accessed:
(i) an individual who is physically present in Singapore; or
(ii) an entity that carries on business or activities in
Singapore.

9.4

Is/are the relevant data protection authority(ies) active
in enforcement of breaches of marketing restrictions?

The PDPA is a complaints-based regime and the PDPC has been
active in the enforcement of breaches thereof.
Since the commencement of the PDPA in 2014, the PDPC has
charged several individuals for offences relating to breaches of the
DNC Registry.
9.5

Is it lawful to purchase marketing lists from third
parties? If so, are there any best practice
recommendations on using such lists?

Purchasing marketing lists from third parties is only lawful if the
individuals whose personal data is contained within the lists are
notified of, and consent to, the sale of their personal data before such
data are collected, used, and/or disclosed.

organisations which have purchased marketing lists without
obtaining valid consent. For example, in the decision of Re Sharon
Assya Qadriyah Tang [2018] SGPDPC 1, the PDPC imposed a
financial penalty of S$6,000 on an individual for buying and selling
marketing lists containing personal data.
9.6

What are the maximum penalties for sending
marketing communications in breach of applicable
restrictions?

In relation to a breach of the Data Protection Provisions that apply to
the sending of marketing communications, the organisation may
find itself liable to pay a financial penalty of up to S$1 million.
In relation to the DNC Registry:
(a)

For breaches of the obligation to check the DNC Registry, the
offender would be guilty of an offence and liable on
conviction to a fine not exceeding S$10,000.

(b)

For breaches of the obligation to provide clear and accurate
information identifying the sender and the sender’s contact
details in the prescribed manner, the offender would be guilty
of an offence and liable on conviction to a fine not exceeding
S$10,000.

(c)

For breaches of the obligation to provide the recipient with
the calling line identity of the sender, the offender would be
guilty of an offence and liable on conviction to a fine not
exceeding S$10,000.

In appropriate cases, the PDPC may compound the offence for a
sum of up to S$1,000. Whether composition is offered and the
amount of composition will be decided by the PDPC based on the
facts of each case.
These offences are in addition to the rights of private action that
individuals may have against the organisation under the PDPA and
SCA.

10

Cookies

10.1 Please describe any legislative restrictions on the use
of cookies (or similar technologies).

There are presently no legislative restrictions on the use of cookies
or similar technologies per se, although the PDPA will apply to
cookies that collect or use personal data.
According to the Advisory Guidelines on the PDPA for Selected
Topics, for Internet activities that the user has clearly requested (e.g.
transmitting personal data for effecting online communications and
storing information that the user enters in a web form to facilitate an
online purchase), there may not be a need to seek consent for the use
of cookies to collect, use, and disclose personal data where the
individual is aware of the purposes for such collection, use or
disclosure and voluntarily provided his personal data for such
purposes. For activities that cannot take place without cookies that
collect, use or disclose personal data, consent may be deemed if the
individual voluntarily provides the personal data for that purpose of
the activity, and it is reasonable that he would do so.
Consent may also be reflected in the way a user configures his
interaction with the Internet. If the individual configures his
browser to accept certain cookies but rejects others, he may be
found to have consented to the collection, use and disclosure of his
personal data by the cookies that he has chosen to accept.

The purchase of marketing lists constitutes collecting personal data
under the PDPA. The PDPC has taken enforcement action against
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(d)

(a)

the recipient, directly or indirectly, controls the transferring
organisation;

(b)

the recipient is, directly or indirectly, controlled by the
transferring organisation; or

(c)

the recipient and the transferring organisation are, directly or
indirectly, under the control of a common person.

This is not applicable in Singapore.
10.3 To date, has/have the relevant data protection
authority(ies) taken any enforcement action in relation
to cookies?

To date, the PDPC has not issued any enforcement decisions
specifically in relation to cookies.
10.4 What are the maximum penalties for breaches of
applicable cookie restrictions?

This is not applicable in Singapore.

11

Restrictions on International Data
Transfers

11.1 Please describe any restrictions on the transfer of
personal data to other jurisdictions.

The Transfer Limitation Obligation under the PDPA requires
organisations transferring personal data abroad to do so only in
accordance with the requirements prescribed under the PDPA to ensure
that the recipients provide a standard of protection to personal data so
transferred that is comparable to the protection under the PDPA.
In particular, under the PDP Regulations, the transferring organisation
must, before transferring the personal data outside of Singapore:
■

■

take appropriate steps to ensure that the transferring
organisation continues to comply with the Data Protection
Provisions in respect of the personal data being transferred so
long as such personal data remains in its possession or under
its control; and
take appropriate steps to ascertain whether, and to ensure
that, the recipient is bound by legally enforceable obligations,
to provide the personal data transferred with a standard of
protection comparable to that provided for by the PDPA.

For completeness, the PDP Regulations provide for certain prescribed
situations whereby either or both of the above requirements are taken
to be satisfied, e.g., where the personal data is publicly available in
Singapore or where the personal data is data in transit.
“Legally enforceable obligations” is defined in the PDP Regulations
to include obligations imposed on the recipient under:
(a)

any law;

(b)

any contract that requires the recipient to provide to the
transferred personal data a standard of protection that is at
least comparable to the protection under the PDPA, and
which specifies the countries and territories to which the
personal data may be transferred under the contract;

(c)

any binding corporate rules (in cases where a recipient is an
organisation related to the transferring organisation) that
require every recipient to provide to the transferred personal
data a standard of protection that is at least comparable to the
protection under the PDPA, and which specifies (i) the
recipients of the transferred personal data to which the
binding corporate rules apply, (ii) the countries and territories
to which the personal data may be transferred under the
binding corporate rules, and (iii) the rights and obligations
provided by the binding corporate rules; or

any other legally binding instrument.

The Regulations define a recipient as being related to the
transferring organisation if:

Singapore

10.2 Do the applicable restrictions (if any) distinguish
between different types of cookies? If so, what are the
relevant factors?

11.2 Please describe the mechanisms businesses typically
utilise to transfer personal data abroad in compliance
with applicable transfer restrictions (e.g., consent of
the data subject, performance of a contract with the
data subject, approved contractual clauses,
compliance with legal obligations, etc.).

Companies generally rely on robust data transfer agreements and
binding corporate rules, as well as active enforcement of the terms
of these documents, to ensure their compliance with applicable
transfer restrictions.
11.3 Do transfers of personal data to other jurisdictions
require registration/notification or prior approval from
the relevant data protection authority(ies)? Please
describe which types of transfers require approval or
notification, what those steps involve, and how long
they typically take.

No, there is no requirement for the registration/notification or prior
approval from the PDPC for transfers of personal data abroad.

12

Whistle-blower Hotlines

12.1 What is the permitted scope of corporate whistleblower hotlines (e.g., restrictions on the types of
issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern, etc.)?

The PDPA does not specifically regulate corporate whistle-blowing
hotlines.
To the extent that whistle-blowing falls under the definition of
“investigation” as found in the PDPA, the PDPA provides that
personal data can be collected without obtaining consent if it is
necessary for any investigation or proceedings, and it is reasonable
to expect that seeking the consent of the individual would
compromise the availability or the accuracy of the personal data.
Similarly, the use and disclosure of personal data can be done
without obtaining consent if it is necessary for any investigation or
proceedings.
In this regard, the PDPA defines “investigation” to refer to an
investigation relating to:
(a)

a breach of an agreement;

(b)

a contravention of any written law, or any rule of professional
conduct or other requirement imposed by any regulatory
authority in exercise of its powers under any written law; or

(c)

a circumstance or conduct that may result in a remedy or
relief being available under any law.

ICLG TO: DATA PROTECTION 2019
© Published and reproduced with kind permission by Global Legal Group Ltd, London

WWW.ICLG.COM

369

Drew & Napier LLC

Singapore

12.2 Is anonymous reporting prohibited, strongly
discouraged, or generally permitted? If it is prohibited
or discouraged, how do businesses typically address
this issue?

Anonymous reporting is not regulated under the PDPA.

13

CCTV

13.1 Does the use of CCTV require separate
registration/notification or prior approval from the
relevant data protection authority(ies), and/or any
specific form of public notice (e.g., a high-visibility
sign)?

Singapore
that their premises are monitored by CCTV. Such notices should
state the purpose of the CCTV.
14.3 To what extent do works councils/trade
unions/employee representatives need to be notified
or consulted?

As the relationship between employers and trade unions are very much
subject to the terms of the collective agreement, the necessity of
notifying or consulting the trade unions in respect of CCTV and
employee monitoring is dependent on the terms of the collective
agreement. There are generally no legal requirements under Singapore
law requiring works councils/trade unions/employee representatives to
be notified or consulted.

15
The PDPA does not require the use of CCTV to be separately
registered/notified or approved beforehand by the PDPC. However, as
video and audio recordings of individuals may constitute personal
data, the use of CCTV may constitute the collection of personal data
and hence an organisation must comply with the PDPA when using
CCTV.
Notices or other forms of notifications should generally be placed at
locations that would enable individuals to have sufficient awareness
that CCTV has been deployed for a particular purpose.
13.2 Are there limits on the purposes for which CCTV data
may be used?

Insofar as CCTV data contains personal data, the PDPA limits the
purposes for which the CCTV data may be used.

14

Employee Monitoring

15.1 Is there a general obligation to ensure the security of
personal data? If so, which entities are responsible
for ensuring that data are kept secure (e.g.,
controllers, processors, etc.)?

Yes, both organisations and data intermediaries are subject to the
Protection Obligation in relation to the personal data in their
possession or control. For the Protection Obligation, please see our
response to section 4.1 above.
While the PDPC has recognised that there is no one-size-fits-all
solution, it has, in its Key Concepts Guidelines, noted that an
organisation should:
■

design and organise its security arrangements to fit the nature
of the personal data held by the organisation and the possible
harm that might result from a security breach;

■

identify reliable and well-trained personnel responsible for
ensuring information security;

■

implement robust policies and procedures for ensuring
appropriate levels of security for personal data of varying
levels of sensitivity; and

■

be prepared and able to respond to information security
breaches promptly and effectively.

14.1 What types of employee monitoring are permitted (if
any), and in what circumstances?

Employee monitoring is not specifically regulated in Singapore. To
the extent that the employee monitoring overlaps with the employer’s
obligations under the PDPA, such monitoring will fall to be regulated
by the Data Protection Provisions.
14.2 Is consent or notice required? Describe how
employers typically obtain consent or provide notice.

Before collecting, using or disclosing the personal data (which would
include CCTV images/footage of such employees and the other data
collected by the employer pursuant to their employee monitoring
activities, to the extent that the employees can be identified from
such data) of their employees, employers are generally required to
provide suitable notices and obtain consent.
An exception to this requirement under the PDPA is where personal
data is collected by the employer and the collection is reasonable for
the purpose of managing or terminating an employment relationship
between the employer and employee.
Due to the inherent uncertainty of the ambit of this exception, it is
common for employers to include related clauses in their personal
data protection policies, employment handbook or their employment
agreements to obtain express consent from their employees prior to
the commencement of employee monitoring or using CCTV
surveillance. It is also not unusual for organisations to provide
prominent notices at the entrances of their premises to alert visitors
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Data Security and Data Breach

15.2 Is there a legal requirement to report data breaches to
the relevant data protection authority(ies)? If so,
describe what details must be reported, to whom, and
within what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expect(s) voluntary breach
reporting.

There is currently no mandatory requirement under the PDPA for
organisations to report data breaches to the PDPC. However, the
PDPC recommends that organisations provide notification to the
PDPC as soon as possible of any data breaches that might cause
public concern, or where there is a risk of harm to a group of affected
individuals, or where the data breach involves sensitive personal data.
According to the Enforcement Guidelines, the fact that an
organisation has voluntarily notified the PDPC of a data breach as
soon as it learned of the breach, and cooperated with the PDPC in its
investigations may be a mitigating factor that the PDPC will take
into account when calculating the financial penalty.
The notification can be sent to the PDPC via email (info@pdpc.gov.sg
with the subject title “[Data Breach Notification]”), or via phone for
urgent notification of major cases (+65 6377 3131). It should include
information such as the following:
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the extent of the data breach;
the type and volume of personal data involved;

■

the cause or suspected cause of the breach;

■

whether the breach has been rectified;

■

the measures and processes that the organisation had put in
place at the time of the breach;

■

information on whether individuals who have been affected
by the data breach were notified and, if not, when the
organisation intends to do so; and

■

contact details of persons whom the PDPC could liaise with
for further information or clarification.

The PDPC has indicated, in a public consultation issued on 27 July
2017, that it may introduce a mandatory breach notification scheme.
Under the proposed mandatory breach notification scheme,
organisations would be required to notify PDPC and affected
individuals of data breaches that are likely to result in significant
harm or impact to the individuals to whom the information relates.
However, the PDPC has not given any indication as to when the
proposed changes would take effect.
15.3 Is there a legal requirement to report data breaches to
affected data subjects? If so, describe what details
must be reported, to whom, and within what
timeframe. If no legal requirement exists, describe
under what circumstances the relevant data protection
authority(ies) expect(s) voluntary breach reporting.

In terms of timing, affected individuals should be notified immediately
if the data breach involves sensitive personal data. Affected
individuals should also be notified when the data breach is resolved.
The notification should provide information on the following in a
manner that is simple to understand:
■

how and when the data breach occurred, and the types of
personal data involved in the data breach;

■

what the organisation has done or will be doing in response to
the risks brought about by the data breach;

■

specific facts on the data breach where applicable;

■

clear instructions on what individuals can do to protect
themselves; and

■

contact details and how affected individuals can reach the
organisation for further information or assistance.

As set out in the Enforcement Guidelines, the factors are considered
by the PDPC to be mitigating factors:
■

the organisation took immediate steps to notify affected
individuals of the breach and reduce the damage caused by a
breach (such as informing individuals of steps they can take
to mitigate risk); and

■

the organisation has engaged the individual in a meaningful
manner and has voluntarily offered a remedy to the individual,
and that individual has accepted the remedy.

15.4 What are the maximum penalties for data security
breaches?

There is currently no mandatory requirement under the PDPA for
organisations to notify individuals of data breaches. However, an
organisation may need to provide such notification to individuals
pursuant to its other legal or contractual obligations.

The PDPC has discretion to issue such remedial directions as it thinks
fit, including a direction to require payment of a financial penalty of
up to S$1 million.

The PDPC has also recommended that organisations should notify
individuals affected by a data breach as a matter of best practice.
Such notification should also be provided to parents or guardians of
young children whose personal data have been compromised, third
parties such as banks, credit card companies or the police (where
relevant).

On 15 January 2019, the PDPC imposed its highest financial penalties
to date of S$250,000 and S$750,000 respectively on SingHealth
Services Pte Ltd (“SingHealth”) and Integrated Health Information
Systems Pte Ltd, for breaching their data protection obligations under
the PDPA. This unprecedented data breach which arose from a cyber
attack on SingHealth’s patient database system caused the personal
data of some 1.5 million patients to be compromised.

16
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Enforcement and Sanctions

16.1 Describe the enforcement powers of the data protection authority(ies).

Investigatory Power

Civil/Administrative Sanction

Criminal Sanction

Power to require documents or
information.

Not applicable.

Power to enter premises with or without a
Court-issued search warrant.

Not applicable.

Individuals may be liable to a fine of up to S$10,000
and imprisonment for a term of up to 12 months, or
both; whereas organisations may be liable to a fine of
up to S$100,000 for providing any false or misleading
statements or information to the PDPC.
Individuals may be liable to a fine of up to S$10,000
and imprisonment for a term of up to 12 months, or
both; whereas organisations may be liable to a fine of up
to S$100,000 for obstructing or hindering the PDPC.

Power to review, on application of a
complainant: (i) refusals to provide access
to personal data requested by the
complainant under the PDPA or a failure to
provide such access within a reasonable
time; (ii) a fee required from the
complainant by an organisation in relation
to a request by the complainant under the
PDPA; or (iii) refusals to correct personal
data in accordance with a request by the
complainant under the PDPA.

The PDPC may: (i) confirm the refusal to Not applicable.
provide access to or correct the personal
data (as the case may be) and direct the
organisation to provide access to or correct
the personal data (as the case may be)
within a specified timeframe; or (ii)
confirm, reduce or disallow a fee, or direct
the organisation to make a refund to the
complainant.
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Investigatory Power

Civil/Administrative Sanction

Power to give directions.

The PDPC may issue such directions as it thinks fit in the circumstances to ensure
Not applicable.
compliance by an organisation with the Data Protection Provisions under Parts III to
VI of the PDPA. These include directions to: (i) stop collecting, using or disclosing
personal data in contravention of the PDPA; (ii) destroy personal data collected in
contravention of the PDPA; (iii) comply with any direction of the PDPC; and (iv) pay
a financial penalty of up to S$1 million.

16.2 Does the data protection authority have the power to
issue a ban on a particular processing activity? If so,
does such a ban require a court order?

The PDPC is empowered to direct an organisation to stop collecting,
using, or disclosing personal data in contravention of the PDPA.
The PDPC does not require a court order to issue directions.
Nonetheless, the PDPC may apply for the direction to be registered
in a District Court for the purposes of enforcement by the court.
16.3 Describe the data protection authority’s approach to
exercising those powers, with examples of recent
cases.

The PDPC takes a pragmatic approach in administering and
enforcing the PDPA and aims to balance the need to protect
individuals’ personal data and the needs of organisations to use the
data for legitimate purposes.
Over the past year (2018), the PDPC has published more than 20
enforcement decisions with a significant majority of these cases
relating to breaches of the Protection Obligation. In respect of these
cases, the PDPC has either issued a warning or imposed directions
requiring the infringing organisation to take remedial action and to
pay financial penalties, although there were some cases where no
breaches of the PDPA were found.
Examples of recent cases include:
■

Breach of Protection Obligation by GrabCar: A financial
penalty of S$6,000 was imposed on GrabCar, for failing to
properly configure a Google Forms document used to collect
the personal data of drivers, resulting in the inadvertent
disclosure of the personal data to subsequent users of the
document.

■

Breach of Protection Obligation by Jade E-Services: A
warning was issued to Jade E-Services for failing to
implement proper and adequate security measures on an
e-commerce website it administered, resulting in the personal
data of one user being accidentally disclosed to another user.

■

Breach of Protection Obligation by Sharon Assya Qadriyah
Tang: A financial penalty of S$6,000 was issued to an
individual who had bought and sold marketing lists, in the
first case involving the selling of personal data.

■

Breach of Consent and Purpose Limitation Obligations by
Spring College International: The PDPC issued directions to
an educational institution to remove posts containing the
personal data of its students from its social media pages, and
to revise the consent forms signed by students to specifically
consent to the use of their personal data for marketing
purposes.

16.4 Does the data protection authority ever exercise its
powers against businesses established in other
jurisdictions? If so, how is this enforced?

We have not sighted a published decision whereby the PDPC has
exercised its powers against companies established in other
jurisdictions with no presence in Singapore.
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Nonetheless, the PDPC is empowered to enter into a cooperation
agreement with a foreign data protection authority for data protection
matters such as cross-border cooperation. Specifically, under Section
10 of the PDPA, cooperation agreements may be entered into for the
purposes of:
■

facilitating cooperation between the PDPC and another
foreign data protection authority in the performance of their
respective functions insofar as those functions relate to data
protection; and

■

avoiding duplication of activities by the PDPC and another
foreign data protection authority, being activities involving
the enforcement of data protection laws.

The PDPC may also furnish information to a foreign data protection
body pursuant to a cooperation agreement, subject to the fulfilment
of certain prescribed conditions.
The PDPC is also a participant of the Asia Pacific Economic
Corporation (“APEC”) Cross-border Privacy Enforcement
Arrangement, which creates a framework for the voluntary sharing
of information and provision of assistance for privacy enforcementrelated activities.

17

E-discovery / Disclosure to Foreign
Law Enforcement Agencies

17.1 How do businesses typically respond to foreign
e-discovery requests, or requests for disclosure from
foreign law enforcement agencies?

Generally, organisations must ensure that any transfers of personal
data outside of Singapore comply with the requirements under the
PDPA (see our response to section 11 above). It is not uncommon
for Singapore businesses to include, in their privacy policy, a
general notice that any personal data they collect may be disclosed
to foreign law enforcement agencies or in relation to investigations
and legal proceedings.
17.2 What guidance has/have the data protection
authority(ies) issued?

The PDPC has not issued any specific guidance yet in relation to
foreign e-discovery requests or requests for disclosure from foreign
law enforcement agencies.

18

Trends and Developments

18.1 What enforcement trends have emerged during the
previous 12 months? Describe any relevant case law.

Breaches of the Protection Obligation under the PDPC continue to
constitute the majority of enforcement decisions issued by the
PDPC, with 22 out of 30 cases over the past 12 months involving the
Protection Obligation. Instances where businesses have been found
to have inadequate privacy policies in place have decreased,
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18.2 What “hot topics” are currently a focus for the data
protection regulator?

APEC CBPR
On 20 February 2018, Singapore became the sixth APEC economy to
participate in the APEC Cross-Border Privacy Rules (“CBPR”)
system, along with the USA, Mexico, Canada, Japan and the Republic
of Korea. Singapore also became the second APEC economy to
participate in the APEC Privacy Recognition for Processors (“PRP”)
system. Collectively, the CBPR and PRP systems allow a smoother
exchange of personal data among certified organisations in
participating economies, and ensure that data protection standards are
maintained for consumers in the Asia-Pacific region.

Discussion Paper on Data Portability
On 25 February 2019, the PDPC, together with the Competition and
Consumer Commission of Singapore, published a Discussion Paper on
Data Portability. Essentially, the data portability requirement is the
ability of individuals to request from an organisation a copy of their
personal data held by that organisation in a structured, machinereadable format, so that another organisation may make use of their
personal data. The discussion paper sets out how data portability
supports business innovation and drives competition while
simultaneously empowering consumers by giving them greater
flexibility and control over their personal data. It also provides a
framework for stakeholders to understand and further discuss the
operational considerations in implementing a data portability
requirement.

Lim Chong Kin

Data Protection Trustmark Certification Scheme

Drew & Napier LLC
10 Collyer Quay
10th Floor, Ocean Financial Centre
Singapore 049315

On 9 January 2019, IMDA launched the Data Protection Trustmark
certification scheme for the CBPR and PRP systems, which was
developed by the PDPC. The certification establishes a robust data
governance standard to help businesses increase their competitive
advantage and build trust with their customers. Once the certification
scheme is implemented, organisations may start applying for
certification under the relevant systems.
Model Artificial Intelligence (“AI”) Governance Framework
On 23 January 2019, the PDPC issued a Proposed Model Artificial
Intelligence Governance Framework for public consultation and pilot
adoption. The accountability-based framework helps chart the
language and frame the discussions around harnessing AI in a
responsible way. The framework is intended to assist organisations to
achieve the following objectives: (a) build consumer confidence in AI
through organisations’ responsible use of such technologies to mitigate
different types of risks in AI deployment; and (b) demonstrate
reasonable efforts to align internal policies, structures and processes
with relevant accountability-based practices in data management and
protection, e.g. the PDPA and OECD Privacy Principles.

Singapore

although there were still five cases where businesses were found to
have inadequate privacy policies.
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